JlemapTaMeHT CONHMANbHOM 3aMUTHI
BopoHnexckoit obnactu
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Boponex

006 yTBepxIeHHH JOKYMEHTOB, ONIpeieISI0IUX NOJTUTHKY
B OTHOLICHHH 00paboTKH NePCOHAJIBHBIX JaHHBIX B OPraHax conuaJIbHOMH
3amuUThI HaceJdeHns Boponexckoii obaacTa

B coorBerctBUM ¢ DenepanbHbIM 3akoHOM Poccuiickonn @enepanuu OT
27.07.2006 Ne 152-®3 «O 1nepcoHANbHBIX MJAHHBIX», IMOCTAHOBICHUAMU
IIpaBurensctBa Poccuiickoit @eneparuu ot 21.03.2012 Ne 211 «O06 yTBepKACHUHA
IepeyHss Mep, HalpaBIeHHBIX Ha obOecredeHue BBITOHEHHS OOS3aHHOCTEMH,
peayCMOTpEeHHBIX DenepanbHbM 3aKOHOM «O TMepCoOHAIBHBIX MAaHHBIX» U
MPUHATBIMA B COOTBETCTBHHM C HHUM HOPMATHUBHBIMH IPABOBBIMH aKTaMH,
omeparopaMH, SBISIOIMIUMHCS T'OCYJapCTBEHHBIMH MJIM MYHHIUIIAJIbHBIMU
oprasamm», oT 01.11.2012 Ne 1119 «O6 ytBepxaeHuu TpeOOBaHHHA K 3aIlUTE
IIEPCOHAIBHBIX JAHHBIX NpPH HUX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAax
IIEPCOHAIBHBIX JaHHBIX», OT 15.09.2008 Ne 687 «O0 yTBepKISHHH ITOJIOXKEHHUS 00
O0COOEHHOCTSIX OOpabOTKH IEePCOHATBHBIX JAHHBIX, OCYIIECTBIIIEMOH 0Oe3
HCIIOJB30BaHUsl CPEJCTB aBTOMATH3aLMM», B LIEJISIX KOOPAMHALUU NE€ATEIIbHOCTU
OpraHOB COI[MAJILHOW  3allUThl HaceleHuss BopoHexckod obnactH IO
o0OecTeueH o 6e30MacHOCTH TIEPCOHATIBHBIX JaHHBIX IPHU UX 00paboTke

NpUHKa3bIBAalO:
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1. YTBepauth npuiaraeMyro KOHILEIIINIO HHPOPMAUOHHON 6e30macHOCTH
npu o0paboTKe IEepCOHANBHBIX JaHHBIX B OpraHaX COIMANBHOW 3allUTHI
HaceseHus Boponexcko#t ob6aactu (nanee — Konmermus).

2. YTBepauTh MpHiaraeMmylo IOJHTHKY HHGOPMAaIHOHHOH 0e301MacHOCTH
npu 00paboTke TIEPCOHANBHBIX MAHHBIX B OpraHax COIHAJBHOMW 3aIHUTHI
HaceneHusi Bopornexckoit oonactu (nanee — [lonutuka).

3. Komuccnn nemaprameHnTta COLMANBHON 3aiuThl BopoHexckoit obnactu
no ofecnedeHN0 0e30MacHOCTA TMEPCOHAIBHBIX JAHHBIX, PYKOBOAMUTEISIM
CTPYKTYPHBIX MOApa3/ie/IeHu#l NenapTaMenTa, PyKOBOJHUTENSAM IOCYy 1apCTBEHHBIX
yYpeXXIeHUH, B OTHOIIEHHWH KOTOPBIX JAelapTaMeHT HCIIONHAET GYHKIUH H
MTOJTHOMOYHS yUpeIuTelIs, IPUHATh K PyKOBOJCTBY yTBepKJAeHHbIe KoHlleniuo u
[MomuTuky mpu pa3paboTke MEpONpUATHH Mo obecrnedeHn0 0€3011acCHOCTH
MIEPCOHATBHBIX JaHHBIX PH UX 00paboTke.

4. IlpuszHaTh YTpaTUBIIMM CHUJIy IIpMKa3 JAenapraMeHTa Tpyhda H
COILIMATbHOTO pa3BUTHUsA BopoHexckoit obmactu ot 26.11.2012 Ne 4389/0[1 «O6
YTBEpXICHUH KOHIIEIIIMA M ITOJUTHKA MHGOPMalMOHHOW Oe30macHOCTH IpU
00paboTKe IMepCOHANBHBIX JaHHBIX B OpraHaxX COLMAJIBHON 3allUThl HacelleHUI
Boponexckoit o6ractiny.

5. KoHTpOIIBh 32 UCIOTHEHNEM HACTOSIIETO IIPHUKa3a OCTaBIISIO 33 COOOM.

IlepBrlit 3aMecTUTEND
PYKOBOJHTENS JemapTaMeHTa ATALY S T o, Inajpimesa



YTBEPXJIEHA
IIPUKa30M JieapTaMeHTa
COLMAHHOM 3aIUTHI
Boponexckoii o6actu

otdY. 03 . Aelé Ne 585 JOT

Konnenuus nagopManuoHuo# 6e300aCHOCTH
npu 00padoTKe NepCOHANBHBIX JAHHBIX
B OPraHax COMaJILHOM 3aIMHUTHI HACEICHHUSA

Boponexckoi 001acTn
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BBegenne

ITepconanbHbple MaHHBIE — TH00ass HH(GOPMALIKS, OTHOCSIIASACS K IPSIMO WU
KOCBEHHO OIIpeeIEHHOMY HIIM ollpenessieMoMy ¢u3ndeckoMy JHLy (CyObeKTy
TIEPCOHANBHBIX JaHHBIX).

Ha TEPPUTOPUHU Poccuiickoi Denepanuu OCYILIECTBIIAETCS
rOCy/IapCTBEHHOE peryJHpoBaHHe B oOiacTm oOecredenuss O6e30mMacHOCTH
IIEPCOHANBHBIX AaHHBIX. OCHOBHOM I€BbI0 I'OCYHAPCTBEHHOI'O PETyJIUpPOBaHUA
aBisgeTcs o0ecriedeHre 3aluThl MpaB U cBOOOJ dYelloBeKa M TpaXJaHWHA IIpH
0o0paboTKe ero IepCOHANBHBIX MJaHHBIX, B TOM 4YHCJIe 3allUTsl IIpaB Ha
HEIIPUKOCHOBEHHOCTDh YaCTHOM JXU3HY, JIUYHYIO U CEMEHHYIO TailHy.

Cremmduka HAeSITEIPHOCTH OPraHOB COL[MAJBHOM 3aIUTHI HaCeJIeHUS
TaKOBa, YTO OCHOBHBIM O0BEKTOM COLIMATBHOM 3alUTHI SBIIIETCS IPaXIaHUH C ero
MEPCOHATIBHBIMU JaHHBIMHU. IlepcoHanbHBIE MaHHBIE TpaXJaH MOTYT OBITh
MpeACTaBlIeHbl B pa3nuuHbIX ¢opmax. OHM MOTYT OBITh Hale4YaTaHBl WA
HaIlCaHbl Ha Oymare, XpaHUThCSA B 3JIEKTPOHHOM BHJE, IepenaBaThcs IO MoYTe
WIN C UCIOJB30BaHUEM DJIEKTPOHHBIX cpefCTB cBs3u. OO0paboTKa ImepCOHATBHBIX
JIaHHBIX FPAXKJaH B OpraHax COLUAIBHOM 3aIUTHl HACETIeHHUS OCYIIEeCTBIIETCS KaK
B HMHQOpPMALlMOHHBIX CHCTeMax, TaK H 0e3 HCIIONb30BaHUS CPEACTB
aBTOMaTH3allUH.

OO6s3aTenpHBIM yCIIOBHEM pabOTHl C MEPCOHANBHBIMU JaHHBIMU SIBIISETCS
ofecrieueHre JMIAMH, I[ONYYAIONMMH JOCTYI K IIepCOHAIBHBIM JIaHHBIM,
KOH()HUIESHIIMATFHOCT  TaKUX  JaHHBIX,  3a ﬁcmnoquHeM CIIy4aes,
MIpeyCMOTPEHHBIX (heepalbHBIMHI 3aKOHAMH.

HNudopmarmonnas 6e30MacHOCTs — MEXaHU3M 3allUThI, 00eCIIeUnBAIOIIIHIA:

- KOH(DHIEHIUATHEHOCTD: JIOCTYII K “HDOpMAaIII TOJIBKO
aBTOPU30BAHHBIX MOJIB30BaTENCH;
— IeJOCTHOCTB: JOCTOBEPHOCTD M ITOJIHOTY MH(OpPMALIUK B METOJIOB €€

o0paboTku;



— JOCTYIIHOCTB:  JOCTYN K  HWH(OpPMalMd  aBTOPU30BAHHBIX
IOJIb30BaTelNel 0 Mepe HEOOXOAMMOCTH.

Hacrosias xoHIenmus WHPOPMAIMOHHOW 0€30IIaCHOCTH TIpH 00paboTKe
IIEPCOHABHBIX JaHHBIX B OpraHax COI[MAJIbHOM 3alIuThl HaceneHus: BopoHexxckoi
obnactu (manee — KoHmenmms) pa3paboTana B IENSX OINpPeAeNeHUs OCHOBHBIX
NPUHIMIIOB OpraHu3anvd U (YHKIMOHUPOBaHUS WH(GOPMAIIMOHHON CHUCTEMBI
UH(POPMAIIMOHHOW 0E30MacHOCTH NEPCOHAIBHBIX JaHHBIX, a TaKXKe OCHOBHBIX
HATIpaBJICHWH pa3pabOTKH HWHGOPMAIMOHHOM CHCTEMBl HH()OPMAIIMOHHOMN
0e30macHOCTH, BKIIOYas TPaBOBYIO, OpPraHU3allMOHHYID ¥  HHXXEHEPHO-

TCXHHUYCCKYIO 3allluUTy.

OcHoBHBIC NOHATHS H TEPMHHBI, HCIIOJIB3YECMbI€ B HACTOAIIIEM JOKYMECHTE

B HacrosimieM JOKYMEHTE UCTIONB3YIOTCS CIeAYIONIue OCHOBHBIE OHATHS U
TEPMUHBI M UX OIPEJIEIICHHUS:

ABTOMATH3HPOBAaHHAS CHCTEMA — CHCTEMa, COCTOSINAs M3 MEepcoHala U
KOMILIEKCa CPEACTB aBTOMAaTH3AIMH €ro JEeATEbHOCTH, pealin3yromias HHpopMa-
[[HOHHYO TEXHOJIOTHIO BBIIOJTHEHHS yCTAHOBIEHHbIX (OyHKITHIA.

ABTOMaTH3MpOBaHHOE pabouee MecTO - pabodee MeCTO ITOJIb30BATENs B
cocTaBe KOMILIEKCa CPeJICTB aBTOMAaTU3aIHH.

AyTeHTH(PHKANHSA OTHIPABHTEJS JAHHBIX — ITIOJTBEPXKIEHHUE TOTO, YTO OT-
IIPaBUTEIND NMOTYISHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHHE 3aIlUIICHHOCTH
MIEPCOHATBHBIX  JaHHBIX, XapaKTepu3yemMoe  CIIOCOOHOCThIO  pabOTHHKOB,
TEXHUYECKUX CpPeACTB ¥  WHGOPMAlMOHHBIX  TEXHOJOTMH  OOECIeduTh
KOHQUIEHITHAIBHOCTD, IIEIOCTHOCTh U JOCTYIHOCTh IEPCOHAIBHBIX JaHHBIX IIPH
ux o0paborke B WHGOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX HAaHHBIX U 0e3

HCIIOJIBb30BaHUA CPEACTB aBTOMATHU3allUU.



BiokupoBanue mNEepPCOHAJBHBIX AAHHBIX — BPEMEHHOE IIPEKpAILCHUE
06pabOTKH MEePCOHANBHEIX MaHHBIX (32 MCKIIIOYEHHEM CIlydaeB, eciau oOpaboTka
HeoOXoauMa JUIsl YTOYHEHHUS TIePCOHATIbHBIX JaHHBIX).

Bupyc (koMnbIOTepHBIH, NPOrpaMMHBIH) — HCIIOTHAEMEIH IIPOrpaMMHBIN
KOJ HWJIM WHTEPIpPETHPYEeMBId HaOOp HHCTPYKIUH, OONaNaroIiiii CBOMCTBaMHU
HECAHKIIMOHUPOBAHHOI'O PACIIPOCTPAHEHMS ¥ CAaMOBOCIIPON3BEICHHUS.

Bpeaponocnasi mporpamma — nporpamma, pegHa3HadeHHas Jjisl OCYIIEeCTB-
JIeHUs HECaHKIIMOHUPOBAHHOIO JOCTyNa M (WIM) BO3JEHCTBHS Ha II€PCOHAJIBHBIC
IaHHEBIE WK Pecypchl HHOOPMAITMOHHOW CUCTEMEI IIEPCOHANBHBIX JTaHHBIX.

BcnoMoraTteabHble TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHE
CPEZICTBa U CUCTEMBI, HE NIpeAHa3HaYeHHbBIE IS Tepeadyn, 00paboTKU U XpaHEeHHUs
IIEPCOHAIBHBIX JIaHHBIX, YCTaHABJIMBAEMbIE COBMECTHO C TEXHHYECKHUMH CPEICT-
BaMU U CHUCTEMaMH, NpeAHa3HAYE€HHBIMU Ui 00pabOTKN MEePCOHAIBHBIX JaHHBIX
WIH B IIOMELIEHUSIX, B KOTOPHIX YCTaHOBJIEHBI HHPOPMAIMOHHBIE CHCTEMEBI ITePCO-
HaJIbHBIX TaHHBIX.

HdocTtyn k HHpOpPMAIHH — BO3MOXXHOCTH IOJy4YeHHsS HHGOPMallMd U ee
HCTIONIb30BaHUSI.

3akyiago4yHOe YCTpPOHCTBO — DJIEMEHT CpelcTBa CheMa HHGOpMaIny,
CKPBITHO BHeEJpSieMBbIN (3aKiia/ibIBaeMblii WM BHOCHMEI) B MeCTa BO3MOXXHOIO
cheMa HH(popMalyu (B TOM Urciie B OTpOKICHHE, KOHCTPYKIHIO, 000PYI0BaHHE,

NpEeAMETBI HHTEPbEPA, TPAHCIIOPTHHIC CPEIACTBA, 4 TAKIKE B TCXHUYCCKHUEC CPEACTBA

U cucTeMBl 00paboTKu HHPOPMAIIUH ).

HpenTuduxanmmsa — I[pUCBOCHUE CYOBEKTaM U OOBEKTaM JOCTyIa
uaeHTUGUKaTOpa M (WIM) CpaBHEHHE IIPEIBSBIAEMOrO MACHTH(HUKATOpA C
niepeyHeM IPHCBOCHHBIX UACHTH()UKATOPOB.

HudopmanuoHHas CHCTEMa NEPCOHAJIBLHBIX JAHHBIX — COBOKYITHOCTH
comepxkanuxcs B 6a3ax JaHHBIX MEPCOHANBHBIX JaHHBIX ¥ 00ECIIEYMBAIOIINX UX

00paboTKy HH(OPMAIIMOHHBIX TEXHOJIIOTUN U TEXHUYECKUX CPEICTB.



HudopManHOHHbIE TEXHOJIOTHH — IIPOIIECCHI, METO/IBI MOKCKa, cOopa, Xpa-
Henwst, 00pabOTKH, TIPEAOCTaBIICHHSI, PACTIPOCTPaHEHUSI HH(POPMALIH U CIIOCOOBI
OCYIIECTBJICHUS TaKUX IPOLIECCOB ¥ METOIOB.

Hcrounuk yrpo3bl GezomacHocTH HHEpopMamuu — CyOBEKT OCTYIIA,
MaTepHaIbHBIT OOBEKT WM (U3UYECKOe SIBICHUE, SIBIISIOIINECS MPUYUHON
BO3HUKHOBEHUS YI'PO3bI O€30MacHOCTH HH(POpMAIIHH.

KonTpoanpyemas 30Ha — IPOCTPaHCTBO (TeppUTOpHUs, 3[aHUE, YacTb
3MaHus, MOMEIEeH)e), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIHpyeMoe NpeObIBaHue
[TIOCTOPOHHHUX JIMLI, & TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaT€pUAIbHBIX
CPEICTB.

Kondpuaennuaasnaa uaopmanus — TpeOyromias 3alluThl HHQOpMaIus,
IOCTYl K KOTOpPOM OrpaHMYMBAaeTCs B COOTBETCTBHH C JCHCTBYIOIIMM
3aKoHoJaTensCcTBOM Poccuiickoit @enepamnum.

KondunaennuajbHocTh NEPCOHATBbHBIX JAaHHBIX — O00s3aTENIFHOE IS
COOJIIO/IEHUST OMEPaTOpOM WM HHBIM MOJyYUBIIUM JOCTYI K IE€PCOHAIBHBIM
IaHHBIM JHUIOM TpeOoBaHME He JOIMYyCKaTh WX paclpocTpaHeHHs Oe3 coriacus
CyObeKTa MepCOHANBHBIX JaHHBIX WM HAJIWMYUSI HHOTO 3aKOHHOTO OCHOBAHUSI.

MarepnajabHblii HOCHTENb — U3/leNUe (MaTepHuall), Ha KOTOPOM 3alllcaHa
uHbopMamusd W KOTopoe oOecmedyuBaeT BO3MOXXHOCTh COXpaHEHHUS OTOU
uHbOpMaIUi U CHATHE ee KOMWM, Hampumep, Oymara, MarHUTHas JIGHTa HIH
KapTa, MAarHUTHBIA WK JJa3ePHBIA TUCK, (OTOILIEHKA U T.IL.

MexcereBoOH 5JKpaH —  JIOKanbHOe  (OIHOKOMITOHEHTHOE) WU
GYyHKIIMOHANBHO-pacpeielleHHOe  MporpaMmMHoe  (IIporpaMMHO-allliapaTHOE)
CpencTBO (KOMILIEKC), pealn3ylollee KOHTPOIb 3a HHPOpMaIIUe, OCTyaoIme! B
HHGOPMAI[HOHHYIO CHUCTEMY IePCOHAIBHBIX JaHHBIX W (WIM) BBIXOAAIIEH H3
UHGPOPMAITHOHHOM CHCTEMEI.

HeaBromaTH3upoBaHHasi o0paGoTka  mepCcOHAJbLHBIX  JAHHBIX —
0o0paboTKka MEepCOHANBHBIX HaHHBIX, B TOM YHCJE COJAEp)KaIUXCId B

HH(POPMALIMOHHOM CHCTEMe MEePCOHANBHBIX JJAaHHBIX JIMOO MU3BICYEHHBIX M3 TaKOH



CHCTEMBI, TP KOTOPOW TakWe NEeWCTBHS C TMEPCOHANBHBIMU JaHHBIMH, Kak
UCIIONB30BaHKe, YTOYHEHWe, paclpoCTpaHeHWe, YHUYTOXEHHe I1epCOHAIBHBIX
OAHHBIX B OTHONIEHWH KaXIOrO0 U3 CYOBEKTOB NEpPCOHAIBHBIX JaHHBIX,
OCYILECTBIAIOTCS MIPH HEMOCPEACTBEHHOM YJacTHH YeIOBeKa.
HenexnapupoBannbie BO3MOXKHOCTH — (DYHKIMOHAJIBHbIE BO3MOXHOCTH
CpEIICTB BBIYMCIIUTEIIBHOM TEXHWKH, HE OIMMCAaHHbIE WIA HE COOTBETCTBYIOLHE
ONMCaHHbIM B JIOKYMEHTAllU{, IPH HCIOJIB30BAHUU KOTOPBIX BO3MOXHO
HapylieHne  KOH(QUICHIMAPHOCTH,  JOCTYIIHOCTH WA  IIEJIOCTHOCTH

obpabareiBaeMoi HH(OPMALIHH.

HecaHknHOHMPOBaHHBIH AOCTYII K HHopManuu
(HecaHKINMOHAPOBaHHbIE AEHCTBHSA) — JOCTyNl K MHGOPMAIMK WM IEHCTBUS C
nH(oOpMaIyell, HapyIIaroliye YCTaHOBIEHHBIE PaBUIIa pa3rpaHHueHHs JOCTYIIA.

Hocurens nH(opManus — Qr3IdecKoe L0 WX MaTepHaIbHbLH 0GHEKT, B TOM
uncie (u3MdecKoe Toje, B KOTOPOM HH(OPMAIMS HAXOIUT CBOE OTPaKEHHE B BHJIC
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIIeHHI U MPOLIECCOB, KOIMYIECTBEHHBIX
XapaKTePUCTHK (PU3UIECKUX BEJIHMIUH.

Ob6e3inuuBaHNe NEPCOHAJBHBIX JAHHBIX — JEWCTBUSA, B pe3yJbTare
KOTOPBIX HEBO3MOXXHO ONpeleNuTh NPUHAMIC)KHOCTh IMEPCOHANBHBIX NaHHBIX
KOHKPETHOMY CyOBEeKTy MepCOHAIBHBIX JaHHBIX.

O6pabGoTka mepcoHaJBHBIX AAaHHBIX — JII000e AelicTBUe (Omeparus) Wir
COBOKYITHOCTb JeiCTBHiA (Omepalnii), COBEpIIaeMbIX C HMCITOJIb30BaHUEM CPEIICTB
aBTOMAaTH3aluu MWK 0e3 HCIOIB30BaHMS TaKUX CPEICTB C IepCOHAIBHBIMU
OaHHBIMY, BKJIO4as cOOp, 3amuch, CHCTEeMaTH3alliio, HaKOIUJIeHWe, XpaHeHHe,
yTouHeHre (OOHOBJIEHME, W3MEHEHHWE), M3BIeUeHHE, HCIOIB30BaHUE, Iepenady
(pactipocTpaHeHue, IpeocTaBlIeHue, OOCTYI), obOe3nnuuBaHue, OJOKHMpOBaHWeE,
yaalleHue, YHUYTOXXEHHE TTePCOHANIBHBIX JaHHBIX.

O6beKT 3aIMTHI — IepCOHANIFHBIE TaHHBIe, HHpopMalus, oOpabaTeiBaeMas
B MH(OPMALMOHHBIX CHUCTEMaX IEePCOHANBHBIX NAHHBIX, TEXHUYECKHE Cpe/CTBa

00pabOoTKH U 3aIUTHI TIEPCOHAIBHEIX JaHHBIX.
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Opranbl conuaJbHOH 3aIMHTHI HAcCeJIEeHHS Boponémclcoii obiaactu —
JerapTaMeHT COIMAbHOW 3amuTel BopoHexckod 001acTd, rocyJapcTBEHHBIE
yUpEeXIeHUs,, B OTHONICHHH KOTOPBIX JemapTaMeHT COLMAJIbHONW 3aIlUThI
Boporexckoit 0061acTi HCIONHAET PYHKIUU ¥ TIOTHOMOYUS YIpeIUTES.

OnepaTrop — rocyJapCTBeHHBI OpraH, MYHHIIMITAIBHBIH opraH,a
IOpUIUIECKOe WA (PU3UUIECKOE JIUIIO0, CAMOCTOSTEIHHO WITA COBMECTHO C IPyTUMU
JWLaM¥U OpraHu3yiolye W (WiM) OCYIIECTBISIONIMEe 00pabOTKy MepCOHAIBHBIX
NAHHBIX, @ TaKXkKe OIpeAelsione IeNn Oo0pabOoTKM MEePCOHANBHBIX JaHHBIX,
COCTaB MEPCOHAIBHBIX JAHHBIX, MOMJISXKAIUX 00paboTKe, AeWCTBUS (OIEpaIlnn),
COBEpIIaeMBIE C IEPCOHANBHBIMU JaHHREIMH. B  HacTosdmeM JOKyMEHTe
ollepaTopaMHy SIBILIIOTCS OpraHbl COLMATBHON 3allUTH HaceleHus BopoHexckoi
obJacTuy.

IHoab3oBaTea» HHGOPMANMOHHOH CHCTEMBI NEPCOHAJBLHBLIX AAHHBIX —
JHMIO, YyYacTByiollee B (QPYHKIHOHWUPOBAHWM HWH(POPMAIMOHHOW CHCTEMBI
IIEPCOHAIILHBIX JAHHBIX WM UCIIONB3YIOIIEE pe3ynbTaThl e GyHKIIMOHNPOBAHHUS. |

IIpaBuja pa3rpaHH4YeHHsl JAOCTYyHA —  COBOKYIHOCTh IIPaBHIL,
pErIaMeHTUPYIOLMX IIpaBa JOCTyNa CyOBEeKTOB HOCTYIIAa K 00BEKTaM JOCTYIIA.

CybbexT Aocryna (cy0beKT) — JIMIO0 WIH IPOILECC, NEUCTBHS KOTOPOIO
pEermaMeHTUPYIOTCS IIPaBWIIAMU pa3TpaHUUdeHHs TOCTYIIA.

TexHHYecKHe CpEeACTBa, MNO3BOJMAIOIIHE OCYIIECTBJIATH 00paGoTKy
NEepPCOHANBHBIX  JAaHHBIX, —  CpeICTBAa  BBIYUCIHUTEIHHOH  TEXHUKH,
MH(GOPMAIIOHHO-BEIYUCITUTENIbHbIE KOMIUIEKCHBI W CETH, CPEACTBA W CHCTEMBI
nepesavy, mpruemMa U oOpabOTKH NMEePCOHAIBHBIX NAaHHBIX (CPEICTBA W CHCTEMBI
3BYKO3aIlCH, 3BYKOYCWJICHHS, 3BYKOBOCIPOU3BEACHHS, IICPErOBOPHBIE W
TEJIEBU3UOHHBIE  YCTpOWCTBAa, CpEACTBA  HW3TOTOBIICEHHS, THPAKHUPOBAHUS
JOKYMEHTOB U JIpyr'ie TeXHUYEeCKHe CpelcTBa 00paboTKK pedeBoid, rpaduaeckoi,
BUJeO- M OyKBeHHO-IM(QpOBOM WHGOpPMAaNUH), MPOrpaMMHBIE CpEJCTBA
(ormepanioHHBIE CHCTEMBI, CUCTEMBI yIIpaBieHus 60a3aMu JaHHBIX U T.IL.), CPEACTBA

3aIIUTH UTHPOPMALIUH, IPUMEHSIEMBIE B UH(POPMALIMOHHBIX CUCTEMAX.
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1. OO0mue moJIoKeHust

Hacrosmas Konmemus mnpencraBinseT coboil cucteMy B3ITISI0B Ha
onpejeleHHe OCHOBHBIX HAIPaBICHUH, YCIOBHH U IOpsAKa IIPaKTHYECKOIO
pelIeHuns 3aa4 3aluiThl HHPOpMAaIK OT IPOTUBOIPABHBIX JEHCTBUH.

Konrenmus HampaBieHa Ha (GOPMHUPOBAaHUE IIEJOCTHOTO IPECTaBICHUS O
cucrteMe 0e30MacHOCTH NEPCOHANBHBIX JAHHBIX B OpPraHax COLMAIBHON 3alUTHI
HacelneHuss BOpoHEKCKOHM 00J1acTH W B3aUMOYBS3KY Pa3iIMUHbBIX 3JEMEHTOB 3TOM
CHCTEMEBI, OIpeJelleHHe ITyTeHd peaau3alliil MEepONpHUATHH, o0ecleuynBarONIMX
HeoOXOIMMBIN YPOBEHB Ha/Ie)KHOM 3alTUIIIEHHOCTH O0OBEKTOB.

Ilon  uwHpOpMaIMOHHONW  0E30ImaCHOCTHIO  IEPCOHANBHBIX  JTAHHBIX
IIOHMMAETCsl 3allMIICHHOCTh IEePCOHANBHBIX JaHHBIX M oOpabarhIBaloIIel HX
UHOPaCTPYKTyphl OT JIOOBIX CIlydalHBIX WM 3JIOHAMEPEHHBIX BO3JCHCTBHIA,
pe3ynbTaToOM KOTOPBIX MOXET SIBUTHCS HaHeceHue ymiepba camoit nHpopmarmm,
ee Bnaz[enbuaM. (cyObeKkTaM mNepcOHaNBHBIX MJaHHBIX) WM HHOQPaCcTPyKType.
3amaun MHGOPMaIMOHHON 0e30MacHOCTH CBOASTCA K MUHHUMH3AIHMH yiiepda OT
BO3MOXKHOM peanu3anuu yrpo3 6e30macHOCTH MEPCOHATBHBIX JaHHBIX, a TaKXKe K
IIPOrHO3MPOBAHMUIO U IPEOTBPAIICHHIO TaKUX BO3IEHCTBUIA.

Konnennus onpenenser:

— OCHOBHBIe L€ U 3aJaud, a TakkKe OOIIYI0 CTPATErHi0 ITOCTPOEHHS
CHUCTEMBl 3alUThl IEPCOHANBHBIX MJAHHBIX OPraHOB COIMAJIBHON 3aIIUTHI
HaceneHus Boponexckoii o6inacty,

— OCHOBHBIe TpeOoBaHus H 0a30Bble TOOXOABl HMX peau3alldd I
IOCTIDKEeHHUs TpebyeMoro ypoBHs 0e30macHOCTH HH(OpMAaITHH.

Konuenmus sBisieTcsi METOLOOTUYIECKONH OCHOBOM JIJIS:

— (opMUpOBaHMS U IMPOBEIEHUS €IUHOM IMOJTUTHKU B 00J1acTH 00ecriedeHus
0e30MacHOCTH MEePCOHANBHBIX NAaHHBIX, 00pabaThIBaeMBIX B OpraHax COIHaJIbHON
3aluTel HaceleHus BopoHexckoi o0iacTh, kak 0e3 HCIIOJNb30BaHUSA CPEACTB

aBTOMaTHu3alliu, TaK U B PIH(l)OpMaI_II/IOHHBIX CHUCTEMax,
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— IPHHATHS YIPaBIEHUECKUX PEIIeHNd U pa3paboTKy MPaKTUYECKHX Mep
I10 BOILTOIIEHHIO MOJUTHKHA 0€30IMaCHOCTH MEPCOHAIBHBIX JAaHHBIX U BHIPAOOTKH
KOMIDIEKCa COTJIACOBAaHHBIX M€p HOPMAaTHUBHOI'O IPaBOBOI'O, TEXHOJIOTHYECKOTO U
OpraHHM3allHOHHO-TEXHUYECKOTO XapaKTepa, HalpaBICHHBIX Ha BBIABICHHE,
OTpaXeHHE U JIMKBHJALHUIO MOCJIEICTBUN pealli3allid pa3jIMYHBIX BHIOB YIpO3
MIEPCOHAIFHBIM JTaHHBIM;

— KOOpAWHAIINH NesTENbHOCTH CTPYKTYPHBIX H0/Ipa3/IeICHUN
JerapTaMeHTa COIMAIBHOM 3amuThl BopoHexckoil obmactu (mamee —
JlemapTaMeHT), TOCYIapCTBEHHBIX YUpeXIeHH#, B OTHOLIEHUU KOTOPBIX
JemapTamMeHT HCHONHAeT (YHKIMM M TOJHOMOYMS YydpenuTens (naisee —
HIOJIBEZIOMCTBEHHBIE YUpEXJIEHHsI), NPU NPOBEJEHHH pPabdOT MO pa3BUTHIO U
9KCIUTyaTaIlul MHQOPMAIIMOHHBIX CHCTEM ITePCOHATBHBIX JaHHBIX C COOJIIOCHIEM
TpeboBaHuil obecnieyeHNs 6€30MaCHOCTH MEPCOHATBFHBIX JaHHBIX;

— pa3paboTK# TpEUIOKEHHH II0 COBEpIICHCTBOBAHHIO  IPaBOBOTO,
HOPMAaTHUBHOTO,  METOJUYECKOro, TEXHHYEeCKOr0 W  OpraHHW3alMOHHOIO
obecrieyeHust 6€30MaCHOCTY NEPCOHATBHBIX JAHHBIX TIPU UX 00paboTKe.

Hacrosimas KoHnenuusi He pacmpocTpaHseTcss Ha BOIPOCH! OpraHH3aIldu
0o0paboTk © obOecrnieueHre 0e30macHOCTH HH(POpPMAlMHM, OTHECEHHOW B

COOTBCTCTBHH C HeﬁCTBYIOIHHM 3aKOHOAATCIIBCTBOM K I OCY,I[apCTBeHHOfI TalHe.

2. IIpaBoBble OCHOBBI CHCTEMbI HH(POPMAMOHHOH Oe30nacHOCTH

IIpaBoBoe perynupoBaHHE BOIPOCOB OOpaOOTKH INEPCOHANBHBIX JaHHBIX
ocHoBbIBaeTcd Ha Koncturynmu Pocculickoil ®enepanmuy U MEXIyHapOIHBIX
noroBopax  Poccuiickoii ~ ®@epepamuy, — OCYILECTBISIETCS  CIEAYIOIUMU
HOPMAaTHUBHBIMH IPABOBBIMH aKTaMH:

— @epnepanbHblii 3ak0oH oT 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
TAHHBIX;

— @epepancHbii 3akoH ot 27.07.2006 Ne 149-®3 «0O6 wunbopmaiuy,

I/IH(i)OpMaI.II/IOHHBIX TCXHOJIOTHUAX M O 3allIUTC I/IH(l)OpMaI_II/II/I»;
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— Tpynosoii kogekc Poccuiickoit Penepanuu;

— mocranoBienue IIpaButenscrBa Poccuiickoii @enepamuu ot 21 mapra
2012 roma Ne 211 «OO6 yTBepXIOEHMM IIepedHs Mep, HaIpaBICHHBIX Ha
obecrieyenre BBITOJHEHHUA oOs3aHHOCTEH, mpemycMoTpeHHBIX DenepanbHbIM
3aKk0HOM «O TMEepCOHATBHBIX MaHHBIX» W TPUHATHIMH B COOTBETCTBUU C HHM
HOpPMAaTUBHBIMHA  IIPaBOBBIMH  aKTaMH, omepaTropaMH,  SIBISFOLIMMUCS
roCyJJapCTBEHHBIMH WA MyHULIUIAJIGHBIMHA OpraHaMu»;

— nocraHoBieHne [lpaBurensctBa Poccuiickoit @enepanuu or 1 HosOps
2012 roma Ne 1119 «O6 yTtBepxaeHHHM TpeOOBaHUI K 3alIWTe IMEPCOHATBHBIX
IaHHBIX IIpU HX 00paboTKke B HH(DOPMAIIMOHHBIX CHUCTEMAax ITEPCOHAIBHBIX
JTaHHBIX»;

— nocraHosieHue IIpaButenscTBa Poccuiickoit @eneparyu ot 15 ceHTIOps
2008 r. Ne 687 «O06 yTBEpXIOEHHUU TIOJIOXEHUS 00 OCOOEHHOCTSIX 00pabOTKH
MEPCOHANBHBIX  JAHHEIX, OCYLIECTBISEMON 6€3  HCIONB30BAHUS CpeaCTB
aBTOMAaTH3allhNy;

— meroaudeckue  AgokymeHTel ®CBb  Poccum, @OCTIK Poccun,
Pockxomuanzopa;

— HWHBIC HOPMATHUBHBIC ITPABOBEIC aKTEI B C(bepe 3alIUThI I/IH(l)OpMaHI/II/I.

3. Ileau u 3apa4m cucTeMbl HHPOPMANHOHHO# 0€30MACHOCTH

['maBHOM 1HEmpI0 CHCTEMBI HH(POPMAIMOHHOW OE30MacHOCTU SBISIETCS
[IpeOTBPAIlleHNe pasriallleHus, yTpaTbl, YT€YKH, HUCKaXEHUS U YHHUYTOKEHUS
KOH(HUICHITHATBEHOM uHdopMaInH, uHpopMaLn IS BHYTPEHHETO
UCIIONIb30BaHMUA, HapymieHHs paboTBI TEXHHUYECKHX CpPEICTB OOecredeHus
IPOU3BOACTBEHHON  JAEATENBHOCTH, BKIIOYas CpeiacTBa HH(popMaTH3alMH,
MUHHUMH3AIASA  yiiepba OT BO3MOXHOW peald3alldd Yrpo3 0e30MacHOCTH
MIEPCOHATIBHBIX JAHHBIX.

OcHOBHBIMH  3aJlayaMH  CHCTE€MBl  HMH(pOpPMaIMOHHOU 6e30naCHo¢TH

SABJIAKOTCA:
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- MPOTHO3WPOBAHME, CBOEBPEMEHHOE BBHISBIEHHE M YCTpaHEHUE YIpoO3
0e30MacHOCTH IIePCOHAIBHBIM JIJaHHBIM;

- OTHeceHMe WH(POpPMAMM K KATerOpUM OIPAaHUYEHHOIO JOCTyIa
(TlepcOHANBHBIX JaHHBIX, MHOM KOH(UIEHIMATbHOM HH(pOpManWy, MOMIEKaIIeH
3alllUTe OT HEMPABOMEPHOTO HCIIOB30BAHUSA), K Pa3IMYHBIM YPOBHAM YSI3BUMOCTH
(oImacHOCTH) U ITOAJIEXKAIed COXpaHEHHIO;

~ CO3[aHMe MeXaHN3Ma U YCJIOBUM OIEpaTUBHOIO pearupoBaHMs Ha YyIPO3bl
WH(GOPMAITMOHHOM 6€30ITacHOCTH;

- a¢dexTuBHOE TpeceueHue yrpo3 HH(PpOpManMOHHON Oe30macHOCTH Ha
OCHOBE IIPaBOBBIX, OPraHU3AIMOHHEIX U MH)XXEHEPHO-TEXHUIECKUX Mep M CPelICTB
obecrieueHns 0€30MaCHOCTH;

~ CO3/laHU€ YCIOBHM M1 MaKCHUMaJbHO BO3MOXXHOTO BO3MEIIEHUS U
JIOKaJIN3aliy HAaHOCHUMOTO yInep0a, BEI3BAHHOTO HEMPaBOMEPHBIMU IEHCTBUSIMU
¢u3nyecKuX W IOPUAWYECKUX JIMI[, OCJIa0JIeHWe HETaTHBHOTO  BIIASHHUS
MOCIIEACTBUMA HapylleHHs HWHGOPMAIMOHHON 0e30macHOCTH Ha IesTeNbHOCTD

OpraHOB COLUAIBHOM 3aIUTHI HacelneHuss BopoHexcKoii 00acTH.

4. IlpuHnHUNbI OPraHu3anuu H PYHKIHOHHPOBAHUSA CHCTEMBI

HH(popMannoOHHOH Oe30macHOCTH

Opranmzanust u  (QYHKIUOHHPOBAHWE CHUCTEMBI HH()OpPMAMOHHOH
0e30macHOCTM B OpraHax COLMAIBHON 3amMTel BopoHexckod obmactu
COOTBETCTBYIOT CJIEIYIOLIUM IIPUHIIUIIAM:

1. KommiexkcHocTb. COOTBETCTBYIOIIHMI TpeOOBaHHSAM HOpPMATUBHOMN
paBOBOi 0a3pl ypoBeHb WH(OpManMOHHOW Oe30macHOCTH mpu 00paboTke
MIEPCOHANBHBIX [aHHBIX OOECHEeYMBAETCS HAa OCHOBE KOMIUIEKCHOTO IIOAXO0Aa,
[IPEeIIoNIararoiero UCIoib30BaHNE MPABOBBIX, OPraHU3alMOHHBIX, IPOIPAMMHO-
TEXHHYECKUX U APYTUX Mep obecriedeHus] ”HOOpMAMOHHON 06€30I1aCHOCTH.

2. CBoeBpeMeHHOCTh. [locTaHOBKa 33724 10 KOMIUIEKCHOM Oe30macHOCTH

Ha PaHHUX CTaAMIX Pa3pabOTKA CHUCTEMBI WHGOPMAIMOHHON O6€30I1acHOCTH Ha
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OCHOBE aHAJIN3a M MPOTHO3MPOBAHUS YIpo3 WHGOPMAIOHHOH Oe30IacHOCTH, a
TakkKe pa3paboTka 3¢(HEeKTUBHBIX Mep MpeAyIpeKAeHUs] HECAHKIIMOHUPOBAaHHOIO
- Joctyma K wuHGpopManuu, ofecnedMBaeT YOPeXTAIOMMNA XapakTep Mep
obecnieueHus: 6e30MacCHOCTH.

3. HenpepbiBHOCTh. OOecneueHne 0e30mMacHOCTH HH(GOPMAIMOHHBIX
pPECYpPCOB B TeUeHHE BCEro MX XH3HEHHOIO IMKJIA, Ha BCEX TEXHOJIOIHMYECKHUX
sTamaX UX 00paboTku (mpeoOpa3oBaHMSA) M HCIOJIB30BaHUS, BO BCEX PEXHMMAX
GYHKIIMOHHUPOBaHHUS.

4. AxtaBHOCTB. CIIOCOOHOCTH CHCTEMBI HH(OPMAIMOHHOM 0€30I1aCHOCTH K
Pa3sBUTHIO W COBEPIICHCTBOBAHHIO B COOTBETCTBUH C H3MEHEHHSMH YCJIOBUA
(GYHKITMOHUPOBAaHUS OPraHOB COIMAIBHOM 3aIlUTHl HaceleHHs BOpOHEXCKOH
001acTH, BHEIPEHUIO HOBBIX Mep 3aIlUTHL

5. 3akonHocrb. Pa3paborka cucTeMBl HH(DOPMAIMOHHON 0€30macHOCTH
OCYIIECTBIISIETCS Ha OCHOBE (pefiepalbHOr0 3aKOHOJATEIhCTBA B 0OJIACTH 3aIUTHI
UHOpMaIliF, HOPMAaTUBHBIX aKTOB IO 0€30MacCHOCTH, YTBEPKICHHBIX OpraHaAMH
roCy/JapCTBEHHOTO YIpaBleHHS B Mpefeliax UX KOMIETCHIIMH, ¢ MpPUMEHEHHEM
BCEX JI03BOJICHHBIX METOAOB OOHAPYKESHHSI U TIpeceueHH s TPaBOHAPYIIICHUH.

6. O6ocHoBaHHOCTB. Vicrionb3yemble BO3MOXXHOCTH M CpPEACTBA 3alllUTHI
peau3ylTCs Ha COBpEeMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHUKH, 0OOCHOBAHEI C
TOYKM 3peHHsA 3aJaHHOTO ypPOBHA O€30IIaCHOCTM U COOTBETCTBYIOT
YCTaHOBJICHHBIM TPeOOBaHUAM H HOpMaM.

7. JOxoHomMH4YecKkas mejecoobpa3HocTh. [Ipyu pa3paboTke M BHEIPEHUH
Mep U CPEeACTB 3allUThl 00ecleYnBaeTCs COMOCTAaBIMOCTE BO3MOXHOIO yIepoa u
3aTpaT Ha o0ecrieueHre 0e30IacHOCTH.

8. Cnenuanm3zanus. K pa3paboTke ¥ BHEAPEHHIO Mep U CPEACTB 3alllUTHI
IIPUBJIEKAIOTCS CIIEIHATM3UPOBAHHBIE OpTaHU3aIliH, HanOoIee OrOTOBIEHHBIE K
KOHKPETHOMY BHIYy HESTENIFHOCTH IO OOecredeHuro Oe30IacHOCTH, HUMEIOIIHUE
OIIBIT IPaKTHIECKOW paboThl M rOCyIapCTBEHHYIO JHIEH3UIO Ha IIPaBO OKa3aHHUA

yCIyT B 3TOH 00NacTH. DKCILTyaTalllsl TEXHUYECKUX CPEACTB U peaju3alus Mep
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0e30macHOCTH  OCYIIECTBISIOTCS  MPO(ECCHOHAIBHO HO,I[I‘OTOBJICHHBIMI/I
crieuanucTamu Jlemapramenra, HO)IBGJIOMCTBGHHBIX YUPEKACHUMN.

9. B3aumopeiictBue H KoopauHanus. Mepsl obecriedeHuss 6€30MacHOCTH
OCYIIECTBISIIOTCS HAa OCHOBE UYETKOM  B3aUMOCBS3M  COOTBETCTBYIOIIHUX
nojpa3/ieNieHlit U Ciry 0, CTOPOHHUX cneunahmnpOBaHHHx opraHu3aluil B 3TOU
00NacTH, KOOpAMHALMM UX YCHJIMH IS JOCTH)KEHHS IOCTAaBIIEHHBIX IIeNied, a
TaK)Ke€ B3aUMOJECHCTBHS C YIIOJHOMOYEHHBIMH OpraHaMH TOCYIapCTBEHHOIO
yIIpaBJIeHNs U MPaBOOXPAaHUTENbHBIMU OpraHaMu.

10. CoBepmiencrBoBanHe. CoBepIIEHCTBOBaHKE MEP M CPEJICTB 3aIIUTHI Ha
OCHOBE COOCTBEHHOI'O OIIBITA, ITOSBIEHUS HOBBIX TEXHHYECKHX CPEJICTB C YIETOM
U3MEHEHHM B METOJaxX M CPEACTBaX pa3BelKM M IPOMBINUIEHHOTO IIIMHOHAXa,
HOPMAaTUBHO-TEXHHYECKUX TpeOOBaHHM, JOCTUTHYTOI'O OTEYECTBEHHOIO U
3apy0e)XKHOTO OIIBITA. |

11. IlemTpanu3amusi ynpaBJjieHHsl. OYHKIIHOHHPOBAHHE CHCTEMBI
UHQOPMAIMOHHOM GE30MacHOCTH OCYIIECTBISIETCA 10 €JHHBIM IPaBOBEIM,
OPraHM3ALMOHHBIM, (YHKIHMOHAJIBHBIM W METOJOJIOTHYECKHAM IPHHIMIAM, O]
LIEHTPAIN30BAHHBIM YIIPaBICHUEM JE€ATENBHOCTBIO CHCTEMBl HH(POPMAIHOHHOH

0e30MacHOCTH.
5. O0BeKTHI 3alHTHI

K of0pexkram, mnoiexamuM 3alidTe OT MOTEHIUAIBHBIX Yrpo3 U
IIPOTUBOIPABHBIX MOCATAaTEIbCTB, OTHOCATCS:

~ TEepCOHANIbHBIE JTAaHHBIE I'Pa)KAaH, OOPATHBIIMXCS B OpPraHbl COLHAIbHOMN
3alllUTHl HaceJeHus BOpoHeXCKoi 00acTH, MepCcoHaNbHBIE JaHHbIE PAaOOTHUKOB
OpraHOB COIMAJIBHOM 3alllUThl HaceleHWs BopoHexckoit obnactu, apyrue
HHOOPMAIlOHHEIE PECYPCBI C OTPaHUYEHHBIM JOCTYIIOM, a TaKXkKe UHas
KoHGHUAeHIMAThHAs HHYOpMAaLKs Ha OyMa)XHOM, MArHUTHOH, ONTHYECKOM OCHOBE,
HH(QOpMAallMOHHBIE MAacCHBBI M 0a3bl JaHHBIX, IMPOrPaMMHOE OOecIieueHHe,

HH(pOpMaTHBHBIE (PU3UUIECKUE OIS PA3IMIHOIO XapaKTepa;
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- CpelcTBa M CHCTEMBI MHGOpMaTH3aIMK (aBTOMATH3UPOBAHHBIE CHCTEMBI
Y BEIYUCIUTETBHEIE CETH Pa3IMYHOTO YPOBHS M Ha3HAYESHUS, JINHUHN Tele(OoHHOH,
(baKCUMHIIBHON CBA3M, TEXHUYECKHE CPEICTBa IMepenadyu MH(opMaluy, CPeacTBa
pPasMHOXKEHHS W OTOOpakeHHMs HH(GOpMAIMH, BCIIOMOTATENIbHBIE TEXHUYECKHUE
CpeICTBa U CUCTEMEI);

- MarepuajibHBIe  CcpeAcTBa  (3HaHWs,  XpaHWIMINA,  TEXHUYECKOE
00opyioBaHNUE B UHEIE CPENICTBA);

- TeXHWYECKHE CPEIICTBA M CHCTEMBI OXPaHBI W 3alllUThl MaTepHAIBHBIX U
UHGOPMAITHOHHEIX PECypPCOB.

Bce 00BeKTE, B OTHOIIEHHU KOTOPBIX MOTYT OBITH OCYIIECTBJIEHBI YTPO3EI
0e30MacHOCTH WJIH IPOTHBONPABHBIE IOCATATENbCTBA, HMEIOT Pa3IHnIHYIO
MOTEHIHATBHYIO YSI3BUMOCTb C TOYKH 3PEHHS BO3MOXKHOTO MaTepHUaIbHOI'O HIIH
MopaisibHoro ymepba. Mcxons u3 3Toro, oHM KIacCHMUIUPYIOTCS IO YPOBHSIM
YS3BHUMOCTH (OTIACHOCTH ), CTEIIEHU PHCKA.

Haunbonpiiyro ya3BUMOCTh IPEICTABISIOT WHPOPMAIMOHHEIE PECYPCHI.
6. Cucrema oGecneyeHusi 6e30MaCHOCTH NEPCOHANBHBIX JAHHBIX

OcHoBHOM  3amadelf  opraHusaluu  oOecmedeHHs  0e30MACHOCTH
IIepCOHATIBHBIX JIAHHBIX SBISIETCS (OPMHUPOBAHHE U pealu3alliisi COBOKYIHOCTH
COITIaCOBAaHHBIX IO I[EIM M 3aJadaM MEpOIpPHATHH, HampaBlIeHHEIX Ha
npefoTBpalleHne (HeWTpanu3aluio) W MapHpoBaHHe Yrpo3 6e30macHOCTH
IEPCOHANBHBIX JJAaHHBIX, HA BOCCTAHOBJEHHE HOPMAIBHOTO (YHKIIMOHUPOBaHUS
nocjae HeWTpalHu3alud Yrpo3bl C IEIbI0 MUHMMH3alUH yIiepba OT BO3MOXKHOI
peanu3aniy TakKux yrpos.

OcCHOBHEIMU HanpaBIeHUIMHI obecnieueHus UHGOPMAITHOHHOM
0€30I1aCHOCTH SBJISIOTCS:

- 3amMra MHGOPMAIOHHBIX pecypcoB (IIEPCOHATBHBIX [AHHEIX) OT
XUILIEHNS, YTPaThl, YHHYTOXEHHUS, pa3TiallleHus], YTeUKH, HCKaKEHHs U MOIIEIIKU

3a CYET HECAaHKIIMOHUPOBAHHOTO JOCTYIIA M CIIEIHAIEHEIX BO3IEHCTBHIA;
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- 3ammTa HHQOpPMANMHM OT YTEYKH BCIEACTBHE HANIMYHS (PH3UICCKHX
IOJIel 3a CYET aKyCTHYEeCKHMX M TMOOOYHBIX 3JIEKTPOMArHUTHBIX H3IIy4YE€HUH U
HaBogox (IIDMIMH) Ha aiekTpuuecKue eI, TPyOONpOBOIBI U KOHCTPYKLIHHU
3TaHUH.

B paMkax yka3aHHBIX HampaBlieHHi oOecneueHuss HWHQOPMALMOHHOU
6e30macHOCTH HEOOXOTUMBI: |

- peanu3anys  PpaspelIUTENbHOA CHUCTEMBI JOIIyCKa  HCIIOJHHTEIEH
(monp3oBateseil) k paboraMm, JOKyMEHTaM W HH(OpMalUd KOHGHUICHIHUATHHOTO
XapakTepa;

- OrpaHHYEHHUE NOCTyNa HCIONHUTENEeH W TOCTOPOHHMX JHII B 3JaHUf,
MIOMEIIECHHUS, TIe MPOBOIATCS PaboThl KOHPUACHITHAIIEHOTO XapaKTepa;

~ pasrpaHU4YEHHE AOCTyIa IoJib30BaTelield K MaHHBIM HH(GOPMAIMOHHBIX
CHCTEM, OCYIIECTBIAIOMMIX 00paboTKy NEPCOHATIBHBIX JaHHBIX -

~ y4eT HOKyMEHTOB, HH(POPMAIIMOHHBIX MAaCCHBOB, PETUCTpALUS NeHCTBHUMA
mmoJib3oBaresied HHQOPMAaLIMOHHBIX CUCTEM, KOHTPOJb 32 HECAHKIIHOHHPOBAHHBIM
JOCTYTIOM U JIEHCTBUSIMH II0JIb30BaTENEH;

- KpunTorpadudeckoe mpeobpa3oBaHue HHpopMamuu, 00padaTeIBaeMOM U
repenaBaeMoi CpeICTBaMU BEIMUCIUTEBHON TEXHIUKU U CBSI3Y;

- CHWXeHHe YpoBHS H wuHpopmatuBHOocTH I[IOMUH, co3gaBaeMbIX
pa3IMIHBIMU BJIEMEHTAaMH TEXHUYECKUX CPeICTB 00ecTiedeHus IPON3BOICTBEHHOM
NeSTeNIbHOCTU U MHPOPMAIIMOHHBIX CUCTEM;

- CHIDKEHHE yPOBHS aKyCTHUYECKHUX U3ITydeHHUH;

- DJEeKTpUYecKas pa3Bs3Ka Iereil NUTaHus, 3a3eMJICHHS W JPYTHUX Iernei
TEXHUYECKUX CPEICTB, BBIXOIALIMX 3a MHpPEJeNbl KOHTPOJIUPYEeMOW TEppPUTOPHHU
(pu HEOOXOTUMOCTH);

~ aKTHBHOE 3alIyMJICHHE B Pa3JIMIHBIX JUAla30HaX;

- MPOTUBOAEHUCTBUE ONTUYECKHM U JIA3ePHBIM CpeICcTBaM HabIIOICHS;

- TPOBEpKAa TEXHUYECKHX CpEICTB U OOBEKTOB HMH(OpMATH3allUd Ha

IIPEAMET BBIABJICHUS BKIIFOYECHHBIX B HUX 3aKJIAIHBIX YCTPOfICTB;
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- MpenoTBpalleHHe BHEIPEHHS B aBTOMATH3MPOBAHHBIE HH(POPMAIMOHHBIE
CHCTEMBI IIPOrPaMM BHPYCHOI'O XapakTepa.

CucteMa 3aniThl HHPOPMAITMOHHBIX peCypcoB (IIEPCOHANBHBIX JaHHBIX) OT
HECAaHKIIMOHUPOBAHHOI'O JIOCTYTIa IIPeyCMaTpUBaeT:

1. OGocHoBaHHOCTL JocTyma. lcmomnutens (monb3oBaTenb) TOJDKEH
UMETh COOTBETCTBYIOLIYIO (hOpMy ITOITycKa JUisi O3HAKOMJICHUS C TOKyMEeHTalueH
(uabOpMarmel) ompenereHHOro YPOBHSA KOH(DHUICHIIMANEHOCTH, MPU 3TOM €My
He0o0XO0MMO O3HAKOMJICHHE C JaHHOU MH(opManuel uiu HeoOX0IUMBbI AeHCTBUS
C HeH &I BBINOJIHEHMS CIy)XeOHBIX oOsi3aHHOcTed. Peammsyercs B pamkax
pa3pelINTeNbHOM CHCTEMBI JOIycka K paboTaM, IOKYMEHTaM H CBEICHMSM,
KOTOpPOM yCTaHaBIMBAIOTCS IIOJIHOMOYMS COTPYAHHMKOB IO JOCTYIly M BHIaM
00pabOTKM  ONpEeNeNeHHOr0  IepeYHs KOH(PUISHIHATBHOW  HMH(OpMAIuu
(oKyMeHTOB, cBeieHui, HocuTenel nHpopManuu, HHGOPMAIIMOHHBIX MACCHBOB),
U KOoTOopas MpeAnojaraeT  OmpelelieHHe JUIsi  BceX  IOJIb30Barelen
AaBTOMAaTH3UPOBAaHHBIX MH()OPMAIMOHHBIX CHCTEM, IOCTYIHOCTh KOHKDPETHBIX
orepanuii (4YTeHUE, 3aIUCh, MOAU(PHUKAIWS, YAaJIECHUE, BEITOJHEHHE) C TOMOIIBIO
IIPOrPaMMHO-TEXHUYIECKUX CPEICTB HOCTYyIIA.

2. IlepcoHajibHYI0 OTBETCTBEHHOCTb. licmomHurens (IOJIB30BATEINb)
HeceT OTBETCTBEHHOCTh 33 COXPAHHOCTh JIOBEPEHHBIX €My JOKYMEHTOB
(HocuTeneit mHbOpMaIy, MHQOPMALIMOHHBIX MAacCHBOB), 32 CBOHM JEWUCTBHUS B
MH(GOPMALMOHHEIX cucTeMax. Peanusyercs ¢ momMouisio:

— pOCHNCH WCIIONHHTENeH B JXypHallaX, KapTodkax ydeTa, Ipyrux
pa3peIMTeNbHBIX TOKYMEHTaX, a TAkKe Ha CaMMX JIOKYMEHTaXx;

— UHAWBUIYAJIbHOM MISHTU(UKAIMK I10JIb30BaTeNeil M MHUIMMPOBAHHBIX
VMU MPOLIECCOB B aBTOMAaTU3UPOBAHHBIX CUCTEMaX;

— IPOBEpPKHU HOJUTMHHOCTH (ayTeHTHOUKAIIN) UCIIOJTHUTENEH
(monp30Barenei) Ha OCHOBE MCIOJB30BaHUS MapOJiel, KItouel, MarHUTHBIX KapT,
AJIEKTPOHHOM MOIIKCH, a TaKKe OMOMETPHUUECKUX XapaKTEPUCTHK JIMYHOCTH KaK
IPU JOCTYII€ B aBTOMAaTU3MPOBAaHHBIE CUCTEMBI, TaK U B BBIJEJICHHBIE TIOMEIECHHU

(30HBI).
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3. Hagexxnoctb xpanenusi. JlokymenTsl (Hocutenu wuHpoOpManuy,
UHPOpPMAIlHOHHBIE  MAacCHUBBI)  XpaHATCA B ycﬁOBI/mx, UCKJTFOYaOTIINX
HECAHKITHOHUPOBAaHHOE O3HAKOMIJIEHHE C HUMM, UX YHUYTOXEHHE, MOINCIIKY WU
HCKaKeHHe. Y CIIOBUE HAIE)KHOCTH XPaHEHUS PeaU3yeTCs ¢ IOMOIIBIO:

- XpaHWJHUII  KOHQUIOSHIMANBHBIX  IOKYMEHTOB,  00OpYyJIOBaHHBIX
CPEACTBAMH OXPaHBI B COOTBETCTBUM C YCTaHOBJIEHHBIMA TPEOOBaHUIMHE, JOCTYII
B KOTOpBIE OTPaHUYEH U OCYIIECTBISIETCS B YCTAHOBICHHOM IIOPSIKE;

- BBIICJICHUS TIOMEIICHHWH, B KOTOPHIX paspemaercss pabora ¢
KOH(UIEHITHATEHON JOKYMEHTALINEN, 000pyTOBaHHBIX cerihamu Hu
METaJUIMYECKUMHU mKadamu, a TakKe OTpaHUICHHS IOCTYIIa B 3TH TTOMEIICHNUS,

- HCHOJNB30BaHUA Kpumnrorpadudeckoro npeobpa3oBaHus HHPOpMAIUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMaX.

4. Pasrpand4ende HH(QOpPMANHH N0 YPOBHI0 KOH(pHIAEHIHAJILHOCTH.
IMpenynpexneHue  OTpaXXeHHs]  CBeeHHMA  Oojlee  BBICOKOTO  YPOBHSA
KOH(HICHIIUATBEHOCTH B TOKyMEHTax (HOCHTENSIX uHdopmaruy,
UH(GOPMaIMOHHBIX MacCHBax) ¢ 0oJjiee HU3KUM YPOBHEM KOH(DHIECHIINAILHOCTH, a
TaKke TMpeaynpexIeHue rnepenadn KOHPUACHIHAIbHOH HHPOPMAlUHA II0
HE3alUIEHHBIM JIMHUSIM CBSI3H.

5. KonTpoas 3a JelicTBHAMH HCHOJIHATEEH (mob3oBaTeei). Cucrema
KOHTpOJI 3a ACUCTBUSMHU HCIIOJHUTENEH C NOKYMEHTAIlMed M CBEACHUSMH, a
Takke B HHGOPMAIIMOHHBIX CHCTEMax M CHCTEMaxX CBSI3H, peallm3yeTcs C
MTOMOILBIO:

— OpraHM3aIlMOHHBIX MEp KOHTPOJS TIpH paboTe HCIOJHUTENEH C
KOH(HIEHIUATBFHBIMUA TOKyMEHTAaMH U CBEACHUSIMU;

- peructpauuud  (IIPOTOKOJMPOBAaHUS) HEWUCTBUI  TOJB30Bareleit C
UHGOPMAIMOHHBIMUA U TIPOrPaMMHBIMU pecypcaMi aBTOMATH3UPOBAHHBIX CHCTEM
C YyKa3aHMeM JaTbl ¥ BpEMEHH, WICHTU(UKATOPOB 3alpallliBalOIIero U
3anpalliBaeMbIX PECYPCOB, BHUJa B3aMMOJEUCTBUS U €ro pe3yibTaTa, BKIIIOYAs
3anpelleHHbIe MONBITKY I0CTYTIA;

— CHUTHAJX3alMH O HECAaHKIIMOHUPOBAHHBIX NEHCTBUSX IIOJIB30BATEICH.
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6. IlexocTHOCTH TeXHHYECKOH ) IporpaMMHOi cpensl,
o0paGaTbiBaeMoii HHpOpManuu U cpeAcTB 3amUThI. ObecrieueHne GU3HIECKON
COXPaHHOCTH CPEACTB HH(pOpMAaTH3aINK, HEU3MEHHOCTH IPOrpaMMHOM CpeBl,
OIpezieNIsIeMOl  IPEAyCMOTPEHHOW TEXHOJNOTHed 00paboTki HHGOpMaIHH,
BEITIOJTHEHUE cpeacTBaMU 3aIUTHI IIpe Iy CMOTPEHHBIX byHKIUH,
M30JIMPOBaHHOCTE CPEJCTB 3alllUTHI OT MOJIb30BaTENEH.

Heo6xomuMo#i COCTaBISIOIIEA CHCTEMEI oOOecriedeHHUsI Oe30IacHOCTH
MEPCOHANBHBIX JAHHBIX, HHOW KOHOQUIECHIMAIbHOW WH(POpPMALUU SBIAETCA
obecredyeHne KauecTBa paboT M UCHOJIB3YyEeMBIX CPEICTB U Mep 3alluTH. B memsax
obecrieueHnss He0OXOJMMOIrOo YpPOBHS O0€30MacHOCTH IEePCOHATBHBIX JaHHBIX
cucrteMa HH(pOpMaIMOHHONW Oe3omacHOCTH Oa3upyeTcs Ha BBIMOJHEHHH TpeX
YCIIOBHH:

- obs3arenpHas cepTU(UKALUS CPEACTB M CHUCTEM BBIYHCIHTEIHHOM
TEXHUKH U CBSA3M 0 TpeOOoBaHUAM 0e301macHOCTH HH(POPMAIIHH;

- JAIEH3UpPOBaHUE AEATEIBLHOCTH IO OKA3aHHUIO YCIYT B O0JACTH 3aI[UTHI
uHbOopMaIyy;

— arTecTalys 06BEKTOB HHPOPMATU3AINK TI0 TPEGOBAHUAM OE30IaCHOCTH

uHpopMaLHH.

7. Meponpusatusa no o6ecrneueHHI0o 6€30nacCHOCTH MEPCOHAIBHBIX JAHHBIX

Meponpusitis 1o obecnedeHHI0 Oe30MacHOCTH MEePCOHAIBHBIX JaHHBIX
BKJIFOYAIOT B CeO:

1. Onpenenenue yrpo3 0e30macHOCTH TEPCOHAIBHBIX IaHHBIX IIPH HX
obpaboTtke, popMupoBaHKe Ha KX OCHOBE MOJIENIH YTPO3.

2. Knaccuduxkanuio nHpopmaimu, BKIItodas HHOOPMAITHOHHEIE CHCTEMBL.

3. Pa3paboTKy Ha OCHOBE MOJENM yrpo3 M KIACCH(HKAIUH WH(POpMALUH
CHCTEMBI 3alllUTHl MEePCOHAIBHBIX JaHHBIX, OOECIEYHBAIONIEH HEWTPATU3ALUIO

MIpeAroIaraeéMbIX yrpos.
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4. Onpenenenve QYHKUMA H OOS3aHHOCTEH IIepCOHala B obnacti
HH(OPMAIIOHHOM 06€30acHOCTH.

5. OmpeneneHre TPaBUI XPaHEHUS, HCIOIb30BAHUA, YHHYTOXKEHHS
MaiepnanLHLIx HocHUTenel nHpopMalyy.

6. Ompenenenue mpaB MOCTyla PaOOTHUKOB K II€PCOHAIBHBIM JAHHBIM.
Opranu3aius y4era JIUIl, JOIyIIeHHBIX K paboTe ¢ IEpCOHANbHLIMU JaHHBIMU.

7. YCTaHOBKY M BBOJ B SKCIUTyaTalMIO CPEACTB 3aIIUTHl MH(OpMALUHU B
COOTBETCTBHH C KCILTyaTallUOHHOM U TEXHUYECKOM TOKyMEHTaIUEN.

8. OGydyeHue JHI[, MCIONB3YIOIIUX CPEACTBA 3allMThl HH(pOpPMAalMy,
IpUMeHsieMble B HH()OPMALMOHHEBIX CUCTEMAX, MpaBUiIaM paboTsl C HUMHU.

9. Yd4eT mpUMEHSEMBIX CPEICTB 3aIUThl HH(OpMAINH, SKCILTyaTallHOHHO’
U TeXHUYECKON JOKYMEHTAUUH K HUM, HOCUTENIEH MMepCOHANBHBIX JaHHBIX.

10. Ompenenenue TpeboBaHMii HHPOPMAIMOHHOW OE30MACHOCTH IIPH
00paboTKe MepCOHATBHBIX JaHHBIX 0€3 UCIOIB30BaHUS CPEICTB aBTOMAaTH3aIMH.

11. Omnpenenenne TtpeboBaHUM WHGPOPMAIIMOHHON O0€30MacHOCTH IIpH
06paboTKe IepCOHANBHBIX TAaHHBIX B HH(POPMAIIMOHHBIX CUCTEMAX.

12. Kourpons 3a cobOmojgeHueM  TpeOoBaHUN  HMHPOPMAIMOHHOM
0€30IaCHOCTH, YCJIOBHI HCIIONB30BaHHUS CPENCTB 3aIlUTHl MHGOPMALHUHY,
npez[yCMOTpeHHHx SKCIUTyaTallMOHHOM U TEXHUYECKOU JOKYMEHTaLUEH.

13. PaccnenoBanue COOBITHH, CBsI3aHHBIX c HapyLIeHUSIMHU

HHGOPMAIOHHOM 6€30IIaCHOCTH.

8.  ¥Yrpo3sl 6e30nacHOCTH NEPCOHAJIBLHBIX JAHHBIX

Cucrema 3alMTHl MMEPCOHAIBHBIX NAaHHBIX CTPOMTCS Ha OCHOBE aHalIM3a
yrpo3 0e30MacHOCTH IMEepPCOHAIBHBIX IAHHBIX, 3aKIOYAIOIIErocs B BBIABICHHH
yIrpo3, OIEHKe yA3BUMOCTH TMEPCOHANBHBIX JAaHHBIX M BEPOATHOCTH
BO3HHKHOBEHHS YIPO3, a TAKXKE OL[EHKE BO3MOXXHBIX ITOCIIEICTBHH.

ITox yrpo3amu 0€30HaCHOCTH IIEPCOHANBHBIX JAHHBIX IIOHMMAETCS
COBOKYITHOCTb yCIIOBUH )7} ¢$axTopoB, CO3JAIOITNX OIMacHOCTb

HCCAaHKIIMOHHPOBAaHHOI'0, B TOM YHCIJIC CquaﬁHOrO, AO0CTyIIa K NEepCOHAIbHBIM
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JIaHHBIM, PE3yJIbTaTOM KOTOPOTO MOXET CTaTb YHUYTOXECHHE, W3MEHEHHE,
0JIOKMpOBaHUE, KOMMPOBaHHUE, PaCIPOCTPaHEHNE NTEPCOHANBHBIX JAHHBIX, a TAKXKe
WHBIX HECaHKIIMOHUPOBAHHBIX IEHCTBHUM.

OCHOBHBIMH yrpo3amMu HHGOpPMAIIUU SIBIISTIOTCS OINMOKH, CBS3aHHBIE C
YeJIOBeUYeCKHM (PaKTOpoM, BOPOBCTBO, MOIIEHHHWYECTBO WM HEIPABUIBHOE

WCITOJIb30BaHUE CpeACTB 00paboTku nH(opMaIuu.

8.1. ¥rpo3sl 6e30nacHOCTH NEPCOHAJBHBIX JAHHBIX PH 00paboTke B

HH(POPMAIHOHHBIX CHCTEMAaX

VYrpo3sl 06e30MMacHOCTH IEePCOHANBHBIX JaHHBIX MPH HX 00paboTke B
MH(GOPMaIMOHHBIX CHUCTEMaX MOTYT OBITH CBSI3aHBI KaK C HEIpeaHaMEepEeHHBIMA
JOEHCTBUSIMM COTPYIHUKOB OIE€paTopa, MMEIOMIMX AOCTYIl K HH(pOPMAIHOHHBIM
cucreMaM, TaKk H CO CIOEIUalbHO OCYIIECTBISIEMBIMA HENPaBOMEPHBIMH
IOeHCTBUSMHU OTJENBHBIX JIUII, 8 TAK)XKe HHBIMH HCTOYHUKAMH YTIPO3.

VYrpo3sl 6e30IacCHOCTH MEPCOHAIBHBIX NaHHBIX MOTYT OBITH peali30BaHBI
3aCYeT YTEYKH NMEPCOHAIBHBIX JAaHHBIX 10 TEXHHYECKMM KaHaiaM (TeXHHUYECKHe
KaHaJel yTeukd HH(OpManuy, oOpabaThIBaeMOl B TEXHMYECKHX CpeICTBaX
MH(POPMAIIHOHHBIX CACTEM, TEXHUUIECKHE KaHaJbI epexBara HHPpOpMaIiH TIPH ee
mepefadye IO KaHaJIaM CBSA3HM, TEXHUYECKHE KaHAJbl YTEYKH aKyCTUIECKOH
(peueBoii) mHOpManum), TUOO 3a CUYET HECAHKIIMOHMPOBAHHOTO [OCTyHa C
HCITOJIb30BaHMEM COOTBETCTBYIOIIETO ITPOrPaMMHOTO 00eCTIeYeHH S,

HcTouHMKaMU yTpo3, pealu3yeMbIX 3a CuYeT HEeCAaHKIIHOHHPOBAHHOTO
JocTynma K 0a3aM JaHHBIX C HCIIOJIb30BAaHMEM INTATHOTO WJIM CHEHaIbHO
pa3paboTaHHOI'0 TNPOrPaMMHOI'0 OOECIIeYeHMs], SBIAIOTCS CYOBEKTHI, NEHCTBHS
KOTOPBIX HApylIalOT perjiaMeHTHpyeMble B HMH()DOPMAIMOHHBIX CHCTEMaX
MEPCOHANBHBIX NaHHBIX MpaBUJIa pa3rpaHHYeHHs] JOCTyNa K HHPpopManuu. DTUMH
CyOBEKTaMU MOTYT OBITh:

— HapyIUIUTelb;

— HOCHUTEJb BPEIOHOCHO! POrPaMMBI;
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— anmapaTHas 3aKJIaJKa.

IMox HapymMTeNleM NOHHMaeTcs (U3MYecKoe JHIO (JIMIa), CIy4alHO HIIH
IpeJHaMEPEHHO COBEpLIAIONIee JCHCTBHUSA, CIEINCTBMEM KOTOPBIX SBIIACTCA
HapyIIeHHe O0e30MacHOCTH MEPCOHANBHBIX NaHHBIX NpH HX 00paboTke
TEXHUYECKAMH CpPEICTBAMH B HMH(OPMAIMOHHBIX cHcTeMax. C TOYKH 3peHUs
HaJIMYMs IpaBa JIETATBHOTO IOCTyNa B IIOMEINEHHs, B KOTOPHIX pa3MeIICHBI
anmapaTtHble CPeCTBa, 00ecedrBaloNe OCTYI K pecypcaM HH(POpMAIHOHHBIX
CHCTEM IIEPCOHANBHBIX JAHHBIX, HAPYIIUTENIN 0Apa3AeIIAiOTCs Ha IBa THMA:

— HapyIIUTENH, He WMEIOIIHe MOCTyna K HH(OPMAIMOHHBIM CHCTEMAaM
IepPCOHATBHBIX JaHHBIX, pealn3yIOIie Yyrpo3bl U3 BHENIHUX ceTel CBA3H 00IIero
[OJIB30BaHMs M (WIIH) ceTed MeXIyHapoAHOro WHGOPMAIMOHHOIO oOMeHa, -
BHEIIIHUE HapYIIUTEIH;

— HapyIIUTENIH, WMEIOIUE JOCTYyl K HMH(MOPMAIMOHHBEIM CHCTEMaM
IEpCOHANBHBIX JaHHBIX, BKIIOYas IOJb30BaTeled MHGOPMAIMOHHEIX CHCTEM,
peau3ylollfie yrpo3bl HENOCPEACTBEHHO B HHQPOPMAIMOHHBIX CHCTEMaxX
IIEPCOHABHBIX JaHHBIX, - BHyTpEHHHE HapyLIUTEIIH.

B03MOXXHOCTH BHYTPEHHEr0 HAPYIIHUTENS CYIIECTBEHHBIM 00pa3oM 3aBUCST
OT YCTAHOBJIEHHOTO MOpSIKa IOMycKa (GH3WYEeCKUX JUI[ K HH(OPMAIMOHHBEIM
pecypcaM U Mep 110 KOHTPOJIIO OpsiIKa IpoBeeHus paboT.

Vrpo3bl HECAaHKIMOHHPOBAHHOTO JOCTyNla OT BHEIUHUX HapylIHTEJIeH
pea3yIoTCs C UCIIOIh30BaHUEM ITPOTOKOJIOB MEKCETEBOIO B3aMMO/IEH CTBHSL.

JIns  Kaxaod HWHPOPMALMOHHONW CHCTEMBl IE€PCOHANBHEIX JaHHBIX,
SKCIUTyaTHPyeMOM B OpraHax COLMAIbHOM 3aIllUThl HaceleHHs BopoHexXCKoH
00JIACTH,  OIpPEHENIIOTCS Yrpo3bl O0€30IacCHOCTH IEPCOHANBHBIX JAaHHBIX |

pa3pabaThIBaOTCs YaCTHBIE MO YTPo3 6€301acHOCTH MIEPCOHATBHBIX JaHHBIX.
9. Kiaaccupukanus napopmanuu

B memsx ompeneneHuss TpeGOBaHWI K WH(OPMAIMOHHONW 6€30IacHOCTH
uHpOpManus KJIacCUPHUUUpyeTcs Ml ONpeleleHHs €€ MPHOPUTCTHOCTH,

HeoOXOIMMOCTH U CTEIIEHH €€ 3aIlUThI.
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WupopManuss wWMEeT pa3IH4yHble CTENEHH  YyBCTBUTEIBHOCTH H
KpUTHYHOCTH.  Hekoropele  Bumel — mHpopManuum  MoryT  TpeboBaTh
IOTIOTHUTEIFHOTO YPOBHS 3alllUTHl WM CIEHUaIbHBIX METOIOB 00paboTKH.
Cucrema knaccupukKanmmu HHOOpPMAIMM HUCHOJNB3YeTCs JUId  ONpeHesIeHHs
COOTBETCTBYIOLIEI0 MHOKECTBA YPOBHEH 3aIUTHI U MOTPEOHOCTH B CHENUAIBHEIX

MeTomax oopaboTKH.
9.1. Kimaccupukanusa nHPOPMANHOHHBIX CHCTEM NEPCOHANBHBIX JaHHBIX

HHdopMaIMoHHbIE CHCTEMBI KIIACCUPHUIUPYIOTCS B 3aBUCHMOCTH OT 00beMa
o6pabaTeIBaeMbIX UMH IEPCOHAIBHBIX JaHHBIX U yIpo3 0€30MaCHOCTH XH3HEHHO
Ba)XHBIM HHTEpPeCcaM JIMIHOCTH, O0IIecTBa U rocyJapcTBa.

IMopsimox  mpoBeneHHs  KilacCUPUKAIMK  HHGOPMAIMOHHBIX  CHCTEM
yCcTaHaBiIuBaeTcs coBMecTHO DenepanbHON Choyk00H 10 TEXHHYECKOMY H
SKCIIOPTHOMY KoHTpoito, DenepanbHoi cioyx00ii Oe3omacHocTH Poccuiickoin
Qenepani ¥ MUHUCTEPCTBOM HMH(DOPMALIMOHHBIX TEXHOJIOTHH M  CBi3HU
Poccutiickoit @enepanuu.

Knaccudukaimsa #HGOPMAIMOHHBIX CUCTEM IIPOBOIUTCS Ha 3Talle CO3IMAHMS
UH(GOPMAIMOHHBIX CHCTEM HITH B XOJe UX KCIUTyaTalluy (A7 paHee BBEIECHHBIX B
SKCIUIyaTaluio U (WiM) MOJEPHH3UPYEMbIX WH(POPMAI[HOHHBIX CHCTEM) C LENBIO
YCTAHOBJIEHHST METOJOB M CIIOCOOOB 3aIUTHl MH(OpMalMU, HEOOXOAUMBIX s
obecrieueHnsA 6€30IaCHOCTH IEPCOHAIBHBIX JaHHBIX.

ITpoBesenre KiaccupUKanuy WHPOPMALMOHHBIX CHCTEM BKIIIOYAeT B CeOs
CJIe IyIOLIHe 3TaIlbL:

— c0Op M aHAIM3 UCXOJHBIX JAHHBIX TI0 HH()OPMAIIIOHHOMN CUCTEME;
— IpHCBOCHHE HH(POPMAIMOHHON CHCTEME COOTBETCTBYIOIIETO Kilacca u
€ro JOKyMEHTAJIbHOE 0(OpMIIEHHE. |

PesyneraThl KiacCHQHUKAIMH HHGOPMAILMOHHBIX CHCTEM OQOPMIISAIOTCS
COOTBETCTBYIOIIUM aKTOM OIIepaTopa.

Knacc nH(DOPMAIUOHHOM CUCTEMBI MOXKET OBITH IIEPECMOTPEH:
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— IO peLICHHIO oIlepaTropa Ha OCHOBE IPOBEJEHHBIX WM aHalu3a M
OIICHKH YIpo3 0e30MacHOCTH NEPCOHANBHBIX JaHHBIX C YUYETOM OCOOEHHOCTEH U
(WnH) U3MEeHeHH KOHKPETHOH NH(OPMAIIMOHHON CHCTEMB;

~ 1O pe3ylbTaraM MEPOINPHUSTAA IO KOHTPOJIO 3a BBHIINOJIHEHUEM
TpeboBaHM K ofecredeHHI0 Oe30MacHOCTH NEePCOHANBHBIX NaHHBIX IIPH HX

o0OpaboTke B HHPOPMAIIMOHHON CHUCTEME.
10. Meps! oOecneuyenus HHPOPMANHOHHOH Ge30MaCHOCTH

Cucrema  obOecmnedyeHus 0e30ImacHOCTH MEePCOHATBHBIX  JAHHBIX
IIpelyCMaTpHUBacT KOMIUIEKC IIPaBOBBIX, OPraHH3allMOHHBIX, TEXHUYECKHX U
IIPOrpaMMHBIX Mep II0 3anmre HWHGOpMalUd B IMPOLEcce TPATUIMOHHOIO
JIOKyMEHTOOOOpOoTa IIpd paboTe HCHOJHUTENeH ¢ KOH(PHICHIUAIBHBEIMU
JOKyMEHTaMHM W CBEACHHSIMH, 1pu  obpaboTke  wuHPOpMAIUd B
aBTOMAaTH3MPOBAHHBIX CHCTEMaX pAa3IMYHOTO YPOBHS W HA3HAUCHUS, IIpH

mepeaye o KaHallaM CBS3H, IIpY BeIEHUH KOH(DHUICHIIUATIBHBIX TIEPETOBOPOB.
10.1. IIpaBoBbie Mephl OGecneyeHus HHPOPMANHOHHOH (6e30MaCHOCTH

K 1mpaBoBelM Mepam obecneueHuss HH)OpMaIMOHHONW 0e30I1aCHOCTH
OTHOCATCS JCUCTBYIOIME HOPMAaTHBHBIE IIPaBOBBIE aKTHI, PEIrTIaMEHTHPYIOIIHE
npaBuia OOpalleHdus C TEePCOHANBHBIMH [aHHBIMH, 3aKPEIUIIONIHE IIpaBa M
0053aHHOCTH YYaCTHUKOB HH(POPMALMOHHBIX OTHONICHHWM B IIpolecce ee
00paboTKN U HCIONB30BaHUS, a TAaKXK€ yCTaHABIHBAIOIIHE OTBETCTBEHHOCTH 3a
HAapyLIE€HHWs] OTUX I[paBUi, IMPEISTCTBYS TEM CaMbIM HEIPaBOMEPHOMY
HCIIONIb30BAHUIO IIEPCOHAIBHBIX JAHHBIX M SBISIOIIMECS CACPKUBAIOIIAM
(dhaKTopoM ISl IOTEHIIMATBHBIX HapyIIUTENeH.

IlpaBoBele Mephl 3alUTEl HOCAT B OCHOBHOM  YIPEXJAIOUIUH,
IpoGWIAKTUYECKUAN XapaKTep U TPeOYIOT TOCTOSHHOM Pa3bsICHUTEIHHON paboTHI C

JUIIAMH, OCYIIECTBISIOMUMH 00pabOTKy NMepCOHABHBIX TAHHBIX.
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VYcnemHoe u 3Q¢eKkTHBHOE pelleHune 3anad obecnedeHus 0e30macHOCTH
pocraraercss (OPMUPOBaHHEM CHCTEMbl BHYTPEHHHX HOPMATHBHBIX aKTOB,
HUHCTPYKITH, HOJIO)i(eHHI\/'I\\;\ NpaBWI, periJaMeHToB U (QyHKIIMOHAJIBHBIX
0053aHHOCTe COTPYJHHKOB TOApa3JelieHHid OpraHoB COIMATBHON 3allUThI

HacelrleHus BopoHexckoit obiacT.

10.2. Oprann3anuoHHbIe Mepbl 00ecneueHus HHPOPMAHOHHOH

0e3onmacHoCcTH

OpranuzanyoHHbIE MepBl oOecrieueHus: HHPOPMaAITUOHHONW 6€30macHOCTH —
5TO MEphl OpPraHU3allMOHHOIO XapaKTepa, periJaMeHTHUPYIoIIue TpeOOBaHUS K
IIEpCOHALy, CTEleHb OTBETCTBEHHOCTH IEPCOHANIa, CTAaTyC © JOJDKHOCTHBIE
06SI3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a obecredeHHe HWH()OPMaIHOHHOU
6e30MacHOCTH, TOPSAOK OOpabOTKH IepCOHATBHBIX JaHHBIX, B3aHMOICHCTBHE
CIEUAIMCTOB B IEIIX MAaKCUMAJIbHOTO 3aTPyJHEHHS WIH HCKIIOYEHUsS
BO3MOXXHOCTH peall3alliy yrpo3 6e30IacHOCTH WIIM CHIDKEHHUS pa3Mepa IoTeph B

Cllydae X peai3alli.
10.3. ®u3nueckne Mepsol o0ecnevennsi HHPpOpManHOHHOH 6e30IaCHOCTH

Meps!l pu3nYecKOd 3amUThl NpeNHa3HAuYeHbl IS CO3JaHUS (U3MYECKHX
IPENsATCTBUI Ha BO3MOXHBIX ITyTSX IIPOHUKHOBEHHUS U JOCTYIIa NOTEHIHAIBHBIX
HapyluTeIen K 3aIUIIaeMOMN uHpopManyu, IIpeJOTBPALLECHUS
HECaHKI[MOHUPOBAHHOTO (PH3UIECKOr0 JOCTYIIa, TOBPEXICHUS U BO3IEHCTBHS Ha

IIOMEIIeHHUS U 3aluiiaeMyro HH(OpMaITHIO.
10.4. Texuuueckue Mepbl o0ecnedeHnss HHPOPMAIHOHHOH 0e30IaCHOCTH

TexHudeckue (ammapaTHO-MPOrpaMMHBIE) Mephbl 3alllUThl OCHOBaHBI Ha

HCIIOJIB30BaHUH PA3IMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CHENHMAIBHBIX IPOTrpamm,
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BXOJAIIMX B COCTaB HHGPOPMAITMOHHBIX CHCTEM IIEPCOHANBHBIX JaHHBIX U
BBIITOJHSOMMX (CaMOCTOSTENIFHO HIM B KOMIUIEKCE C APYTMMH CpPeICTBaMH)
(GYHKIMM 3aI0ATE, B TOM YHCIE WICHTUQHKALMIO H ayTCHTU(QHKAILUIO

HOJIb30BaTeNel, pasrpaHdeHre NOCTylla K pecypcaM, perucTpauuio CoOBITHH U

T.A.

10.5. AxMuHHCTpaTHBHBbIE Mephbl 00ecneyeHnsi HH(POPMANHOHHOK

Oe3omacHOCTH

I'maBHas nens aJAMHHHUCTPATUBHBEIX Mep — CGHOPMHPOBATH IOJIUTUKY
MHGOpPMAI[MOHHOM  0€30MacHOCTH, OTPaXAMOMIyl0 IOAXOABI K  3alluTe
uHpOpMaIuK, U 00ECIIeUHTh ee BEHITIONIHEHHE, BHIIESS HEOOXOAUMBIE PECYPCHl H
KOHTPOIIUPYS COCTOSIHHE JEIl.

K agMuHHCTpaTHBHBIM MepaM OTHOCATCS pelIeHHs pPYKOBOICTBA,
3aTParkBarolye BOMIPOCHl PAabOTHI C IEPCOHANBHBIMHE [IAHHBIMA B LENOM. OTH
peIIeHus 3aKpeIUIIOTCS B ITONIUTUKE HHPOPMAITHOHHOM 0€30ITaCHOCTH.

AIMUHNCTpAaTUBHBIMH Me€paMH yCTaHABIHBAIOTCA cdepa BIHIHHA U
OTpaHUYEHUs NIPH OIIpeAeNIeHNH Iielield HH)OPMAaIHOHHOM 0e30IMacHOCTH, KaKUMHU
pecypcamu (MaTepHalbHbIe, IEpCOHAN) OHH OYIOyT JOCTHUTHYTHI W OIpeJelieH
pasyMHBIl KOMIIDOMHCC MEXIy IpHEeMJIeMBIM YypOBHEM O0€30IacHOCTH U
(GYHKITMOHAIBHOCTBIO HHQOPMAIIMOHHBIX CHCTEM OOpabOTKHA IePCOHATBHBIX

JIaHHBIX.
11. Ynpasiaenme cucreMoii nHGOPManHOHHOH 6€30aCHOCTH

VYnpaenenne cuctemMoil mHPOpPMAMOHHOW O0€30MMaCHOCTH, CO3JAaHHOW Ha
OCHOBE MNPWHIUIIOB, ONpeleleHHBIX HacTosmed KoHmemmed, opranusyercs ¢
Y4€TOM CyLIECTBYIOLIEH CTPYKTYphl M OpraHHM3alluyd JeATeJIbHOCTH OpraHOB

COITMAJIEHOM 3alTUTHI HAaceneHus BopoHexkckoi 001acTH.
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[TpuHUMas BO BHUMaHUe OPTraHU3AIMIO AEATEIHHOCTA OpPraHOB COLUAIBHOM
3alMTHl HaceJleHus BOpOHEXCKOW 00NacTH ¢ emMHBIMH HHG)OPMAIMOHHBIMU
CHCTEMaMH,  OOpabaTHIBAIOIIMMH  NEpPCOHAIBHBIE  JAaHHBIE,  €AUHBIMU
HHGOPMAIHOHHBIMH pecypcaMu (IOKyMeHTaMH, HHPOPMaIlMOHHEIMA MacCHBaMH,
JUYHBIMH JellaMH TpaxAaH), (YHKIHOHUPOBaHHE CHCTEMBl HHPOPMAIMOHHOU
0e30macHOCTH OpraHu3yeTcss II0 eOUHBIM IPAaBOBEIM, OpPTaHHU3AIMOHHBIM,
(GYHKIHOHANBHEIM U METOJOJOTHYECKUM MPHUHIIUIIAM TIPH IEHTPaTU30BaHHOMN
KOOPIIMHAIIMU JEATebHOCTH CHCTeMBl HH(GOPMAIMOHHOH 0e30MacHOCTH CO
cTopoHHl [lemapraMeHTa ¢ Ha3HauYe€HHEM COTPYJHHUKOB, OTBETCTBEHHEIX 3a

6e3OHaCHOCTB, BO BCEX NOABCAOMCTBCHHBIX YUYPCIKIACHUAX.

12. Mexanu3mbl peaau3anuu Konnennun

Peanuzanusa Hactosmed KoHumenmumu ocCymmecTBIsIeTCS IOCPEICTBOM
BBIIIOJIHEHUA IIJIaHA MEPOIIPUATHI 10 oOecriedyeHUI0 6e30IMacHOCTH IIEPCOHATBHBIX
IaHHBIX, pa3pabaTeiBaeMoro JlemapTaMeHTOM.

Peanmuzanusa KoHienuy BKIIIoYaeT B ceOs:

— koopauHauuio B JlemapraMeHTe IeATENBRHOCTH OPraHOB COIHAJIBHOM
3aIUTHI HaceJIeHUs Mo obecneYeHni0 HHMOPMAaIMOHHO 0e30IMacHOCTH;

— pa3paboTKy W pealn3aldio MEpONPHUATHI, HAIlPaBICHHBIX Ha pelcHHE
OCHOBHBIX 337124, CHOpMYIHPOBaHHEIX B KoHIenuw;

— KOHTpOJIb ofecredeHHsI 0e30MmacHOCTH MEPCOHAIBHBIX NaHHBIX, B TOM
YqUcye IMyTeM MPOBeICHHs MJIAaHOBBIX IMPOBEPOK pEXHUMA 3aIIMTHI MEPCOHAIBHBIX
IaHHBIX;

— MeTomuMyeckoe  olecreyeHWe — JEATENBHOCTA  ITOABENOMCTBEHHBIX
y4pexJIeHHil B 4acTd opraHuzanuu paboT mo obecreyeHHIO HH(OPMAIMOHHOM
0€e30IacHOCTH.

B 1memsx co3maHmsa u obOecrniedeHWs (QYHKIIHOHUPOBAHHS CHCTEMEI
KOMILJIEKCHOH 0e30MacHOCTH C y4eToM IOJoXKeHud Hactosmed Konuenumu

pa3pabaThIBaIOTCA CIEAYIOIHe JOKYMEHTHI:
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- HoJMUTHKa HWHPOPMAMOHHONW Oe3omacHOCTH 1puU  oOpaboTke
IIEPCOHALHBIX JAHHBIX B OPraHax COIMANIEHOM 3allUTHl HacesleHus BopoHexckon
00J1acTy;

- II0JIOXKEHHE TI0 OPTaHU3aIMK U MPOBEIEHUI0 paboT 1Mo obecneyeHuo
0e30IacHOCTH ﬁepCOHaJILHLIX JAHHBIX TIpH MX 00paboTke B HH(OPMAMOHHBIX
CHCTeMaXx MepPCOHAIBHBIX JaHHBIX;

- MoJIeJ i yTpo3 0e30IacHOCTH MePCOHATBHBIX TaHHBIX;

- TOJIOKEHHE 10 o0ecreueHrn0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux obpaboTke, ocymiecTBIsieMol 0€3  HCIONB30BaHHUS  CPENCTB
aBTOMAaTHU3AaLINY;

- IIOJIOKEHUE O pa3pelIUTeIbHON CHCTeMe NOCTyla K IepCOHAIBHBIM
JaHHEIM;

- UHCTPYKIIUHU I10 SKCIUTyaTalldy CPENCTB 3aIlUTH HHOOPMAIUU;

- UHCTPYKIUH IT0JIb30BaTeset HH)OPpMallHOHHEIX CUCTEM;

- Ipyrue JIIOKYMEHTHI, Heo0XOoIuMEbIe iuis: | oGecneqenmi
(YyHKIMOHUPOBAHHS CHCTEMEI KOMILIEKCHOM 0€30I1aCHOCTH.

IIpaBoBbiMM akTamu JlemapTaMeHTa, NOIBEIOMCTBEHHBIX YUpeXIeHUN
OTIpENEeNAIOTCA:

— TIepeyYeHb NEPCOHATBHBIX JaHHBIX, MTOIEKAINX 3aIUTE;

— IIepedeHb  JOJDKHOCTEH  CIIy)KaluX,  3aMeleHHe  KOTOPHIX
npexycMarpuBaeT 00paboTKy Ju00 JOCTYIT K IEPCOHAIBHBIM TaHHBIM;

— JIAIa, OTBETCTBEHHBIE 3a OpraHM3AIMI0 M TpOBeIeHHe paboT o
obecrieueHUI0 OE€30MIACHOCTHA TMEPCOHANBHBIX IAHHBEIX NpH HUX 00paboTke B
UH(GOPMAITMOHHBIX CUCTEMAaX NEePCOHAIBHBIX JaHHBIX;

— JIMIa, OTBETCTBEHHBIE 3a OpraHU3alui0 OOpabOTKU IMepCOHAIBHBIX
IOAHHBIX, OCYIIECTBIIIEMOM 0e3 HCITOJIb30BaHUs CPEICTB aBTOMATU3allUH;

— TOPSAIOK IOCTyIa COTPYOHHKOB B IOMEINIEHHUS, B KOTOPBIX BeHETCA

00paboTKa IepCoHaNbHBIX JaHHBIX.
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IItan  MeponpusTHid 1O CO3JaHHIO CHCTeMBI  HHGOPMAIMOHHOM
6€e30MMacHOCTH IpeIyCMaTpPHBAaeT MPHOPHTETHl pealu3aliui Haubojee BaKHBIX U
aKTyaJIbHBIX HaIpaBleHUH oOecredeHuss 6e30macHOCTH, C y4eTOM BBIIEIIEMBIX
(GUHAHCOBBIX PECYpCOB, a TakXe NpedycMaTpUBacT NPHUBICUYCHUE K €r0
BBITIOJTHEHUIO CHEHUAIU3UPOBAHHBIX OPraHu3alyii, HUMEIOMMUX NPAKTHYECKUM
OMBIT pa0dOTHI 0 paccMaTpUBaeMoil MpobiiemMe U JIMIEH3UH Ha COOTBETCTBYIOIIUN
BUJI JEATEIBHOCTH.

s ocymectBineHus 3QpQPeKTHBHOTO yIpaBieHUs U KOHTPOJS BBIIIOIHEHUS
w1aHa Meponpuatuid no peanuszanmu Konnenmuu B JlemaprameHTe co3paérced
KOMMCCHS IO 00ecledeHHIo 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX, OCHOBHBIMU
3a7jayaMUi KOTOPOM SIBIIIOTCS KOOPAWHALMSA U KOHTPOJEL AEATEIIbHOCTH OPraHOB
COL[MAJIPHOM 3amUThl HaceleHUs BopoHexXckoi o0jacTd 1o obecredeHuro

uH(MOPMAIIOHHOH 0€30MacHOCTH.
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BBenenune

Hacrosias nonmutuka wHPOpManmOHHONW Oe3omacHOCTH mpu 00paboTke
IIEPCOHAJIBHBIX JaHHBIX B OpraHaxX COI[MAIIbHOM 3aluThl HaceleHus: BopoHexxckon
obmnactu (manee — [lonutuka) pazpaboTaHa B COOTBETCTBHH C LIEISIMHU, 3a7a4aMu U
IpUHIMIIAMH o0ecriedeHrs: 6€30IacHOCTH IepCOHANBHBIX JaHHbIX, N3JI0)KEHHBIMU
B KOHIENIMKY WHPOPMALIUOHHOW Oe30macHOCTH HpU 00paboTKe IEepCOHATBHBIX
JaHHBIX B OpraHax COIMAJbHOM 3allUThl HaceleHus] BopoHexcKoii 001acTH.

OcHoBHoO#t mensto Ilomutuku sBhseTcs oOecrmedeHHe 0e30MaCHOCTH
O00BEKTOB 3alllUTHl OPraHOB COLMABHON 3alllUTHl HacelleHus BopoHeXcKoi

o0JacTd OT BCceX BUIOB yIpo3 0€30MacHOCTH MePCOHATBHBIX TaHHBIX.

1. OcnoBHBIE IOHATHA H TCEPMHHBI, HCII0JIb3YEMbI€¢ B HACTOAIIEM

JOKyMeHTe

B HacTosmeM KOKyMEHTe HCIONb3YIOTCS CIEAYIOIHe OCHOBHbIE OHSATHS U
TEPMHHEI U UX OIpeJeIICHU:

ABToMaTH3HpOBaHHOE paboyee MecTo - pabouee MeCTO IOJIB30BATENS B
cocTaBe KOMILIEKCa CPEICTB aBTOMAaTH3AIIHH.

Be3onmacHocTh NEpPCOHANBHBIX JAHHBIX — COCTOSHHE 3allUIICHHOCTH
IEPCOHANBHBIX  JaHHBIX, XapaKTepU3yeMoe  CIIOCOOHOCTBIO pa60THHKOB,
TEXHUYeCKUX CpPEeACTB M  HMH()OPMALMOHHBIX  TEXHOJOTHil  0OecredynTh
KOH(QUIEHITMAIEHOCTh, [EJIOCTHOCTh U JOCTYIHOCTh IEPCOHAJBHBIX JaHHBIX IPU
ux 00paboTke B HH(POPMAITMOHHBIX CHCTeMaX IEPCOHAIBHBIX MaHHBIX U 0e3
HCIIONIb30BaHUs CPEACTB aBTOMATHU3AIIHH.

Bupyc (koMnbIOTEepHbIH, NPOrpaMMHBIi) — HCIIOTHIEMBIN TPOrPaMMHBIN
KOJ WJIA HHTEPIPETHpPyeMbIi HaOop HHCTPYKIMH, oONagaromuii CBOMCTBaMHU

HECaHKIIMOHHUPOBAHHOI'O PACIIPOCTPAHECHUS 1 CaMOBOCIIPOHU3BEACHHU A.



Bpexonocnasi mporpamMmma — nporpamma, npeqHa3sHa4eHHas Ui OCyLIeCTB-
JIEHWS] HeCaHKIIMOHMPOBAHHOTO JOCTyIa M (MJIM) BO3IECHCTBHS Ha II€PCOHAIBHBIE
JaHHEIE WK pecypchl HHGOPMAITMOHHONW CUCTEMBI IEPCOHANIBHBIX TaHHBIX.

Hoctyn k mHGOpMamuM — BO3MOXHOCTH IONy4YeHHs HMHGOpMaIMH U ee
UCITOJIH30BaHMS.

HpenTndukanua — 1npucBoeHHe CcyObekTaM U oOBekTaM JocTyla
uneHTrndukatopa u (WIM) CpaBHEHHE TIPEAbIBILIEMOro HACHTU(UKAaTOpa C
MepeYHeM MPUCBOECHHBIX HACHTHU(PHUKATOPOB.

Hudopmanuonnas cHCTeMa NEPCOHAJIBLHBIX AAHHBIX — COBOKYIIHOCTB
coziepxaiuxcs B 6a3ax JaHHBIX MEPCOHANBHBIX JAaHHBIX H O0ECIIEIUBAIONINX HUX
00paboTKy MH(GOPMAITMOHHBIX TEXHOJIOTUH M TEXHHYECKUX CPENICTB.

Kondunenuunaannas nagopmanus — tpedyromas 3aluTel HHQOpMaIys,
JOCTyIl K KOTOPOM OIpaHMYMBAECTCS B COOTBEICTBUH C JOEHCTBYIOIIUM
3aKoHonarenscTBoM Poccuiickoit @enepanmm.

KondunaenuuajbHOCTL NEPCOHANBHBIX JAHHBIX — OOs3aTeNbHOE IS
COOJIOZIEHNS. OIlepaTOPOM WM HHBIM IOJYYHBIIUM JOCTYIl K II€PCOHATBHBIM
JaHHBIM JIMIIOM TpeOoBaHHe He IOIyCKaTh HMX PaclpoCTpaHeHUs 0Oe3 coriacus
CyOBeKTa IepCOHANBHBIX JaHHBIX WM HAJTHIUSA HHOrO 3aKOHHOTO OCHOBaHUS.

MarepnajabHblil HOCHTEAb — H3/enue (MaTepHall), Ha KOTOpOM 3alKcaHa
uHGOpMaIsi U KOTOpoe oOecledyuBaeT BO3MOXHOCTh COXpaHEHHsI JTOH
vHGOpPMall M CHSATUE ee KOIMH, HampuMmep, Oymara, MarHUTHas JIeHTa WIH
KapTa, MarHUTHBIM WM Ja3epHBIi TUCK, (OTOILICHKA U T.II.

HecanknuoHNpOBaHHBIH AOCTYyH K HHpopManun
(HecaHKIHOHMPOBaHHBIE AeHCTBHA) — NOCTYN K MHPOpMAIMM WIX JEHCTBUS C
uH(popMalel, HapyIIaroye YCTaHOBISHHBIE IIpaBuiia pa3rpaHUdeHUs JOCTYIIa.

Hocuresnn napopManun — GU3NIECKOe JUIO UIH MaTepHaIbHbI 00BEKT, B
TOM 4Hclie GpU3nIecKoe 1oJie, B KOTOpoM HHGpOopMaIis HaX0IUT CBOE OTpaXKeHHE B
BHJE CHMBOJIOB, O0pa30B, CHUTHAJIOB, TEXHHYECKHX pEMIeHUH U IIpPOLECCOB,

KOJIMYECTBCHHBIX XapaKTCPUCTHUK (1)I/I3I/I‘IGCKI’IX BCJIINYHH.



O6e31HunBaHHEe NEPCOHAJIbHBIX JaHHBIX — JEWCTBUS, B pe3yibTaTe
KOTOPBIX HEBO3MOXXHO OIPENeNUTh NPHHAIJICKHOCTh IIEPCOHAIBHBIX JaHHBIX
KOHKPETHOMY CyOBeKTYy NepPCOHAIBHBIX JaHHBIX.

O6paboTka mepcoHAJILHBIX JAaHHBLIX — JTF000e NeficTBHe (Ormepanus) UiH
COBOKYITHOCTH JIeHCTBHI (omeparuii), cCoBeplIaeMbIX C HCIIOJIb30BAaHUEM CPEICTB
aBTOMAaTH3allMd MK Oe3 HCHOJB30BaHMUS TaKUX CPEICTB C IIePCOHAIBHBIMHU
JaHHBIMH, BKJIOYas cOOp, 3amiCh, CHCTEMaTH3allMio, HAaKOIUIEHHEe, XpaHEeHHeE,
yTouHeHHe (OOHOBJIEHHE, W3MEHEHHe), W3BJIeYEeHHe, HCIOJb30BaHHe, Mepelady
(pacpocTpaHeHue, MpeNoCTaBlIeHHE, AOCTYI), obe3nuumBaHHe, OJIOKHpPOBAHUE,
yaajieHue, YHHYTOKEHHEe IePCOHANBHBIX JaHHbBIX.

O0nexT 3aIHUTEI — IEpCOHATbHBIE JaHHBIe, HHpOpMaLus, oOpabaTeiBaeMast
B MH(GOpPMAalMOHHBIX CHCTeMaX MEePCOHANBHBIX AaHHBIX, TEXHHYECKHE CPEeICTBa
00pabOTKH U 3aIUTHI IEPCOHANBHBIX TAHHBIX.

Opransl conuajbHOMH 3amUTHI HacejdeHHss BopoHexckoii obaacrm —
JenapTaMeHT COLMaIbHOM 3aluThl BOpOHEXCKOH 0051acTH, rocyaapCTBEHHBIE
yUpexJeHus, B OTHOUIEHHH KOTOPBIX JelapTaMeHT CONHAIbHOW 3allUTHI
BopoHexckoii 001acTi UCHOTHAET QYHKIIHH B TOJIHOMOYHS YIPEIUTENIS.

Oneparop — TOCyZapCTBeHHBIH OpraH, MYHUIHUIIATBHBEIA  OpraH,
IOPUAMYECKOE WU (PU3UUECKOe JIUIO, CAMOCTOSITEIFHO MIIH COBMECTHO C JPYTHMHU
JUIIAMHA OpraHu3ylomue u (WiIH) OCYHIeCTBIIOMKE 00paboTKy IMepPCOHAIBHBIX
OaHHBIX, a TaKKe OIpeleNsaroe Ieln 06pa60TKH MEPCOHAIBHBIX JaHHBIX,
COCTaB MEPCOHANBHBIX JAHHBIX, HNOIEXKAUX 00paboTKe, AeHCcTBHA (omepanun),
coBepIlaeMble C IEePCOHAIBHBIMU JaHHBIMH. B  HacrosmeM JOKyMeHTe
orepaTopaMy SIBJISIOTCSI OpPTraHbl COIMAIBHOM 3aIUTHI HacelleHUuss BopoHexckoit
obnacTH.

IMonb3oBaTesib HHPOPMANHOHHOH CHCTEMbI NEPCOHAJBHBIX AAHHBIX —
JUIO, YydYacTByiollee B (QYHKIHOHHPOBAaHWH HH(POPMALMOHHOW CHCTEMBI
MEPCOHABHBIX JaHHBIX WM UCHOJB3YIOIIee pe3yIbTaTh ee (QyHKIIHOHUPOBAHMUS.

IlpaBnia  pasrpaHM4YeHHsl [JOCTyHa —  COBOKYIHOCTh  IIPaBUII,

periIaMeHTUPYIOINHUX IIpaBa JOCTyIIa Cy6’BeKTOB AOCTYyIIa K 00BEKTaM AOCTYyIIa.



Cyo0mwexT gocryna (cy0beKT) — JIHII0 WM IIPOLIECC, AECHCTBHA KOTOPOTO

PEriIaMECHTHUPYIOTCS IIpaBAJIaMHU pasrpaHu4YeHUs JOCTYIIa.

2. IIpaBoBas ocHOBa

OcHoBo# 151 pa3paboTku HacTosImei [lonuTiky ciryxat TpeOOBaHuUsA:

— @enepansHoro 3akoHa oT 27.07.2006 Ne 152-@3 «O mnepCOHaIBHBIX
TaHHBIX);

— ®@epepanpHoro 3akora ot 27.07.2006 Ne 149-®3 «O6 unpopmanmy,
WH(OPMAITMOHHBIX TEXHOJIOTUSIX U O 3aIUTe HHPOPMALIUID;

— TpynoBoro xonekca Poccuiickoit @enepanuy;

— mnocraHoBineHus IIpaButensctBa Poccuiickoit @enepanuu ot 21 mapra
2012 roma Ne 211 «OO6 yTBepXAE€HHU IIepeyHs Mep, HaIlpaBIEHHBIX Ha
oOecriedyeHye BBINONHEHUsT O00s3aHHOCTeH, IpexycMoTpeHHBIX denepabHBIM
3aKOHOM «O TIepCOHANBHBIX MAHHBIX» W MPUHIATHIMH B COOTBETCTBUU C HUM
HOpPMaTHUBHBEIMH  IIPaBOBHIMH  aKTaMd, omeparopamy,  SIBIISTFOIIMMUCS
rocyIapCTBEHHBIMH WM MyHHUITUIIAIBHEIMU OpraHamMmy,;

— mocta”oBieHus I[IpaButenscTBa Poccuiickoit ®enepanuu ot 1 HOAOPs
2012 roma Ne 1119 «O6 yTtBepxaeHHH TPeOOBaHHMHM K 3alUTe NMEPCOHATBHBIX
IaHHBIX IIpU HUX 00paGoTKke B HHMOPMAIIMOHHBIX CHCTEMax IEPCOHAIBHBIX
TAHHBIXY);

— mnocraHoBnenus [IpaButensctBa Poccuiickoit ®enepanuu ot 15
ceHtsiOpss 2008 1. Ne 687 «OO06 yTBepKaeHHH TOJOXKEeHUs 00 OCOOEHHOCTAX
00paboTKM TMEPCOHANBHBIX MJAHHBIX, OCYIIECTBISIEMO 0€3 WHCIONIb30BaHU
CpeliCTB aBTOMaTHU3allULy;

— wMetomudeckux gokymeHtoB ®CBb  Poccuu, OCTIK Poccun,
PockoMHuaznzopa;

— WHBIX HOPMaTUBHBIX IPAaBOBBIX aKTOB B cepe 3aluThl HH(POpMAaLIHH.



3. OO6aacTb npuMeHeHHS

Hacrosimas ITonutuka pacmpocTpaHsSeTcs Ha BCe YUPEXKIEHHS CHCTEMBI
COLMANBLHON 3aIllUTHl HaceleHUus BopoHexckod o0nacTd, KoTopas BKIIOYAaeT B
cebsl memapTaMeHT COLMAIBbHON 3amuTel BopoHekckoit ob6mactu (maee —
HemapramMeHT), TrocylapCTBeHHblE YUpPEXKAEHHS, B OTHOIIEHUH KOTOPBIX
JemaprameHT WHcHONHACT (QYHKIMA H TIOJHOMOYMSA YydpenuTens (nmaiee —
ITOJIBEJOMCTBEHHBIE YUPEXKICHIS).

TpeboBanus Hactosieid IlomUTHKA HOCAT 0OS3aTeNbHBIA XapakTep It
BCeX PpabOTHUKOB YUpEeXJEeHHH COLMAIBHOH 3alldThl HaceleHHus (IITaTHBIX,
BPEMEHHBIX, paboTaloIMX [0 KOHTPaKTy ¥ T.I.), HMEIOMHUX OOCTYN K
[epCOHANBHBIM JAaHHBIM TpaXJaH, BKJIIOYas I€PCOHAIBHBIE JaHHBIE CaMHX
PabOTHHKOB.

TpeboBanust IloMUTHKE pPAaCHpPOCTPAHSIOTCS Ha TMOPAAOK H  YCIOBHS
00pabOTKH MEepCOHANBHBIX IAHHBIX B OpraHax COLHAJILHOW 3allUTHl HAaceJIeHUS
BopoHexckoif 00macT¥ ¢ HCIIONB30BaHMEM CPENCTB aBTOMaTH3alMk H 0e3
UCIOJB30BaHMS TaKUX CPE/ICTB.

Hacrosmass IlomuTuka sABIsSeTCS METOJNOJOTHYECKOH OCHOBOH  IUIA
pa3paboTKH CIIeIyIOIUX JOKYMEHTOB:

— YacTHBIE MOJIENIU yrpo3 0e30MacHOCTH IEePCOHANBHBIX JaHHBIX MPH HX
00paboTke B HHPOPMAITHOHHBIX CHCTEMAX;

— aKkThl Kiaccudukanmuu HHGOPMAIMOHHBIX CHCTEM IePCOHAIBHBIX
JAHHBIX;

— mojioxkeHne  (mpaBWia)  OOpaOOTKHM  IEPCOHAIBHBIX  JAHHBIX,
yCTaHaBIUBAIOIIHE IMPOLEeyphl, HAallpaBlieHHbIE HA BRIABIICHHE H IIPEAOTBPALLCHHIE
HapylleHUH 3aKoHojAaTenbcTBa Poccuiickoii Menepammu B chepe mepcoHaNbHBIX
JAHHBIX;

— TOJIOXKEHHE O pa3pelIuTeNIbHOM CHCTeMe HOCTyla K IepCOHAIBHBIM
IOaHHBIM;

— IE€peYCHb I/IH(bOPMaI_II/IOHHBIX CHUCTEM IIEPCOHAJIPHBIX JaHHBIX;



— IepeYHH IIepCOHATBHBIX NAHHBIX, OOpabaThIBaeMBIX B  OpraHax
COIIMANILHOM 3aIlUTEl HaCeJeHHs O0JIaCTH B CBS3M C pealu3alueil TpyIOBBIX
OTHOIIIEHHUHN, a TaK)Ke B CBS3U C OKa3aHHEM COLMAIBHBIX YCIYT, COILMAIBHOMN
TTOJIEPXKKH;

— IepevyeHpb IOJDKHOCTeH ciyxaunmx JlemapTraMeHTa, ITOJIBeIOMCTBEHHBIX
YUpeXXIEeHUH, 3aMellleHIle KOTOPhIX MpelycMaTprUBaeT OCyIIeCTBIeHHe 00paboTKH
TIepCOHANBHBIX TaHHBIX JIMOO OCYIIEeCTBIEHHE JOCTYIa K IEPCOHABFHBIM TaHHEBIM;

— TUIIOBOE 0053aTeNbCTBO paboTHHUKa, HEITOCPEICTBEHHO
OCYIIECTBIIAIOMEr0 00pabOTKY MEPCOHANBHBIX JaHHBIX, B CiIy4ae YBOJIHHEHHUS
IpeKpaTUTh OOpabOTKY HEepCOHANBHBIX IaHHBIX, CTABIIMX H3BECTHEIMH €My B
CBSI3U C MCIIOTHEHUEM JIOJDKHOCTHBIX 00S3aHHOCTENH;

— TumoBas ¢opMma corjacusi Ha 00paboTKy IepCOHAIBHBIX HaHHBIX
PpabOTHUKOB OPraHOB COLMAJIEHOM 3aIMUTHI HaceJIeHUS O0JIACTH, HHBIX CYOBhEKTOB
IIepCOHANBHBIX JIaHHBIX, & TaKKe THIOBas ¢opMa pa3bICHEHUS CYyOBEKTY
MIEPCOHABHBIX JTAHHBIX IOPUAMYECKUX ITOCIEICTBHIM OTKa3a MPEIOCTaBHTH CBOH
nepCoOHAbHBIE JaHHEIE;

— TMOPSIIOK JOCTynma pabOTHUKOB B IIOMEIIEHHS, B KOTOPBEIX BeIETCA

06paboTKa MepCOHATFHBIX JaHHBIX.

4. IIpoueaypwnl, HampaBjieHHbIE HA BbIsIBJICHHE H NIPEAOTBPAILCHHE
HapymeHHnH 3axoHoAaTeabcTBa Poccuiickoii @enepannu B chepe

NEePCOHAJNBHBIX JTAHHBIX

OOpaboTka TIEepCOHAIBHBIX MAHHBIX B OpraHaXx COLIMAJBHON 3allUThI
HaceJIeHHsI OCYIIEeCTBIAETCS Ha 3aKOHHOM U CIIpaBeUIMBOM OCHOBe.

OpraHbl CcoOIMAIGHOM 3alUTHI HacelleHHs BopoHexckoit obnacTu
YCTaHABIMBAIOT CJEAYIOIIMe IPOLEAyphl, HAaIllpaBlICHHBIE HA BEIIBICHUE U
MpEeOTBpAllleHHe HapyIleHud 3akoHozaTenbcTBa Poccuiickonn Penepanuu B

cdepe nepcoHANBHBIX TaHHBIX:
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— W3J]aHWe HOPMATHBHBIX IPABOBBIX aKTOB (IIPUKA30B) IIO BonpbcaM
06pabOTKY M 3alUTH NEPCOHAIBHBIX JaHHBIX;

— Ha3Ha4YeHHWe OTBETCTBEHHBIX 3a OpraHM3aluio o0paboTku U obecrieyeHue
0€30MaCHOCTH IIEPCOHAIBHBIX TaHHBIX;

— ompelelieHHe COTPYAHHKOB, MIOMYIIEHHBIX K 00paboTke (momydeHwe,
XpaHeHHe, Ieperada U T.J4.) (mamee - ob6paboTka) mMepCOHANBHBIX JaHHBIX B
YUPEXXIESHHN U HECYIIMX OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOAATEIECTBOM
Poccuiickoit ®enepanyu 3a HapylIeHHE peXHMa 3aIUTHl 3TUX IE€PCOHAIBHBIX
JaHHBIX;

— O3HAaKOMJICHHE COTPYAHMKOB, HEMOCPEACTBEHHO  OCYIIEeCTBISIONIINX
00pabOTKy TMEepCOHAIBHBIX [JaHHBIX, IIOJ PpOCHHCH OO Hayaia paboThl C
MOJIOXKEHUAMU 3aKOHojarenbecTBa Poccuiickoir Penepamu 0 MEepCOHAIBHBIX
JaHHBIX, B TOM 4YHCJIE€ C TpeOOBaHMAMHM K 3allUTe IepCOHAIBHBIX IaHHEIX,
JOKyMEHTaMH, ONpeAeIIIOIUMH MOJIUTHKY YIPEKICHHS B OTHOLICHHH 00paboTKU
NEPCOHANBHBIX [JaHHBIX, JIOKAJbHBIMH aKTaMd [0 BompocamM o00pabOTKH
HEePCOHAIBHBIX TaHHBIX;

— IOJy4eHHEe IEePCOHAIBHBIX AAHHBIX JIMYHO y CyOBeKTa IMepPCOHAIBHBIX
JaHHBIX, B CIy4ae HelIeeCIOCOOHOCTH CyOheKTa MepCOHANBHBIX JaHHBIX COrJIacue
Ha 00paboOTKy ero IepCOHaNbHBIX MJAaHHBIX JdaeT 3aKOHHBIM IIpeJICTaBUTEINh
CyObeKTa MEepCOHANBHBIX JaHHBIX, B CI[ydae BO3HHKHOBEHHS HEOOXOIMMOCTH
MOJy4YeHHsI TIepCOHATIBHBIX IaHHBIX y TPeThed CTOPOHBI YUpekKACHHUE U3BeIaeT 00
3TOM CyOBeKTa IEepPCOHATBHBIX NaHHBIX 3apaHee, IOMydaeT ero IMUChMEHHOe
corjiacue M cooOIIaeT eMy O IeJAX, MpelArojiaraeMbIX HCTOYHUKaX M crocobax
MOJIy9eHUs IePCOHANIBHBIX JaHHBIX;

— NPUMEHEHHE IPaBOBHIX, OPraHHM3AIMOHHBIX M TEXHHYECKUX Mep IO
o6ec*1equmo 0€30MacCHOCTH NEPCOHABHBIX JaHHBIX;

— OmyONMKOBaHWE Ha  OQUIMAIFHOM  caliTe  y4YpeXXIeHHsI B

WHGOPMAITHOHHO-TEJIEKOMMYHHUKAIMOHHOM  cetn  MHTepHeT  JOKyMEHTOB,
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OTIPEIENAIONTNX MTOJIUTAKY YIPEXKACHUS B OTHOIIEHUN 00pabOTKU MepCOHATBHBIX
JIaHHBIX, peau3yeMble TpeOOBaHuUs K 3alIUTe NEPCOHANBHBIX JaHHBIX;

— OCYIIECTBIIEHHE BHYTPEHHET0 KOHTPOJS COOTBETCTBHA 00pabOTKH
[IepCOHANIBHBIX NaHHbIX @DenepaibHOMYy 3akoHy Poccuiickoii @enepanuu
ot 27 uronsg 2006 roma Ne 152-®3 «O mepcoHAIBHBIX JAHHBIX» U IPUHSITHIM B
COOTBETCTBUH C HUIM HOPMAaTHUBHBIMHU [IPAaBOBBIMHU aKTaMU, TpeOOBaHUSAM K 3aIlUTe
IIEPCOHAGHBIX JAHHBIX, IOJUTHKE YUYPEXJEHUS B OTHOIIEHHH 00paboTKu

IIEPCOHAIBHBIX JaHHBIX, JIOKAJIBHBIM aKTaM YYpPECXKICHUA.

5. O6paboTka nepcoHaILHBIX JAHHBIX

OOpaboTka MEPCOHATBHBIX JAaHHBIX — JI00Oe neicTBHe (OIeparus) WA
COBOKYIIHOCTb JISHCTBHII (omepariuii), coBepiiaeMbIX C HCIIOJIE30BaHUEM CPEIICTB
aBTOMAaTU3aluy MWIK 0e3 WCIOJB30BaHMS TaKHX CPEICTB C IEepPCOHAIbHBIMU
JaHHBIMM, BKJIo4yas cOOp, 3aluch, CUCTEMaTU3allMI0, HaKOILUIEHWe, XpaHEHWe,
yTouHeHUe (OOHOBJIEHME, W3MEHEHUE), W3BJIeUeHHUe, WCIIOIB30BaHUe, Iepenady
(pacmipocTpaHeHue, IpelOoCTaBI€HHUE, NOCTYII), 00e3NUYMBaHUe, OJIOKUpPOBAHUE,
yIaJeHue, YHHITOXKEeHHEe ePCOHABHBIX JaHHBIX.

Cucrema o0paboTku WHPOpPMAIUU — COBOKYIHOCTH CPEICTB M METOHOB
IOJIy4eHUs U nmpeoOpa3oBanus HHGOOPMAIIAK, TIO3BOJISIONIAs Ha OCHOBE HCXOTHOTO
MacCMBa JAaHHBIX  IIOJNIy4UTh COBOKYIHOCTh  BBIXOAHBIX  IIOKa3aTesei,
HEOOXOAUMEBIX JUIA aHAIN3a, KOHTPOJIS, INIAHUPOBAHUS, YIIPABICHUS.

O6paboTka TNEepCOHANBHBIX HAaHHBIX 0€3 HCIIOJB30BaHUS  CPEICTB
aBTOMAaTHU3allUi BKJIOYaeT B ceOs ro0ble TeHdCTBUS C MEPCOHANIBHBIMU TaHHBIMHY,
pa3MelleHHBIMI Ha MaTepUAIbHBIX HOCUTENSAX, OCYIIECTBIIEMYIO YEJIOBEKOM.

O6paboTka NEePCOHAIBHBIX JAHHBIX, COIEPXKAIIUXCS B MHGOPMAaLOHHOU
CUCTeME TIepCOHANBHBIX JaHHBIX JHOO W3BJICYCHHBIX W3 TaKOH CHUCTEMSL,
CUMTAETCS OCYIIECTBIEHHON 0€3 WCITOJNIb30BaHUsA CpEICTB aBTOMATU3ALUU
(HeaBTOMATH3UPOBAaHHOM), €CIIA TaKue AEUCTBUS C EPCOHAIFHBIMU JaHHBIMU, KaK

HCIIOJIB30BAHUE, YTOYHCHHUEC, PACIIPOCTPAHCHHEC, YHHYTOXKCHHE IICPCOHAJIBHBIX



12

JaHHBIX B OTHOIIEHHH KaXIOro U3 CYOBEKTOB IIEPCOHANBHBIX JaHHBIX,
OCYIIECTBIISIFOTCS TIPA HETIOCPEICTBEHHOM yYaCTUHU YelI0BEKa.

O6paboTka mMepCOHANBHBIX [NaHHBEIX HE MOXeT OBITh IpU3HaHA
OCYLIECTBIISIEMOM C HCIOJIb30BaHUEM CpPEICTB aBTOMATH3allMd TOJBKO Ha TOM
OCHOBaHHUM, YTO MTEPCOHANBHEIE JaHHBIE COlepiKaTcs B MHGOPMAIMOHHOM crcTeMe
MEePCOHANIBHBIX JaHHBIX, JINOO OBLIH U3BIICYECHEI U3 HEeE.

O6paboTka MEpPCOHATBHBIX [JAaHHBIX B HHGOPMAIIMOHHBIX CHCTEMax
IpeJICTaBIsLeT CO00M 00pabOTKy MEepPCOHANBHBIX JaHHBIX, COJAEpIKaIMXCcsa B 0azax
NaHHBIX C MCIOJNB30BaHUEM HMH()OPMAIMOHHBIX TEXHOJOTHH M TEeXHUYECKUX
CPEeICTB.

Ilox TeXHMYECKMMH CpEeACTBaMH, [MO3BOJIIIOIIMMH  OCYIIECTBIATH
00paboTKy IepCOHANBHBIX [aHHBIX, IMOHHUMAIOTCS CpEeACTBAa BBIYHUCIHTEIHHON
TEXHUKH, HHGOPMAIMIOHHO-BEIYHCIUTENFHBIE KOMIUIEKCEI M CETH, CpPEeACTBa H
CHUCTEMBI Ilepefjaud, IpHueMa U 00paboTKH MEepCOHATBHBIX TaHHBIX (CpelcTBa U
CHCTEMBI 3ByKO3aIIUCH, 3ByKOYCUJICHNS, 3BYKOBOCIIPOU3BEIEHHUS, TIEPETOBOPHEIE 1
TEIeBU3UOHHBIE  YCTPOMCTBA, CpencTBAa  HM3rOTOBIEHHUS, THPAKHUPOBAHHS
IOKYMEHTOB U IpyTUe TEXHUYIECKUE CPEICTBAa 00pabOTKH pedeBoi, rpapuuecKoi,
BUIO- U OyKBeHHO-IIM(pPOBOH HH(DOpPMAIMH), IIPOrpaMMHEBEIE CpeJCTBa
(omeparmoHHBIE CUCTEMBI, CHCTEMBI YIIpaBieHHs 0a3aMu JaHHBIX U T.II.), CPEACTBA

3aIUTH HHPOPMaIlUH, IPUMEHIEMBbIE B UH(QOPMAI[UOHHBIX CUCTEMAX.

5.1. Ilean o0paGOTKH NMEpPCOHAJbHBIX JAHHBIX B OPraHax cOIHAJbHOMI

3aIUThI HACEJICHHUSA BOPOHC)KCKOﬁ obJaacTu

OObpaboTka MepCOHANIBHBIX néHHHx B OpraHax COIMAJIbHOM 3alUTHI
HaceneHUus BopoHexckoil o0nacTm oOCyIIecTBISETCS B LENSIX MCIIOTHEHUS
[IOJITHOMOYMIA 10 COLMATBHOMY OOCIYyXMBaHHIO ¥ COLMAIBHOM MOAIEpIKKE
rpaxnaH, ompeneleHHBIMUA (enepaTbHBIMA M PErMOHAIBHBIMU HOPMAaTHUBHBIMU

IIPaBOBEIMH aKTaMH, a TaKXXe BeACHUS KaJpoBOil paOOThl U OyXraliTepcKoro ydJera.
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S.2. IlpuHnUNDBI padoThI C NEPCOHATLHBIMH AAHHBIMH

O6paboTKa IepCOHANBHBIX JAHHBIX OCYLIECTBISETCS HAa  OCHOBE
TIPUHITUIIOB:

1. O6paboTka MEepPCOHANBHBIX JAaHHBIX OCYIIECTBISETCS Ha 3aKOHHOH H
CITpaBeJINBON OCHOBE.

2. O6paboTKa NEPCOHANBHBIX JaHHBIX OrPaHUYMBAETCH [IOCTHXKEHHEM
KOHKDETHBIX, 3apaHee OIpelelleHHBIX U 3aKoHHBIX Ienedl. He nmomyckaercs
00paboTka TEepCOHANBHBIX HAaHHBIX, HECOBMeCTHMas C [ellsiMH cOopa
IePCOHANBHBIX JaHHBIX.

3. He nomyckaercs o6beauHeHre 6a3 NaHHBIX, COJIEP)KAINUX ITEPCOHAEHBIC
IaHHble, 00paboTKa KOTOPHIX OCYIIECTBISIETCS B LEISAX, HECOBMECTHMBIX MEXIY
co0oii.

4. O6paboTke MOAJIEXAT TOJNBKO I€PCOHANBHBIE [OaHHBIE, KOTOPBIE
OTBEYAIOT LIEJISIM UX 00PaOOTKH.

5. Comepxxanne u 00peM 0OpabaThiBaeMBIX IEPCOHATBHBIX ITaHHBIX
COOTBETCTBYIOT 3asiBIEHHBIM I1eJisiM 00paboTku. O6pabaTbiBaeMble IEpCOHATBHBIE
IaHHbIe He TOJDKHBI OBITh M30BITOYHBIMHU 110 OTHOIIIEHHUIO K 3asBJIEHHBIM LIETISIM HX
06paboTKH.

6. IIpu 00paGoTKe IEepCOHAIBHBIX JaHHBIX O0ECHedMBarOTCS TOYHOCTH
IEPCOHANBHBIX JaHHBIX, HX JIOCTaTOYHOCTh, & B HEOOXONUMBIX CIIydasX U
aKTyaJIbHOCTb IO OTHOIICHHUIO K LESIM 00pabOTKH ITEPCOHAIBHBIX JAHHEIX.

7. XpaHeHWe TIepCOHANBHBEIX JaHHBIX OCYIIECTBIsieTcs B  (opwMe,
MO3BOJLTIONIEH ONpeNeNuTh CyOBheKTa MEePCOHANBHBIX MAaHHBIX, He IOJBIIE, YeM
3TOro TpeOyIoT Held OO0pabOTKH NEePCOHANBHBIX IaHHBIX, €CIM CPOK XPaHEHUS
IIEPCOHANIBHBIX JaHHBIX HE YCTaHOBJEH (enepalbHBIM 3aKOHOM, JIOTOBOPOM,
CTOPOHOM KOTOPOTO, BBIFOMOIpHOOpeTareseM WM HOpPYydYHUTE]IeM II0 KOTOPOMY
SIBIITETCS CyOBEeKT IepCOHANBHBIX HaHHBIX. (OOpabaTbiBaeMble IlepCOHAJIBHBIE

JAaHHBIC ITOAJIEXAT YHHYTOXCHHIO 00 00E3TUYMBAHHUIO IO JOCTHXXCHUH mejaeun
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00paboTKN WM B Cilydae yTpaThl HEOOXOAMMOCTH B JIOCTIDKEHHM JTHUX IIeNIeH,

€CJIM MHOE He NPeIyCMOTPEHO (eiepaTbHbIM 3aKOHOM.

5.3. CocraB nepcoHaJbHBIX JAHHBIX

CoctaB (00BeM U cojepxaHHe) IEePCOHAIBHBIX JaHHBIX OIPEeIeTCs
HOPMaTUBHBIMH  TPaBOBBIMH  aKTaMH,  yCTaHaBIMBAIOLIUMH  IOPSIOK
IIPEIOCTaBICHUS] Mep COLMAJIBHOM MOANEPKKH, COMUAIBLHOrO OOCIyXHBaHUS,
KaJIpoBOro, OyXraJITepCKOro y4dera, MHBIMH JOKyMEHTaMU, periaMeHTHPYIOLIMHI
MOPSIIOK  OCYINECTBIEHUS! (YHKIUA OPraHoB COIMAIILHON 3allUuThl HaceJeHUsS
Boponexckoii o6mactu. CoctaB MepCOHANBHBIX JaHHBIX HE OJDKEH IPEeBHIIIATh
nepedeHb HMHGOpPMAaNMK, HEOOXOAWMOW I  pealiu3alui  KOHKPETHBIX

TOJITHOMOYHIA.

S.4. Kareropuu cy0beKTOB, IEpCOHAJbHBIE JaHHBIE KOTOPBIX
00pabaThIBaIOTCH B OpPraHax CONHAJIbHOI 3aIHATHI HaceleHus Boponexckoii

obJ1acTH

K  xareropusiMm  cyOBeKTOB, IEpCOHAIbHBIE  JaHHbIE  KOTOPBIX
oOpabaTbIBalOTCSI B OpraHax COLMAJIBbHON 3allUThl HaceleHus BopoHexckoi
o0JacTH, OTHOCATCA:

— TOoCyIapCTBEHHBIE IpaKJJaHCKUE cilyxamue /lenapramenTa;

— paboTHMKH, 3aMemamomue B JlemapramMeHTe JODKHOCTH, HE
SABJISAIOIIMECS  JTOJDKHOCTAMH ~ TOCYZAapCTBEHHOM  IPaXXIaHCKOU
CITYXOBI;

— pabOTHHMKU MOJIBEJOMCTBEHHBIX JlemapTaMeHTy y4peKaeHUN;

— KaHJWJAThl HAa 3aMEILeHUEe BaKaHTHBIX JOJDKHOCTEH U Ha BKIIIOYCHME

B KaJ|pOBhIii pe3epB [lenapramenTa;



15

— TrpaxmnaHe, oOpaTHBIIHeECS B OPraHbl COLMAIBHON 3aIlUTHl HACeIeHUA
BopoHexxckoit 00jacTH B IeIAX TOIY4eHHS Mep COLHAIBHOU

ITOIIEPIKKH, COITAATTBHOTO 00Ty KUBAHHUS.

5.5. Cpoxu 00paboTky H XpaHeHHS NEPCOHAIBLHBIX JAHHbIX

IlepcoHanpHbIe TaHHBIE, CBS3aHHBIE C pealN3alyeil TPyJOBBIX OTHOILECHUM,
0o0pabaTrIBalOTCS U XpaHATCS B TEUCHHE CPOKa MEHCTBHS CIIy)KeOHOro KOHTpakTa
(TpymoBoro moroBopa) W B TeudeHHe 75 (CeMHOECATH IISATH) JIET IIOCIE €ro
MpeKpaIleHus.

IlepconanbHbBIe JaHHBIE, CBS3aHHBIE C IIPEeOCTaBIEHUEM Mep COLMAIbHOM
HOIEPKKH, COLUAIBHOIO OOCIyXHBaHHS, 00pabaTHIBAIOTCA W XPAHATCA MO
JOCTIDKECHHS LIEeTM X 00pabOTKH, B COOTBETCTBUU C MpaBHIaMH OyXrajlTepcKoro
y4eTa M B COOTBETCTBHM C IlepedyHeM THIOBBIX JOKyMEHTOB, 0Opa3yIOIMXCS B
JIEATEeIIbBHOCTA TOCKOMHUTETOB, MUHHUCTEPCTB, BEJJOMCTB U JPYTUX YUPEKIECHUM,
OpraHu3alvi, NPEeaNnpusATUd, C yKa3aHWEM CPOKOB XpaHEHUS», YTBEPKICHHBIM
HadaJbHUKOM I'naBHOro apxusHoro ympasieHus npu Cosere Munucrtpos CCCP

15.08.1988 (B pemakiusax ot 06.10.2000, ot 31.07.2007).

5.6. Ilopsiaok YHHYTOKeHHS NEPCOHATbHBIX JAHHBIX NPH JOCTHKEHHH

neJiei 06padoTKH HJIM IPH HACTYIUICHHH HHBIX 3aKOHHBIX OCHOBaHHUH

B cioyyae mocTrkeHHs e oOpabOTKH MEPCOHATBHBIX JAHHBIX 00paboTKa
MIEPCOHAIBHBIX JAaHHBIX OMNEPaTOpOM IIpeKpalaeTcs, IepCOHANBHBIC JTaHHBIE
YHUYTOXAIOTCS B CPOK, HEe MPEBBIMAIOINUAN TPUIIATH JHEH C MaThl JOCTHXKEHHUS
IenH OOpabOTKH TEePCOHANBHBIX MAHHBIX, €CJIH HHbe HE TPEayCMOTPEHO
CIIy’)keOHBIM KOHTPAKTOM, JOrOBOPOM WM COIJIALIEHHEM, CTOPOHOM KOTOPOIo
SBIITETCS CyOBEKT IEPCOHANBHBIX IaHHBIX, JIMOO €ciaM omepaTop He BIpaBe
OCYIIIECTBIATh OOpabOTKY TMepCOHANBHBIX MAaHHBIX 0e3 cornacus cyOnekTa
MIEPCOHANBHBIX JJAHHBIX HA OCHOBaHUAX, MPEIyCMOTPEHHBIX (enepaabHBIM

3aKOHOOAaTCIBCTBOM.
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B ciydae oT3bIBa CyOBEKTOM MEPCOHATBHBIX JAaHHBIX COTVIACHS Ha 00paboTKy
€ro IMEpPCOHANBHBIX JaHHBIX HX 00paboTKa oIepaTopoM IpeKpalaeTcs, U B
cllydae, ecli COXpaHEeHHe MMePCOHANBHBIX JaHHBIX Ooslee He TpebyeTcs i Ienei
00paboTKM IMEePCOHANBHBIX JaHHBIX, MEPCOHATIbHBIC JaHHBIE YHUUYTOXAIOTCS B
CPOK, HE IPEBBINAIOIIUN TPHUALUATH JHEW ¢ [OaThl MOCTYIUICHHS YKa3aHHOIO
OT3BIBa, €CII UHOE HE MPEAyCMOTPEHO CIIy>KeOHBIM KOHTPAaKTOM, JOIOBOPOM HIIU
COIJIAIlIeHHEeM, CTOPOHON KOTOpPOTO SIBISETCS CYOBEeKT MEepCOHATBHBIX JaHHBIX,
JU00 eciIi orepaTrop He BIpaBe OCYIIECTBIATh, 00pabOTKy NEPCOHATBHBIX JaHHBIX
06e3 cormacus CyObeKTa  TMEpPCOHANBHBIX  JaHHBIX Ha  OCHOBaHUSX,
IIPEAYCMOTPEHHBIX (peiepabHBIMU 3aKOHAMIL

YHHUUYTOXXEHHE HOCHUTENed IepCOHAIBHBIX MAaHHBIX, YTPATHUBIIUX CBOE
MpaKTHUYeCKOe 3HAYeHHEe U He TOIeKAIINX apXUBHOMY XpaHEHHUIO, IPOU3BOAUTCS
Ha OCHOBAHMHU aKTa YHUUYTOXKEHHUS, yTBEPKIaeMOT0 pyKOBOJUTEIEM OIepaTopa.

Pemenne 00 ynaneHuu (CTUpaHHMM) 3aIUCel, CONEPXKAIMX MEepPCOHATHHBIE
JaHHble, B DJEKTPOHHBIX 0a3aX MaHHBIX MPUHUMAETCS COTPYAHHUKAMH,
JOITyIIEHHBIMU K 00paboTKe MepCcOHANBHBIX JAaHHBIX CaMOCTOSTENFHO B CPOK, HE
MPEeBBINIAOIUN TPUAIATH JHEH M0 TOCTIKEHHUH Hefieit 00pabOTKU WM ¢ MOMEHTA
yTpaThl HEOOXOIMMOCTH B IOCTHXKEHHH STUX IEJIEH.

Caenenus, copepkaliie epcoHalbHbIE TaHHbBIC, 1 OTHOCUMBIE K apXUBHBIM
IOKyMEHTaM, 0o0pa3yloIIMMcS B Ipoliecce IESTeFHOCTH OpPraHOB COIMAIBHOU
3aIUTHl HaceleHns BopoHexckoil 00acTH, BKIIIOYAIOTCS B COCTaB AJIEKTPOHHBIX
ApXUBOB M XPaHATCA COINIACHO YCTAHOBJICHHBIM 3aKOHOJATEIhCTBOM CpPOKaM
OTIENbHO OT 0a3 JaHHBIX HHPOPMAIMOHHBIX CHCTEM OpPraHOB COLIMAIbHOH

3aIllUTHI HaceleHusT BopoHeKckoi 061acTH.
5.7. IlpaBmaa paGoTbl ¢ 06e3THYEHHBIMH IEPCOHAILHLIMH JaHHBIMH
OOe3nuurBaHNe MEPCOHANBHBIX NAaHHBIX B OpraHax COLUAIbHOW 3alllUTHI

HaceneHNss BOpoHEXCKOH 061acTH MPOBOAMTCS C LEIBI0 CHIDKEHHS ylepda oT

pasriamcHuad IICPCOHAJIBHBIX JAaHHBIX, CHIDKCHHA Kilacca 3allUIEHHOCTH
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UHGOPMAIIMOHHBIX CHCTEM IIEPCOHANBHBIX JAHHBIX M MO JOCTIDKEHUH Ileneit
00paboTKH MEePCOHANBHBIX AAHHBIX WM yTpaThl HEOOXOAMMOCTH B IOCTIDKCHUHU
3THX LeNeH.

Crioco0bI 00e3THIHMBaHUS IEPCOHATBHBIX TAaHHBIX:

— 3aMeHa YaCTH CBEICHHH UICHTH()UKATOPAMH;

— 0000111eH1e — TOHMKEHHe TOYHOCTH HEKOTOPHIX CBEICHHIA,

— JeNleHWe CBeJeHHWid Ha dYacTH W o0paboTka B  Pa3HBIX
MH(GOPMAIIMOHHBIX CUCTEMaX.

Pemenne o HeoOxomuMocTH 0OO€3MTMYMBAHUSA TIEPCOHANBHBIX JTaHHBIX
IIPUHUMAET PYKOBOJUTEND YIPEIKICHHU.

OTtBeTcTBeHHBIH 3a obecmedeHHe O€30MACHOCTH IEPCOHANBHBIX HaHHBIX
TOTOBHUT MPEIONKEHHS 110 00E€3THMIMBAHHIO IEPCOHANBHBIX JAaHHBIX, 000CHOBaHHE
TaKoM HEOOXOMUMOCTH U CIIOCOOBI 00e3IMUYNBaHHUS. |

[Tepeduerp MODKHOCTEH COTPYIHHUKOB, OTBETCTBEHHBIX 3a TPOBEICHHE
MEpOIIpUATHH TO O00E3TMYUBaHUIO 00pabaThIBaéMbIX NEPCOHAIBHBIX IaHHBIX,
YTBEPXKIAETCS MIPUKA30M OIlepaTopa.

KoHTpons 3a coOmofeHHeM mNopsaaKa OOe3MHYHBAHUSA IEPCOHATBHBIX
JAaHHBEIX ~ OCYIIECTBJISET OTBETCTBEHHBHIH 3a ofOecmeueHHe O€30MacCHOCTH
NEPCOHABHBIX [MaHHBIX B paMKax BHYTPEHHEr0 KOHTPOJISI COOTBETCTBHUS
00pabOTKH TEepPCOHANBHBIX MaHHBIX YCTAaHOBJICHHBIM TpeOOBaHUSAM K 3alllHTe

IIE€PpCOHAJIBHEIX JaHHEBIX.

5.8. V¥YcaoBus 006paboTky NepcOHANBHBIX JAHHBIX

O6paboTKa MepCcOHANBHBIX JaHHBIX OCYIIECTBIIIETCS OIIEPATOPOM C COTTIACUs
CyOBEKTOB IEPCOHAIBHBIX JaHHBIX, 32 HCKIIIOYEHUEM CITy4aeB, IIPEyCMOTPEHHBIX
(benepanbHBIM 3aKOHOATEIECTBOM.

B cmydae, ecniu B paMKax AEMCTBYIOIIETO 3aKOHOAATEIbCTBA UM B LEIAX
peaji3aliy CBOHMX ITOJIHOMOYHI OIlepaTop Ha OCHOBaHHMHU JOTOBOPa (COTTIAIIECHN)

OCYLIECTBIIAAECT I€penavyy WKW IIONYUYCHHE II€PCOHAJIBHBIX HAaHHBIX OT IAPYyroro
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JIMIa, CYIIECTBEHHBIM YCIOBHEM JoroBopa (coryamieHus) TOJDKHA SBISATHCS
00513aHHOCTB obecrieyeHns CTOpOHAMH JIOTOoBOpa (cornamreHus)
KOHGUISHIINATBFHOCTH TEePCOHANBHBIX JaHHBIX W 0€30MMacCHOCTH ITePCOHAIBHBIX

JTAHHBIX TIpH UX oOpaboTke.

5.9. Cornacue cy0neKkTa NepcoOHANBHBIX JAHHBIX Ha 00paloTKy cBOHX

NEePCOHAJBHBIX JAHHBIX

CyOBexT mepCcoHaJIBHBIX JaHHBIX IIPUHHAMAET pellleHHe O NPeIOCTaBICHUN
CBOUX TNEPCOHAIBHBIX JaHHBIX U JaeT corjachue Ha uX oOpaboTKy CBOe BoJiei U B
cBoeM mHTepece. Corylacue Ha oOpabOTKy INepCOHAIBHBIX JaHHBIX MOXET OBITh
OTO3BAaHO CyOBEKTOM IEPCOHAITBHBIX JaHHBIX.

B cBs3u Cc 3ag4BUTENBHBIM NPUHIIAIIOM IPEIOCTABICHUS Mep COLUAIbHOM
MOJJIEP)XKH M COLMATIBHOTO OOCTYXXHUBaHUS corylacHe CyOBheKTa MepCOHATBHBIX
MAaHHBIX Ha O0OpaboOTKy CBOHX IIEPCOHANBHBIX MAaHHBIX B IEIIX TOTyYEHUS
COIIMAIIBHOM TOAMEPKKH, COLHAIBHOTO OOCIYy>XHBaHHS BKIIIOUYAEeTCS B COCTaB
3asBJIEHUS TPaXKIaHUHA WA €ro 3aKOHHOT'O IIPeACTaBUTEIIS.

TumoBass ¢opma corjacuss Ha o00pabOTKy T€pCOHAIBHBEIX JTaHHBIX
pabOTHUKOB OPraHOB COLIMAJIFHOM 3aIlIUTHI HaceJieHUs MpUBeeHa B MPUIIOKEHUU
1 x gacTosuieit Ilomutuxe.

B ciydyae oTka3za rpaXJaHHHOM IIpEeIOCTaBUTH IEPCOHAIBHBIE IaHHBIE,
YTBEPXKICHHbIE TOPSAKAMHU IIPEIOCTABICHHUs MEp COLUAIBHON INOANEPKKUA WU
COIIHMAJIBHOI'O OOCIIY>KHBaHUS, WJIH B COTJIACUU Ha UX 00paboTKy omepatop o0si3aH
Pa3bACHUTH CYOBEKTY IIEPCOHAIBHBIX JAHHBIX IOPUIUYECKUE MOCIEACTBUS TAKOrO

OTKa3a.

5.10. IIpaBo cy0beKkTa NepcOHANBHBIX JAHHBIX HA JOCTYNl K CBOHM

NEePCOHAJIBbHBIM JAHHBIM
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I'paxkmanuH (ero 3aKOHHBIM IpPENCTaBUTENh) MMEET IIPaBO HA IIOIy4YEHHE
cBeleHUN 00 omeparope, 0 MecTe €ro Héxoxcneﬂnx, 0 HaJMYMHU y omeparopa
IIEPCOHATBHBIX TaHHBIX, OTHOCAIIMXCS K TPaKIaHHUHY, a TAKXKe Ha 03HAKOMIICHHE
C TaKkAM{ IIEPCOHAIBHBIMH JaHHBIMH. [paXJaHuH BOpaBe TpebOBaTh OT
omepaTopa yTOYHEHHS CBOMX IE€PCOHAIBHBIX JAaHHBIX, WX OJIOKMPOBAHHA HIIU
VHUYTOXEHUS B CiIydae, €ClM IIepCOHaJbHBIE JAaHHBIEC SBISIFOTCA HEIIOIHBIMH,
yCTapeBIIMMH, HEJOCTOBEPHBIMH, HE3aKOHHO IOJyYCHHBIMU WM HE SBISAIOTCA
HEOOXONUMBIMH JUISI 3asBJICHHOM Ieu 00paboTKM, a Takke INpUHUMATh
MPeayCMOTPEHHBIE 3aKOHOM MEPHI 110 3aIlATe CBOUX IIPaB.

CBeneHus: 0 HAUIMYUM TIEPCOHANBHBIX JAHHBIX MPEIOCTABISIOTCS CYOBEKTY
MEPCOHAIBHBIX JAaHHBIX ONEPaTOPOM B JIOCTYIHOH ¢dopMme, U B HUX HE JIOJKHBI
COJIEPXKAThCS IEPCOHANBHbIE JaHHBIE, OTHOCAIIMECS K JAPYrMM CcyOBbexTam
IIePCOHATBHBIX NAHHBIX.

JocTyn X CBOMM IEepCOHAIBHBIM JaHHBIM IIPEIOCTABIISICTCS CyOBEKTY
[IEPCOHANBHBIX JAHHBIX HIJIA €ro 3aKOHHOMY IPEACTAaBHTENI0 OIEPaTOpoOM IpH
obpareHuy OO0 MPH MONyYEHUH 3arpoca CyObeKTa IEPCOHANBHBIX JaHHBIX WU
ero 3aKOHHOI'O IpeICTaBUTENSA. 3almpoc JOHKEH COAEep)KaTh HOMEP OCHOBHOTO
JOKYMEHTa, yJIOCTOBEPSIOIIET0 JTUYHOCTh CyOBeKTa MepCOHAIBHBIX NaHHBIX HIIU
ero 3aKOHHOT'O TIPEJCTABUTENIS, CBEJICHUS O JIaTe BBIIaYd YKa3aHHOTO JOKyMEHTa U
BEIZIABIIIEM €r0 OpPraHe U COOCTBEHHOPYYHYIO IOMAINKCH CyOBEKTa MEePCOHATBHBIX
JIaHHBIX WM ero 3aKOHHOI'O IPEeICTaBUTENS. 3alpoc MOXKET OBITh HallpaBlieH B
3IEKTPOHHON (opMe W TOANKMCAH JJIEKTPOHHON IONMKCHI0 B COOTBETCTBUU C
3aKOHOAAaTeILCTBOM Poccuiickoit @enepauu.

Obparennss cyOBEKTOB IIEPCOHANBHBIX JAHHBIX O COONIONGHUHM HX
3aKOHHBIX IIpaB PETHCTPUPYIOTCS OIEPATOpPOM B CIIELHAIBLHOM XypHaiue. PdopMma
JKypHaJla TIpUBe/ieHa B IpioxeHuu 2 K Hactosei [lomutuke.

I'paxkmanuH HWMeeT MPaBO Ha NONydeHHEe HH(OpMaLnK, Kacaromencs
06pabOoTKM ero NepcOHANBHBIX JAHHBIX, B TOM YHCJIE COAEp KALIEH:

— moaTBepkaeHue (dakTa oOpabOTKHU MEepCOHATBHBIX JAaHHBIX OIEPaTOpOM,

a TaKXxe LeJib Takoi 06paboTKy;
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— crmocoObl  00pabOTKM  NEpPCOHANBHBIX  JAaHHBIX, IPUMEHSIEMBIE
OTIepaTopoM;

— CBEIEHHS O JHIaX, KOTOPble MMEIOT HOCTYN K IEPCOHAIBHBIM JIaHHBIM
HJIH KOTOPBIM MOKET OBITh NPEeIOCTABIIEH TAKOH JOCTYTI,

— mepedeHb 00pabaThIBAEMBIX IMEPCOHANBHBIX HAHHBIX M HCTOYHUK HX
MOy 4EeHHUS;

— CpOKH 00paboOTKH IMEepCOHATBHBIX JaHHBIX, B TOM YHCJIE CPOKH HX
XpaHEeHUS;

— CBEJleHUs] O TOM, Kakuhe IOpHAMYECKHe IIOCHEeNCTBUSA Ui CcyObekrTa
MIEPCOHATIBHBIX JaHHBIX MOXET MOBJIeYb 3a co00i 00paboTKa ero MmepCOHATBHBIX

IAHHBIX.
6. Ob6ecneuenne 6e30nNaCHOCTH NEPCOHAJIBHBIX JAHHBIX

be3omacHOCTh MEPCOHANBHBIX MaHHBIX IOCTHTAeTCsS ITyTeM HCKIIOYSHUS
HECAaHKIIMOHUPOBAaHHOTO, B TOM YHCII€ CIyYaifHOT0, HOCTyHa K MepCOHATBHBIM
IaHHBIM, pe3yJBTaTOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, W3MEHEHHe,
OJIOKHpPOBaHUE, KOIMMUPOBaHHE, PACIIPOCTPAHEHHE TEPCOHABHBIX TaHHBIX, & TAKXKe
UHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUIA.

OCHOBHBIMH HalpaBJIeHUSIMH oObecriedeHuss 0e30macHOCTH IEePCOHAIBHBIX
IOaHHBIX SBIISIOTCS:

a) TPOBEICHHWE MEPOINPHUATHI, HAlpaBIeHHBIX Ha MPeJOTBpalleHHe
HECAHKI[HOHUPOBAHHOT'O JAOCTYITa K IEPCOHATBHBIM JaHHBIM U (MJIH) Iepeadn uxX
JIMIIaM, He HMEIOIIMM IIpaBa AOCTYyIa K TaKoi HHpOpMAaIHY;

0) obecmeyeHue CBOEBPEMEHHOTO oOHapy)eHUs (dakToB
HECAHKI[HOHUPOBAHHOT'O TOCTYIIA K IEPCOHATBHBIM JaHHBIM;

B)  HEIOITyIIeHHE BO3NeHCTBHS ~ Ha  TEXHHYECKHe cpencTBa
ABTOMAaTH3UPOBAHHON 00pabOTKH IEpCOHABHBIX JAaHHBIX, B pe3ybTaTe KOTOPOIro

MOJXXeT OBITh HapYIIECHO UX QyHKIMOHUPOBAHUE;
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r) obecredyeHue BO3MOXHOCTA HE3aMEIJIUTEIBHOTO BOCCTAHOBJICHHUS
IIEPCOHAIBHBIX JaHHBIX, MOOU(HUIMPOBAHHBIX W YHHUYTOXKCHHBIX BCJIEICTBUE
HecaﬁKuHOHHpOBaHHoro IOCTyTIa K HAM;

) TOCTOSIHHBIM KOHTPOJIb 3a OOECIIeYeHHEeM YpPOBHS 3alllIIEHHOCTH

NEPCOHAJIBHBIX JaHHBIX.

6.1. Oprasu3zanuHoHHAas CTPYKTYpa ylnpaBJjieHHeM HHGOpPManHOHHOMH

0e30acHOCTH

B nmemax 3¢@exTUBHOrO YIpaBlIeHHS CHCTEMOM 3allUTHl ITePCOHATBHBIX
IaHHBIX OpraHOB COLMAJIBHOM 3alMUTHl HaceleHHWs BopoHexckoit obnacty,
CBOEBPEMEHHOI'0 pearnpoBaHMs Ha M3MEHEHHS B HMH()OPMAIMOHHOW CTPYKTYpe,
CYIIECTBEHHO BIIUSIOUINX HA YCTAHOBJIEHHBIE YPOBHU 06€30IIaCHOCTH HH(POPMAILIUH,
B JlenapTaMeHTe co3aeTcsl HEMITaTHOE MOIpa3/iesieHre 0 3aluTe HHopMarmm —
KOMHUCCHSI N0 oOOecliedeHnI0 0e30IIacHOCTH ITEPCOHANBHBIX NaHHBIX (Hmaiee —
Komuccus). B coctaB koMuCCHI BXOIST:

—npencenarens KoMuccnn, Ha3HauYaeMBId W3 YHCIA 3aMeCTHTelNei
pykoBoautens JlemapTaMeHTa,;

— 3aMecTuTeNs npeacenarens Komuccnn — cOTpyIHUK CIIy>KOBI yIIpaBiIeHUS
nmepcoHaioM [JlemapraMeHTa, OTBEYAIOIIM 3a IUIAHUPOBAaHWE .M KOHTPOIb
BEHITIOJIHEHUSI OPraHU3allMOHHBIX MEPOIPUATUN Mo 6e30macHOCTH MH(pOpManuu U
IIEPCOHATBHBIX JaHHBIX;

—3aMecTUTeNs  mpencenatenss KoMuccMM —  COTPYOHHMK — CIIyXXOBI
WH()OPMAIIMOHHEIX TEXHOJIOTHI, OTBEYAIOIIMIA 3a IUIAHWPOBAaHUE W OPTaHU3ALUIO
MepONpHUATHH 1O obecnedeHut0 0e30IacHOCTH HHGOpMAlMd M IIEPCOHAIBHBIX
IaHHBIX B THQOPMALIMOHHEIX CUCTEMAX;

—yreHbl KoMHCCMHM — COTPYIHUKH CTPYKTYPHBIX IOJpa3fesIeHUN

JlemapTaMeHTa U TIOJIBEIOMCTBEHHBIX YUPEXKACHHM.
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B mensx peanuzanuy MepOIpHATHA MO OOeCHeueHUI0 O0e30IMacHOCTH
MEePCOHANBHBIX MOaHHBIX B JlemapraMeHTe U BO BCeX IOJBEJOMCTBEHHBIX
YyUpEXIeHUIX Ha3HAYal0TCS OTBETCTBEHHBIC JTUIIA.

s pa3paboTKM W OCYIIECTBICHHS MEPONPHATHA II0 OOeCIeYeHUIO
0e30IMacHOCTH MEePCOHAIBHBIX IaHHBIX NPU X 00paboTke 0e3 HCIOJIb30BaHUSA
CpPelICTB aBTOMATHU3AaIlMH IPHUKAa30M PYKOBOAWTENS HA3HAYAIOTCHA OJDKHOCTHBIE
JWIA, OTBETCTBEHHBIE 3a olecriedeHrne 0e30IIaCHOCTH IEePCOHATBHBIX TaHHBIX C
y4eTOM KlIacCU(UKALUU ePCOHATBHBIX JaHHBIX. B 4aCTHOCTH, OTBETCTBEHHBIM 32
0e30MacHOCTh IEepPCOHAIBHBIX JaHHBIE pPaOOTHHKOB Ha3HauaeTcd pabOTHHK
KaJpOBOH CIIy>kKObI, OTBETCTBEHHBHIM 3a 0€30MacHOCTh NEPCOHAIBHBIX ITAHHEIX,
oOpabaTpiBaeMbIX B  OyxraaTepckoit  ciyx0e, Ha3sHadaeTcs  pabOTHHK
OyXTaJITepCKO#t CITyKOHI.

Jns pa3paboTKM U OCYIIECTBICHHS MEPOIPHATHIA II0 OOECIEeUEHHUIO
0€30MacHOCTH IePCOHANBHBIX MAHHBIX NPH HX 00paboTke B HHGMOPMAIHOHHBIX
cCUCTeMaXx MPUKA30M PYKOBOIHUTENS IOJDKHBI OBITh Ha3HAYEHBI OTBETCTBEHHEIE 32
obecrieueHre 6€30I1aCHOCTH MEePCOHATBPHBIX TaHHBIX:

1. B uHpOpMamMOHHBIX CHCTeMaX, NpeAHa3HauYeHHBIX Ui 00pabOTKH
INEPCOHANBHBIX JAHHBIX TpPaXJaH B LENAX IMPEeIOCTaBICHUS COLUAIBHON
MTOAJIEPXKKH, COLUATBHOTO 00CITYKUBAHHS:

- B JlemaprameHte — paGOTHUKH OTHeNa pa3BUTHSA MH(GOPMAIIMOHHBIX
pecypcoB;

- B ITOJIBEIOMCTBEHHBIX YUPEKICHUAX — PAOOTHUKH YIPEXKICHUH;

2. B umHpOpManHOHHBIX cHcTeMaX, MpeaHa3HaYeHHBIX IS 00paboTKH
MIEPCOHAJIBHBIX JaHHBIX COTPYAHHKOB OpPraHOB COIMAJIFHON 3alllUTHl HACEJICHUS B
LEeJSX OCYIIECTBIEHHS KaJpoBOro ydera, — pabOTHHUKH KaJApOBOH CITy>KOBI.

3. B uHpOpPManHMOHHBIX CHCTeMaX, MpeaHa3HauYE€HHBIX IS 00paboTKH
MePCOHABHBIX JTaHHBIX COTPYAHHKOB OPraHOB COLMATIHHON 3aIllUTHl HACEICHHUS B
LeIsIX OCYIIECTBICHUS OyXraliTepcKoro yuera, — pabOTHUKU OyXrairepckou

CITYKOBI.
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O6mee pyxoBoxcTBO paboramMmum 1O obecmedeHHio 0Oe€30MacCHOCTH
IIEPCOHAIIBHBIX NaHHBIX B OpraHax COLMAJIbHOM 3alllUThl HACEJICHUS OCYIIECTBIISET
npeacenarens Komuccuu. HemocpeacTBeHHOe pPyKOBOACTBO M KOHTPOJIb 32
obecrieyeHreM 0e30IIacHOCTH  IEpCOHAIBHBIX  JaHHBIX  BO3JaraeTcs Ha
3aMeCTHUTelIeH ITpeaceaaTesss KOMUCCHUH.

PykoBoacTBO opranmszaiueit pabor mo obecnedeHHI0 HH(DOPMAIHMOHHOM
0€e301acHOCTH B IOJBEIOMCTBEHHBIX yUPEXKICHHUSX OCYIIECTBISET PYKOBOAUTEIb
3TOr0 YUPEKICHHUS.

CotpynHuku CTPYKTYPHBIX noapas3ieneHu N JenaprameHnTta 51
IIOABEIOMCTBEHHBIX YUpPEXIEHUMN, OTBETCTBEHHBIE 3a BOIPOCH OOecIeYeHus
0e30macHOCTH NEPCOHANBHBIX JaHHBIX B CBOMX MOApAa3JeNIeHHUSIX, OPraHU3yIoT
IUIAaHUPOBAHKUE U KOHTPOJIb BEIIOJHEHUSI MEPOIPUITHI IO 3allUTe IIepCOHABHBIX
JAHHBIX B IOApPa3eICHIX.

JIOIOKHOCTHBIE JULA MTOABEAOMCTBEHHBIX YUpPEKJIECHUM, OTBETCTBEHHBIE 32
obecrieueHre O€30MACHOCTU IIEPCOHANBHBIX [JaHHBIX NpPU HX 00paboTke B
MHGOPMAIIMOHHBIX CHCTEMaxX, OCYyIIECTBISIIOT CBOIO  JIESTENbHOCTh  IOX
METOAMYECKUM PYKOBOACTBOM U IO cornacoBaHuto ¢ Komuccuei, 10KHOCTHBIMU
munamu  JlemaprtamMeHTa, OTBETCTBEHHBIMH 3a ofecrmedeHne Oe30macHOCTH

NEPCOHATIBHBIX HAaHHBIX B COOTBETCTBYIOIIUX I/IH(bOpMaHI/IOHHBIX CHUCTEMAxX.

6.1.1. desreabnocts KoMuccun no o6ecnevyennio 6e30nMacHOCTH

NEePCOHAJBHBIX JAHHBIX

Komuccus enapramenTa mo oOecredeHUI0 0e30MacHOCTH IEePCOHAIBHBIX
JaHHBIX HAaJIEJISIeTCs CIIEAYIOIIIMMHY HOTHOMOYMSIMH

1.  OpraHuzanus cOCTaBlI€HHS] M KOHTPOJIb BBIIOJNHEHHS ILIAHOB IIO
obecrnieueHn0 UHGOPMAIMOHHON 0€30macHOCTH B OpraHax COLMAIbHOHN 3allUTHI

HaceneHus obnactu BopoHexckoit o6acTu.
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2. Pazpabotka NpeI0KEHUAN o U3MEHECHUIO MIOJIATUKHA
uHpopManoHHOM  Ge3omacHocTH  [lemapramMeHTa ¥ IOJBEIOMCTBEHHBIX
YYPEXKICHUMN.

3. Pa3paboTka HOpMATHBHBIX MPaBOBBEIX aKTOB M HHBIX JIOKYMEHTOB,
pEerIaMeHTHPYIOUIMX  JeSTeIBHOCTh 10  o0ecrmedeHuto  HUH(GOPMAaIlMOHHOM

0e30IMacHOCTH B OpraHax COIMAJIFHOM 3aluThl HacelleHus: Boponexxckoit o61acTu.

4. Onpenenenne TpeboBaHUil K MepaM obecriedeHus] HHGOPMALOHHOM
6€30MacHOCTH.
5. Meroagudeckoe PpPyKOBOJCTBO JESTENFHOCTEIO 10 OOECIEeUYEHHIO

MH(OPMAIIMOHHOMN Ge30IACHOCTH B I10{BEAOMCTBEHHBIX YIPEKIECHUSIX.

6.  Kontpons BEITIOJTHEHUS TpeOOBaHUIMA ZIOKYMEHTOB,
pEerIaMeHTUPYIOIUX  AEATEeNBHOCTh IO  O0ecleYeHui0o  HH(POPMAIMOHHON
0e30I1acHOCTH B OpraHax CONMAIBHON 3alUTHI HaceleHuss BopoHexXcKoi 00/1acTH,
paboTHuKamHu JlemapTameHTa.

7.  VYyacTHe B paccleOBaHUU COOBITHH, CBS3aHHBIX C HHIMICHTAMH
uH(popmalmonHoi 6e3omacHocTd. [Ipu HEOOXOAUMOCTH BHECEHHE MpPEIOKEHHUN
0 IPUMEHEHWI0 CAaHKIWA B  OTHONIEHHH  JIMI,  OCYIIECTBUBIINX
HECAHKI[MOHUPOBAaHHBIA TOCTYIl M HEperiiaMeHTHPOBAaHHBIE EWCTBUSA C
NepCOHAFHBIMA JaHHBIMH, HAPYIIUBINUX TPeOOBaHUSA AOKYMEHTOB, HHCTPYKIIHH
1o obecriedeHnto NHHOPMAaIMOHHOHN 6€30I1acCHOCTH.

PaGoTHHKM  IOJBEJOMCTBEHHBIX  YYPEXACHWH, OTBETCTBEHHBIE 34
obecnieueHne 0€30MMACHOCTH IMEPCOHANBHBIX JaHHBIX, OCYIIECTBIISIOT CBOIO
JEeATeNHOCTh II0JT METOOWYeCKUM pykoBojcTBoM Komuccuu. B dwmeno ux
00s13aHHOCTEH BXOJIAIT:

- OpraHu3allisl  BBIOJHEHHUS  MEpONpUATHH 1o  obecredeHuIo
HHGOPMAITHOHHOM O€30TIaCHOCTH B YUPEXKICHHH,

- KOHTPOJIb BEITIOJTHEHUS TpeboBaHMIA JIOKYMEHTOB,
periaMeHTHPYIONIMX  JeSTeIbHOCTh 10  O0ECHeYeHHI0  HMH(GOPMAaLMOHHOM -
0e30MMacHOCTH B OpraHax COLMAIBHON 3alIUTHI HaceneHus: Boponexckoi 0biacTy,

paboOTHUKAMH yUpeKICHNUS;
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- MOHHTOPHHI CO6I>ITI/Iﬁ, CBA3aHHBIX C obeclrieyeHreEM

HHPOPMAITHOHHOM OE30ITaCHOCTH.

6.2. Opranm3anuonHbIe Mephl o0ecniedyeHHs 6€30aCHOCTH NEPCOHAJILHBIX

AaHHbIX, CBf3aHHDBIC C IEPCOHAJIOM

Bce paboTHHKH, mMeloIye AOCTYN K IEePCOHAIBHBIM JAHHBIM, OO0S3aHBI
3HATh U CTPOTO BEHITIOJHATH YCTAHOBIICHHBIE IIPaBHJIa M 0053aHHOCTH IO JOCTYILy K
MIEPCOHAILHBIM JIaHHBIM M COOJIIOJICHUIO peXuMa 0e30IacHOCTH IepCOHAIBHBIX
INaHHBIX.

Jluma,  ocymecTBISIIOINAE ~ O0pabOTKy  MEepCOHANBHBIX  JaHHBIX,
uHpopMupyroTcs 0 ¢dakTe 00pabOTKM MMH TEPCOHANBHBIX JTaHHBIX, KaTerOpUsX
o0OpabaTeiBaeMbIX IIEPCOHATBHBIX JaHHBIX, a TaKXkKe 00 0COOCHHOCTAX W IpaBHiIax
OCYyIIEeCTBJICHUs TaKoil 0O0pabOTKH, YCTaHOBIIEHHBIX HOPMATHBHBEIMH IPaBOBBIMHU
aktamMu Poccuiickoit ®epneparnum, QeneparpbHBIX OPraHOB HCIIOTHHATEIHHOMN
BJIAaCTH, OPraHOB HCIIOJIHHUTENHHOU BiacTH BopoHexckoit 006macTH, HACTOSIIAM
JOKYMEHTOM.

O6s13aHHOCTH IO COOIIO/ICHIIO TpeOOBaHUM OE30IIaCHOCTH BKIIIOYAIOTCS B
TPYHOBEIE IOTOBOPHI (CITy’KeOHbBIe KOHTPAKTHI).

Bce paboTHWKH, OCYyIIECTBISIOMME OOpabOTKy IepCOHANBHBIX IaHHBIX,
AMEIOINHe K HHUM JOCTYI B IENSX OCYLIECTBICHHS CIy>XeOHBIX o0s3aHHOCTEH,
Oepyr Ha cebs 00s3aTeNbCTBO O KOH(QUAESHIHUAIBHOCTH (HepasIJIallleHu!)
uHpopMmaruy. TumoBass ¢gopMa o00s3aTenbCcTBa NMpUBEACHA B NPUIOKEHHH 3 K
gacroguen Ilonutuke.

@Oyukiun  (poir) W OTBETCTBEHHOCTh B 00nacTd HMH(OpMAIMOHHON
0€e30MacHOCTH JTOKYMEHTHPYIOTCSA. BEITIOJHEHHe MOJDKHOCTHBIX 0O0s3aHHOCTEH,
CBS3aHHBIX C 00pabOTKOH MEepPCOHANBHBIX JaHHBIX, OTpakaeTcs B JOJDKHOCTHBIX
HHCTPYKIHUAX (OJKHOCTHBIX PeriiaMeHTax).

IIpu BCTyILIeHMHM B JOJDKHOCTH HOBOTO COTPYAHHMKA HENOCPEICTBEHHBIN

PYKOBOIHUTENb IOApA3/IelieHUsl, B KOTOpPOe OH IIOCTyNaeT, OPraHHu3yeT €ro
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O3HaKOMJICHHe C HEOOXOAWMBIMH  JOKyMEHTaMH, perjlaMeHTUPYIOIMMHI
TpeOOBaHMs IO 3alluTe IEPCOHATBHBIX HAHHBIX, HACTOAIIMM JOKyMEHTOM, a
TakKe oOydeHHWe HaBBIKAM BBHIIOJHEHMS IpoUENyp, HEOOXOAUMBIX [UIA
CaHKI[MOHUPOBAHHOI'O UCIIOJIb30BaHUS [IEpCOHAIIBHBIX TaHHBIX.

[Tomyyenue cnenuamucTaMd HH(QOPMALMK O BBIIOJIHEHUH IOJDKHOCTHBIX
00s13aHHOCTEW, CBSI3aHHBIX C OOpabOTKOM MEpCOHANBHBIX JAHHBIX, O
HEO0OXOAMMOCTH COOMIONEHHS UX KOH(bI/IIICHHI/IZUﬁ;HOCTI/I U pexxuMa 6e3011acHOCTH

NEPCOHAJIbHBIX JaHHBIX, O(bOpMJISICTCSI B HI/ICBMCHHOM BHIC.

6.3. TpeGoBaHus K IEPCOHAIY

JIuna, nonyiieHHbIe K IEPCOHATBHBIM JTJAHHBIM, IPYToii KOHGUAEHIIHAILHON
uHdopMaIiK, 00sI3aHBbI:

— He cooOmaTh KOHGUACHIINAIBHYI0O MH()OPMAIHIO JIUIAaM, HE MMEIOIIHM
IIpaBa JOCTYyIa K HEW;

— obecre4ynBaTh COXpaHHOCTH MaTepUaATbHBIX HOCHTeNEeH c
KOHGHUIEHIIHATBHON HHPOPMaIIHEi;

— He J1eJlaTh HEYYTeHHBIX KOMMi Ha OyMa)kKHBIX M 3JIEKTPOHHBIX HOCUTEIIX;

— HE OCTaBJIATh BKJIIOYEHHBIMH II€PCOHAJBHBIE  KOMIBIOTEPHI C
MpeloCTaBJIeHHBIMA TpaBaMH JOCTylma B  HHGOPMAIMOHHBIE  CHCTEMBI
IIEPCOHAJIBHBIX JAHHBIX, HE OCTaBIATh MaTepualbl C KOHQHUICHIMATHHOR
uHpopMalleid Ha pabouux cronax. Ilocime okoH4YaHHs paboTel (B IepepbIBax)
nokuaas pabouee MecTo, COTPYAHUK 00s3aH yOpaTh MOKYMEHTHI M 3JIEKTPOHHBIE
HOCHTENIU ¢ KoHGUAEeHIMAIsHON nHpopMaLeil B 3aKpbIBacMble Ha 3aMOK CEHPEI,
mkadbl, CTONBL, U T.IL;

— mpu paboTe C JOKYMEHTaMH, COIEpXAIIUMH KOH(UIEHIIHAIHHYIO
uHGOPMALIMIO, KCKII0YaTh BO3MOXXKHOCTH O3HaKOMIJIEHHS, IIPOCMOTpa 3THX

JOKYMCHTOB JIMIIaMH, HC JOIMYIIIEHHBIMH K pa60Te C HUMH,
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— HE€ BBIHOCHUTH JIOKYMEHTHlI M HHBIE MAaTE€pUAIIBHBIE HOCHUTENIN C
KOHOUIEHIMATbHOM WHpoOpManned, a TakKe WX KOMMH U3 CIyXeOHBIX
MTOMEIIeHHH, TTpeJHa3HAYeHHbIX JJIsl padOTHI C HUMUY;

— HEMEMJIEHHO  CcOOOmaTh  HEMOCPEICTBEHHOMY  pPYKOBOIHUTETIO O
HeJocTaue, yTpare, yTedke Uil NUCKaXeHUH KOH(PHUIeHIIMaTbHOW nHpopmanuu, oo
00Hapy>XeHUN HEyUYTEHHBIX MaTepUAJIOB C YKa3aHHOU WH(pOpMaIIHei; |

— HE JIOILYyCKATh JIeCTBUH, CITOCOOHBIX IIOBJIEYD yTEUKy

KOH(HIEHIIATHHON WH(POPMAILIHH.

6.4. MHMcnoan3oBanme pecypcoB cetH UnTepHer

INogxmoyenre MHGOPMAIIMOHHBIX CUCTEM NEPCOHATBHBIX JAHHBIX K CETAM
obmero gocrymna u (Win) MeXayHapogHoro ooMeHa (cet VIHTepHET M Ipyrux)
(mamee — CeTH), HE HOITyCKaeTCA.

IIpn HeoOXOAMMOCTH TOAKIIOYEHHS CPEICTB BBIYUCIUTEIIEHON TEXHUKH,
MIPUMEHSAEMBIX TS XpaHeHus1, 00pabOTKH WK Niepefiaun IePCOHANBHBIX JaHHBIX U
Ipyroil KOHQHUAEHIMAIbHONH WHpOpPMAIMH, K CeTsIM o0Ilmero goctyma W (Wiu)
MeXIayHaponHoro obmena (cerm VHTepHeT W Ipyrmx) Takoe MOAKIIOUYECHHE
IOJDKHO  TPOM3BOOUTHCS ~ TOJNBKO  C  HWCHONB30BaHWEM  CIENUMAIBEHO
IpeIHa3HAa4YeHHBIX Ui 3TOTO CPEJCTB 3alMUThl HMH(DOpPMAaIlMH, B TOM YHCIE
UG POBATBHEIX (KpUNITOTpadhUIECKUX) CPEICTB, MPOIIEAIINX B YCTaHOBICHHOM
3aKOHOIATeNbCcTBOM Poccuiickoit @enepany  TOpsSAKe CEPTUPUKAIMIO B
DenepanbHoit  ciyxbe OeszomacHoct Poccmiickoit ®epepanmu u  (Wim)
MONyYHBIINX TOATBEpXKACHWE cooTBeTcTBUA B DemepansHoil cimyxbe 10
TEXHHYIECKOMY ¥ SKCIIOPTHOMY KOHTPOJIIO.

Perienrie 00 HCIONB30BaHUM ceTH VIHTepHeT O Ciy)xeOHOW M (Win)
COOCTBEHHOH XO3SIMICTBEHHON JESATENbHOCTH IPUHUMAETCA PyKOBOAUTEIEM
yupexaenus. [Ipu 3ToM 1ienn ucronp3oBaHus ceTr IHTepHeT TOMKHEI ObITh SBHO

nEePECUYNCIICHBI.
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Pemenvie 00 opraHm3amuu JOCTynma K ceTH VIHTepHEeT Ha KOHKPETHBIX
KOMITBIOTEpax MPUHUMAETCS PYKOBOAUTEIIEM ollepaTopa Ha OCHOBAaHUU CBEJCHUM,
IPEJICTABIICHHBIX  PYKOBOJUTEIEM  CTIPYKTYpHOro  IoApa3fiefieHus, U
COJIACOBaHHBIX C JIMIIOM, OTBETCTBEHHHIM 3a olecredeHrne HH()OPMALMOHHOMN
0e301MacHOCTH. '

BzanmopeiicTBre ¢ ceThro IHTEpHET B peKHUMe «OH-JIaH» OCYIECTBIIAETC
Ha BBIJIEJICHHBIX NEPCOHAIBHBIX KOMIIBIOTEpaX, W30JMPOBAHHBIX (U3NYECKU WIH
TIOCPE/ICTBOM MEXCETEBOTO 3KPaHUPOBAHUs OT BHYTPEHHUX CeTel KOMIIBIOTEpOB,
Ha KOTOPBIX OCYIIECTBIAETCS 00paboTKa IEPCOHANBHBIX JaHHBIX.

ITouroBelii 06MeH ¢ ceThto VHTEepHET HNOJDKeH OBITH OpraHH30BaH depes
OTrpaHHYEHHOE KOJIUYECTBO TOYEK, COCTOSIINX W3 BHEIOHEro (MOJKIIFOYEHHOTO K
cetu VHTepHeT) u BHyTpeHHero (MOIKIIOYEHHOTO K BHYTPEHHHM CETIM
OpraHM3allid) IIOYTOBBIX CEpPBEPOB C 0€30MacHOW CHCTEeMOW peILTUKAIuA
IIOYTOBBIX COOOIEHMI MEX Ty HUMH.

CaMOCTOSATENNIBHOE TOAKIIOYCHUE CPEACTB BBIYUCIUTENBHON TEXHUKH,
IPUMEHSEMBIX I XpaHeHHs, 00pabOTKH WK Mepelavr IIePCOHATBHBIX TaHHBIX K
cetssM oOmero gocryna w (Wim) MexayHapomHoro obmena (ceru MuTepHeT u
JIPYTHX), HE TOIyCKaeTCs.

IIpu pabote B ceTsax obmiero goctyma W (WIH) MEXIYHAPOIHOro oOMeHa
cobrofaroTes cieayroliye IpaBuia;

1. Pabota B ceTsx oOimero Joctyna u (MiIn) MeXIyHapoaHoro ooMeHa (ceTu
HuTepHET M Apyrux) Ha dJeMeHTax WH()OPMaIMOHHON CHCTEMBI IIPOBOAUTCS IIpU
ciyke0HOl HeoOXOAUMOCTH.

2. ITpu pabote B CeTu 3amperaercs:

—  OCYWIECTBJIATH PabOTy IpU OTKIFOUEHHBIX CpeJCTBAX 3aIUTHI;

—  mnepenaBath o CeTw 3amuiiaeMyro HHpopMaIuio 6€3 HCIOoNb30BaHMs
cpencTB MM pPOBaAHUS;

—  ckauuBath u3 CeTu nporpaMmHoe obecriedeHue u Jpyrue (haiis;

—  IIOCelleHue CaliTOB COMHHUTENHHOH peryTanuu (IIOpHO-CalThl, CaWTEL,

coepxaipe HeleratbHo pacripocrpansemoe [10 u gpyrue);
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- HEIEJIIEBOC UCITOJIB30BAHHUEC TTOAKIIIOYCHHA K Cern.

6.5. AHTHBHpYCHas 3aIIHTA

AHTHBUpYCHas 3alllUTa HalpaBieHa Ha IMpeJoTBpallleHne YyIpo3, CBI3aHHbIX
C BO3JIEHCTBHEM BPEJOHOCHOTO MPOrPaMMHOI0 KOJIa.

OcHOBHBIE TPUHITUIIEI AaHTUBUPY CHOM 3aIIUTHI:

1. AHTHBHpPYyCHOE€  mpOorpaMMHO€  OOEeCIedYeHHe  yCTaHaBJIMBAETCH,
HAaCTpauWBaeTCsl M aKTUBHUPYETCs Ha BCEX cepBepax, pabOYuX CTaHIHUAX U
JIOKaJbHBIX II€PCOHANBHBIX KOMIBIOTEPAX, HCIOIB3YEMBIX CIEIHAIHCTAMH
OPraHoOB COLMAJILHON 3alllUThI HacelleHus BopoHexckoit obmactu.

2. OkxcmlyaTalys CpeCTB aHTUBUPYCHOM 3aIlUTHI OCYIIECTBIISETCS TOJIBKO
Ha OCHOBAaHHH JIMIEH3NOHHBIX COITIAIICHUN ¢ UX MPaBooOIagaTeIIMHU.

3. CocraB, apxuTekTypa ¥ KOH(UIypalsi CHCTeMbl aHTHBHPYCHOM
3aIUTHI CTAaHIapTU30BaHbI.

4. Bce BO3MOXHBIE KaHajbl MOCTYIUICHUS BPEHOHOCHBIX IIpOrpaMM B
HHGOPMAITUOHHO-TEXHOJIOTHYECKYI0 HHGPACTPYKTYpy OpPraHoB COLHAIBHOH
3alUTH HaceleHUus BopoHEeXCKo# 00JacTH MOJIekaT OIpeneIeHHI0, aHau3y U
3alIUTe CPEACTBAMU aHTUBUPYCHOU 3aIIIUTEHI.

5. Bcs uHopMmanms, co3gaBaemas M oOpabarpiBaeMasi TEXHUYECKHUMU
CpelcTBaMH, a TakXe IpuHMMaemas (llepeAaBacMasi) IMOCPEICTBOM CMEHHBIX
HOcHTellel HHPOpMaIlUU U CPEeACTB TEIEKOMMYHHKAIIUN TOJBEpPraeTcs KOHTPOIIO
Ha IpeAMeT OOHApy>KEHUS BPEIOHOCHBIX IIPOTrPaMM.

6. C mempro >dpdexTuBHON OOpHOBI ¢ HOBBIMM BHIAaMH BpPEIOHOCHBIX
IIPOrpaMM BBITIOJHAETCS PETyJIApHOE OOHOBJIEHHWE BCEX CPEACTB aHTUBHUPYCHOU
3aIIUTHL

7. JlioOwle cpencTBa BEIMUCIUTENBFHOM TEXHUKH, UCTIONb3YEMbIE B OpraHax
COITMAJIGHOM 3aIll[UThl HaceJIeHUs OOJAacTH, B XOZE 3KCIULyaTalluu IIOABEpPraroTCs

HEeIPephIBHOMY aHTUBUPYCHOMY MOHUTOPHHIY U CKAaHUPOBAHHUIO.
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6.6. Yuer HocuTesel HHpOpMaANHH

Bo Bcex CTpyKTYypHBIX TOIpa3felIeHUsX OIepaTopa, OCYIIECTBIISIONIINX
00paboTKy MEepPCOHATBHBIX JaHHBIX, OPTaHU3YeTCs YUET MaTepUaIbHBIX HOCUTENEH
MepCOHANBHBIX TAHHBIX (fajlee — 3alllUIaeMble HOCHUTENH). YUeT 3alllUINaeMbIX
HOCHUTENEH MepCOHAITBHBIX JAHHBIX OCYILIECTBIIAETCS CIle[[iaJIbHO
YIIOJIHOMOYEHHBIMH U3 YHCIa COTPYAHUKOB JIMIIAMHU.

Yyer Bcex 3alMIIaeMbIX HOcUTeNled WHGOPMAIUd IIPOU3BOJUTCS C
IIOMOINBI0 WX MapKUPOBKH M 3aHECEHHUS YYETHHIX HaHHBIX B «KypHan yudera
3NIEKTPOHHBIX HOCUTENIEH NEPCOHAIBHBIX JAaHHBIX» C OTMETKOW 00 HX JBMKEHUH
(Beimaue u Bo3Bpare). C 3TOM Lebi0 Ha 3aUINAEMBIX HOCUTENSIX MMEPCOHATBHBIX
JAHHBIX MIPOCTABIAIOTCS CIAEAYIOIIHE PeKBU3UTHI:

- pEerucTpaIiOHHBIA HOMED;

- JlaTa ¥ POCIIHUCH YIIOJTHOMOYEHHOTO JIHIIA.

Brigaya 3ammimaeMsIx HOCUTENEH IEPCOHANBHBIX MAHHBIX COTPYIHHUKY
IIPOU3BOJUTCS IO/ €T0 JUYHYIO POCIIHCE.

JIMCTHI )KypHAJIOB HYMEPYIOTCS, IPOIIUBAIOTCS U OIIEYaTHIBAIOTCS.

6.7. Ilopsaox XpaHeHHs 3JIeKTPOHHBIX HOCHTeJEH NepCOHANBHBIX JAHHBIX

XpaHeHHe JOKYMEHTOB W WH()OPMAIMOHHBIX PECYpPCOB, COAEPMKAIIUX
IepCOHAIbHBIE JaHHBIE W HHYI0 KOH(QUIEHIMATBHYI0O HHQOpMAIMio, B
AJIEKTPOHHOM BHJIE OCYILECTBISETCS TOJNBKO Ha TpeIBapUTEILHO YYTCHHBIX
MAaIIMHOYUTAEMBIX (3JIEKTPOHHBIX) HOCUTENAX.

Hocurenn wuHpOpManmu C NEpCOHANBPHBIMU JAHHBIMU XpaHATCA B
CIIy’KEOHBIX ITOMEINEHUAX, B HANEKHO 3allMPaeMbIX M OIl€YaThIBAeMBIX IIKadax
(ceitpax). Ilpu 3TOM co3nmaroTCsS HAJJIEKAIUE YCIOBHS, 00ecleYMBaIOIIUE HX
GU3NYECKYI0 COXPaHHOCTb.

3ampemiaercss BBEIHOCUTH HOCHTENH C IIepCOHAIBHBIMU JAHHBIMH U3

CJIY)KG6HI>IX HOMGHJ;CHI/Iﬁ 0e3 coracoBaHHUs C YIIOJIHOMOYCHHEBIM JIUIIOM.
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ITocne oxoH4aHus pabOTHI COTPYJHUKH 3aIllparOT IIOJIyYE€HHBIE HOCUTEIU
MEPCOHAJIPHBIX [aHHBIX B JIMYHBIA ceilp, B CiIyd4ae €ro OTCYTCTBUSA CHAIOT
YIIOJIHOMOYEHHOMY JIUITY.

[IpoBepka HanMW4YUAg YYUTHIBAEMBIX HOCHUTENEU TIEPCOHAIBHBIX JaHHBIX
MPOBOJUTCS OAWH pa3 B roJ KOMUCCHEH WU JHUIaMH, OTBETCTBEHHBIMU 3a
obecrieueHue 0e30MACHOCTH IEPCOHANBHBIX J@HHBIX. B Xome mnpoBepku
olpenenseTcsl IepedeHb HOCUTENeM IMepCOHAIbHBIX IaHHBIX, KOTOpble (MIX
uHGbOpMaIs Ha KOTOPBIX) MTOAJIEXKAT YHUITOXKECHHUIO.

VYHUYTOXEHUE HOCUTENIEH MEePCOHATBHBIX MaHHBIX (WM HHbOpMAIUN Ha
HUX), YTPaTHBIIMX CBOE IIPaKTHYECKOe 3HAYEHHE M He UMEIOMINX HCTOPUISCKON
LIEHHOCTH, MNPOU3BOJUTCS IO aKTy. B y4eTHBIX >XypHamax o0 3ToOM Henaercs

OTMeETKa CO CCHUIKOM Ha COOTBGTCTBYIOII_II/II;’I aKT.

6.8. ®Pusuueckue mepsl obecnedenns HHGOPMAHMOHHOK Ge30MaCHOCTH

Mepsl  ¢u3nyecKod 3amMTHl TNpedHA3HAYEHBl IS MPeNOTBPAICHHUSI
HECaHKI[MOHUPOBAHHOTO (PH3NYECKOro JOCTYIa, OBPEXKICHUS U BO3JICHCTBHS Ha
ITOMEIEeHUs ¥ HHPOPMAITHUIO.

Ouznyueckde Mephl 3allUTBl OCHOBaHBI Ha IPHUMEHEHWH pa3HOTo poja
MEXaHUYECKHX, DOJIEKTPO- MWIH DISKTPOHHO-MEXaHMYECKHMX YCTPOMCTB U
COOPY)KEHHi, CHEeNHAlbHO NpPEAHA3HAYEHHBIX IS CO3JaHud  (U3HYECKHX
IIPENATCTBHM Ha BO3MOXXHBIX ITyTSAX IPOHUKHOBEHHSA U JOCTYIIA MOTEHIIMATbHBIX
HapyIIuTeled K KOMIIOHEHTaM CHUCTeMBl W 3aluiaeMoi WH(OpMAIIH, a TaKkxke
TEXHHYECKHX CPEICTB BH3yaJlbHOro HAOMIONEHUS, CBSA3M W  OXPaHHOM
CHTHAJIN3aIHH.

dusudeckas 3allUTa 3JaHWK, IOMENIeHM, OOBEKTOB M CpEACTB
WHDOpPMATH3allMH OCYLIECTBISACTCA IyTEM YCTAaHOBJICHHUS COOTBETCTBYIOIIMX
IIOCTOB OXpaHBbl, C IIOMOINBIO TEXHHYECKUX CPEICTB OXpaHbl WIN JIIOOBIMU
JIPYTUMH criocobaMu, MpeaoTBPAIaAlOIIMMK WM CYLUECTBEHHO 3aTPYIHSIOIUMU

IIPOHUKHOBCHHC B 3JaHHE, IIOMEIICHHUA TMOCTOPOHHUX  JIML, XHIICHHEC
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“HGOPMAIIOHHBIX HOCHTEIEeH, caMux CpeICTB nHpopMaTU3aLIUH,
HCKITIOYAIOIIMMH HaXOXXJeHHEe BHYTPU KOHTPOJIHPYeMOil (OXpaHsSeMOil) 30HBI

TEXHHYECKUX CPEJICTB Pa3BeIKH.
6.8.1. OxpansieMbie 30HBI

CpencrBa 00pabOTKH IMEpPCOHANBHBIX NAHHBIX WM BAXHOU cCiyxeOHOU
uHQOpMallMK  pa3MemIaloTcsi B 30HaX  0E30MMacHOCTH, O0003HAYEHHBIX
oIpezieNIeHHBIM IIepUMETpoM Oe30IIacHOCTH, OO0JIAJAIOIINM COOTBETCTBYIOIIUMU
3allUTHBIMU OapbepaMy UM CpPEICTBAMH KOHTPOJIS MHPOHHUKHOBEHHS. OTH 30HBI
¢U3MYecKy 3alllMIAIOTCAd OT HEaBTOPHU30BAaHHOTO MOCTyIA, IOBPEXKICHUS U
BO3JEUCTBUS. YPOBEHb 3aIlMIIEHHOCTH  ONpeNeseTcs Ccopa3MepHO ¢
UICHTU(GUIIUPOBAHHBIMHA PHCKAMH.

Jns 3ammTel 30H, IZIe OcyllecTBIsieTcss o0paboTKa, BKIIOYas XpaHEHHe,
NEPCOHANBHBIX J@HHBIX W pa3MeleHBl cpeAcTBa OOpabOTKH IMEepCOHATBHBIX
JaHHBIX,  HCHONB3YIOTCS  IEpUMETPhl  OXpaHSEeMbIX 30H  (IIEpUMETPHI
6e3omacHoctH). [lepumerp Oe3omacHOCTH - 3TO TpaHHMIA, CO3Jaromas Oapwep,
HalpuMep, NpoxonHas, oO0OpyJOBaHHas CpeICTBAaMH KOHTPOJIsS BXOJa IO
UACHTU()UKAIWMOHHBIM KapTOYKaM WIH COTPYJHHK Ha CTOWKE pEerucTpalli,
BaxTep.

[Tepumerp OeszomacHOCTH YeTKo ormpenensercs. Ilomemenus, B KOTOPBIX
ocymiecTBisieTcss o00paboTka, BKJIIOYas XpaHEHHe, IIePCOHAIBHBIX JaHHBIX,
pa3MelieHo 00OpyJIOBaHHE, HCIIOIb3yeMoe IpH 00paboTKe mepCOHANBHBIX
JAHHBIX, YCTAHABIMBAIOTCS U OTPAXAIOTCS B YaCTHOM MOJIENIH yTPO3.

[Tomeimenus, B KOTOPBIX pa3Memiaercss oO0OpyIdoBaHUe, IpeqHa3sHaAuYeHHOE
uisi  00paboTku HWH(POPMALMOHHBEIX PECYpCOB, XPAHATCS MalIMHOYHTAEMBIE
HOCHUTENIH H [TOKYMEHTHI, cofepXaillde KOHPUICHIHAIBHYI0 WH()OPMAIIHIO,
pacrojioXkeHsl pabodre MecTa CIElHATNCTOB, OCYIIECTBISIOMUX 00paboTKy
MIEPCOHATBHBIX MaHHBIX, JOJDKHBI HCKIIIOYaTh BO3MOXKHOCTh OECKOHTPOJIBHOTO

IIPOHUKHOBECHHUSA B HHUX IIOCTOPOHHHX JIHI, obecreunBaTh COXpPaHHOCTDb
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o0opyoBaHUS, MAIIMHOYUTAEMBIX HocuTened uH(oOpManuu U JOKyMEHTOB H
3amuUTy KOHOUACHINATbHON HHPOPMALlK OT HECAHKLIMOHHUPOBAHHOI'O JIOCTYIIA.

Jlis 3TOro BXOJNIHBIE IBEpU STUX IOMEMICHHWHA O0OpYyIyIOTCS HAIEKHBIMU
3amkaMu. OKHa TOMEIEeHUH, PaCoIOKEHHBIX Ha IMEePBBIX WX MOCIEIHUX dTaXKax
3[aHUM, a TaK)Ke OKHA, HaXOIAIIUECS OKOJIO MOXKAPHBIX JIECTHUL] U APYTHUX MECT,
OTKyJla BO3MOXHO IIPOHMKHOBEHHE B IIOMELIEHUS IIOCTOPOHHHUX JIWI,
3aIUIIAIOTCS METAIUIMYECKUMU PEIIETKaMU.

OHpe,I[eJIHIOTCH MECTa perucTpallui U HAXOXICHHUA IIOCETUTETIEH.

Konmpons docmyna 6 oxpanaemsie 30Hbl

30HBI WHGOPMAIMOHHON 0€30IaCHOCTH  3alHUINAIOTCS ¢  ITOMOIIBIO
COOTBETCTBYIOIMX Mep KOHTPOJISI BXOJa JUISI 0OecIiedYeHHs] YBEPEHHOCTH B TOM,
YTO JOCTYII II03BOJIEH TOJIHKO aBTOPH30BAHHOMY MTEPCOHATY.

IIpaBa nmocTyna COTpPYOHHKOB B 30HBI HH(OPMAIFOHHONW 0€30MacHOCTH
(moMmerieHus, B KOTOPBIX OCYIIECTBIISIETCS 00pabOTKa IMEPCOHANBHBIX JaHHBIX)
OIIPENIENISIOTCS. B COOTBETCTBUU C JOJDKHOCTHBIMH OOS3aHHOCTSIMH, PETYIISIPHO
aHATTU3UPYIOTCS U IEPECMATPUBAIOTCSL.

[Tocerurenu 30H 6€30MaCHOCTH B 00SI3aTEIHFHOM IOPSAKE COIIPOBOXKIAIOTCS
COTPYAHUKaMH, UMEIOIIMMHU IPaBO JOCTyNla B oXpaHseMble 30HBL. HaxoxneHue
IIOCTOPOHHUX JIVII U JIULI, HE MMEIOIIMX IIpaBa JOCTYIIA K IEPCOHAIIBHBIM JIaHHBIM,
B IIOMEIIEHUSAX OXPAaHSIEMOH 30HBI JOIyCKAeTCS TOJNBKO B IPUCYTCTBUU

pa60THHKOB, OTBETCTBECHHBIX 3a PACIIOJIOXKXEHHBIE B HUX pa6que MeEcCTa.

Be3onacrnocmp 30aHuli, npou3e00CmeeHHbIX nomMewieHui u 06opyooeanua

3oHa WH)OPMALMOHHON O€30MaCHOCTH 3aIlMINACTCS ITyTeM 3aKpbITHI Ha
3aMOK caMoro oduca WIM HECKOIBKAX IIOMEIIEHUH BHYTPU (PU3UIECKOIO
nmepuMeTpa 0e30IMacHOCTH, KOTOPBIE MOTYT OBITh 3allepThl M UMETh 3allUpacMble

dbaiia-kaOMHETH! WK ceU b
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[Tpu 3TOM IpeLycMaTpUBAIOTCS CIIEIYIOIIUE MEPEIL:

— ocHOBHOe OOOpymOBaHWE, BKJIIOYas CEpPBEPHI, pAaCIIONaraloTcs B
MeCTax ¢ OrpaHHYeHHEM JOCTyIla TIOCTOPOHHUX JIMIL,

— ToapasfieleHus ~— TONAEpXKH U o0opyloBaHUE,  HaIlpHUMED,
(OTOKOIMUPOBAILHEIE YCTPOUCTBA U (DAaKChl, PacIONaraloTCs COOTBETCTBYIOIIMM
00pa3oM B Ipejesax 30HbI 0€30IIaCHOCTH BO M30eXaHUe JOCTyIla, KOTOPHIA MOT
OBl CKOMIIPOMETHPOBATh HHPOPMAIIHIO;

— [IBEpH U OKHa 3aIUparoTcs, KOrJa B IMOMEILEHUIX HET COTPYAHHUKOB,
IpeayCMaTpUBAETCs BHEIIHSS 3alIUTa OKOH — 0OCOOCHHO HU3KO PACIIOIOKEHHBIX;

—  BHeIpPEHHe COOTBETCTBYIOILINX CUCTEM OOHApY>KEHHs BTOPXKEHHUH s
BHEIITHKX JBepeil U JOCTYIHBIX IJISL 5TOTO OKOH, KOTOPBIE IOJUIEXKAT PEryIAPHOMY
TECTHPOBAHHIO. AHAJIOTMIHO OOOPYHYIOTCS IpyTrHe IIOMEIIeHHs, B KOTOPHIX
PacIioJIOXKeHBI CpeficCTBa KOMMYHUKAIH;

—  CIpaBOYHUKH " BHYTpeHHHE TeeOHHBIE KHUTH,
UICHTUQUIUPYIOIIHE MECTOIOJIOKEHUSI CpeACTB OOpabOTKH IIE€PCOHANBHBIX
JAHHBIX M Jpyroil BaXHOW wuHDOpMammu, HE JODKHBI OBITH JOCTYIIHBI
IIOCTOPOHHHM JIMIIaM;

— ofecreyuBaeTcsd HAIEXKHOE XpPaHEHHE OIACHBIX WM TOPIOYHX
MaTepuajoB Ha JOCTaTOYHOM PpAacCTOSHHH OT 30HBl HMH(QOPMAaLHOHHOM
6esomacHocTH. He gomyckaercs xpaHeHHe OOJBIINX 3amacoB Oymard Juisd
[IeYaTAIOIMX YCTPOMCTB B 30HE 0e30MacHOCTH 0€3 COOTBETCTBYIOIIUX Mep
IIOXKapHO# 6e3011acHOCTH;

—  pesepBHOe O0OpyZOBaHHWE M HOCHTENM AAaHHBIX PAacIOJaraloTcs Ha
6€30MaCHOM pacCTOSHHHM BO W30eXaHWE IIOBPEXKACHMA OT IIOCIEICTBHU

CTUXUMHOro O€ICTBUI B OCHOBHOM 31aHUMU.

Bovinonnenue pabom é oxpanaemvix 30Hax
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B mensx oOecrnedeHus 3amuThl 30H HWHPOPMAIMOHHOW O€30MacHOCTH
BEIIIOJIHSIOTCSL  CIIEMYIONTHE MEPONPHUATHAS B OTHOIICHWH IEepCOHAa WU
IpEJICTABUTEIIEH TPETHUX CTOPOH, pabOTaIOMHKX B 30He 0€30I1aCHOCTH:

— O CYIIECTBOBaHHM 30HBI HHPOPMANMOHHOW OE30MacHOCTH U
MPOBOJAMMBIX B He#l paboTax OCBEJOMISIOTCS TOJBKO JIKMI@, KOTOPBIM 3TO
HEO00XOIMMO B CHITy IIPOU3BOJICTBEHHON HEOOXOIMMOCTH;

— U3 cooOpaxxeHUH Oe30IIaCHOCTH U TMPEeIOTBPAIICHUS BO3MOXHOCTHU
3JIOHAMEPEHHBIX JEHCTBUN B OXpaHAEMBIX 30HaX He JOIYyCKAarOTCs CIydad paboThl
0e3 HaJIexKaIIero KOHTPOJIS CO CTOPOHBI YIIOJTHOMOYEHHOTO ITePCOHAIA;

— TIIepCOHAy TPEeThbHUX CTOPOH OrPaHUYEHHBIH aBTOPHU30BAaHHBIA U
KOHTPOJHMPYEMBIil TOCTYI B 30HBI 0€30MAaCHOCTH HJIA K CpeicTBaM 00paboTKh
“HpOpPMAMK TIPEIOCTaBISETCS TOJIBKO HAa BpeMsS TaKoil HeOOXOIMMOCTH
(mampumep, I IPOBEEHUS perIaMeHTHBIX (HAJaI0YHBIX), PEMOHTHBIX M IPYTHX
paboTr). Mexnay 30HaMH C pPa3IAYHBIMH YPOBHSAMH O€30IMIAaCHOCTH BHYTpPH
repuMeTpa 6e30MaCHOCTH MOTYT OPTaHU30BEIBATHCS JOIMOJTHHUTENLHEIE Oaphephl U
IIEpPUMETPHI OrpaHUICHHUSA QU3UIECKOTO JIOCTYTIA;

—  HUCHojb30BaHHe (OTO, BHIEO, ayJHO WJIH JPYTOro 3alKCHIBAIOIIETO
000pyIOBaHMS JOMYCKAeTCS TOJIHKO MPH MOJYyYEeHHWH CIEIHANBHOIO pa3pelleHus

PYKOBOAMTEIIS OIlepaTopa.

6.8.2. be3zonacHocTh 060pyAOBaHHS

OcHOBHas 1Lelb MeponpuaATHH 10  obecriedeHHIO  0e30MMacHOCTH
060pyIOBaHNs — NPEIOTBPAIEHHE MOTEPh, MOBPEXICHHN WM KOMIIPOMETAIUN
WHOOPMAIMOHHBIX pPEeCypCcOB U HapylIeHHS HEMpPEepHIBHOCTH JeSTEIBHOCTH
oreparopa.

OOopynoBaHue TMOMJEXKHT 3allUTe OT Yrpo3 ero Oe30MacHOCTH U
BO3JIEMCTBUUA  OKpYXXalolled  cpeapl C  LeJbI0  YMEHBIICHHS  PHCKa
HEaBTOPU3O0BAHHOIO JOCTyIa K JaHHBIM U 3aIIUThl KX OT IIOTepH HIH

noBpexaeHus. [Ipyu TOM NPHHUMAIOTCS BO BHUMaHHe OCOOCHHOCTH, CBSI3aHHBIE C
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pacrnojioxXeHueM o0O0OpyIOBaHHS H BO3MOXHBIM ero ImepeMernieHueM. I[lpu
He0oOXOAMMOCTU OpPraHU3YIOTCS CHEIMaIbHBIE MEPOIIPUSATHUS 3alIUThl OT ONACHBIX
BO3JICHCTBUN Cpelbl WM HEaBTOPHU30BAHHOIO IOCTyIa uepe3 HHGPacTpyKTyphl

obecrieueHus, B YaCTHOCTH, CHCTEMBI JJIEKTPOITUTAHUS B KabeTbHOH pa3BOIKH.

Pacnonosicenue u 3auguma 060pyoosanun

ObopynoBaHre pacrojiaraeTcsi W 3allliIaeTcs TakK, YTOOBI YMEHBIIHUTH
PHUCKH OT BO3JIEHCTBUH OKpY KAroIel Cpelbl H BO3MOXXHOCTH HeaBiopnsoBaHHoro
noctyna. J[js 3Toro BEIIOIHSIOTCS CIEAYIOIIHE MpaBUJa:

a) 00opyZoBaHHE pa3MeNIaeTcsl TAKUM 00pa3oM, YTOOBI CBECTH K MHHUMYMY
U3JIUIITHUHN JOCTYII B ME€CTa €TI0 PacrojIOKEHHS,;

6) cpenctBa oOpaboTKM W XpaHeHUS KOH(UIECHUIHAIbHOW HHPOpPMAaIUN
pa3MeIaTcs TaK, YToObl YMEHBIIUTh PUCK HECAHKITAOHHPOBAHHOTO HAOIIOIEHUS
3a uX (HyHKIHOHUPOBAHHUEM,;

B) OTHEeJbHBIE DJJIEMEHThl O00OpYyIOBaHHUS, TpeOyIomue ClenuaIbHOI
3aIUTHI, U30JIUPYIOTCS, YTOOBI IIOBBICUTH OOIIUI YPOBEHb HEOOXOIUMOI 3aITUTHI;

I) Mepbl II0 YNpaBICHUIO HHGOPMAIHUOHHON O0€30mMacHOCTHIO JTOJDKHEI
CBOJUTH K MUHAMYMY PUCK IOTEHIMAIBHBIX yIpo3, BKIIOYas: BOPOBCTBO, IIOXKap,
B3PBIB, 3aJbIMJIEHHE, 3aToIuieHue (Wiad mepeGod B TMojade BOJBI), IBLIb,
BUOpanuio,  xumMudeckue  3(PQeKTb, TOoMeXH B  DIEKTPOCHAOKEHHH,
3JIEKTPOMAarHUTHOE U3IIyUYeHHE.

1) IpA HEOOXOIUMOCTH OTIEPAaTOPOM OIpPeIEIeTCS MOPSIOK NpreMa MHIIY,
HAIIUTKOB BOJIM3H cpelicTB 00paboTKu HHGOpMAIIHH;

€) IPOBOIUTCS MOHHTOPHHI COCTOSHHUS OKpYXaromed cpeisl B IeNsIX
BEIBJICHUS YCJIOBHM, KOTOpBlE MOIVIK OBl HEONAarompusaTHO IOBIUATH Ha
(byHKIIMOHHPOBaHKE CPeACTB 00paboTkKK HHPOPMALUY;

X) pa3pabaThIBAIOTCS MepHl 10 JIUKBHIALMU IIOCIEICTBHI OenCcTBU,

CIIy4Jaroliuxcs B 6JII/I3JIG)K3H_II/IX IIOMCIICHUAX, HAIIpUMEpP, IIOXKap B COCECOAHEM
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34aHHH, 3aTOINNICHHE B IIOABAJIBHBIX IMOMCHICHUAX HIIM IPOTCKaHHUEC BOJbI 4E€PE3

KPBIIILy, B3pBIB HA yJIHIIE.

Ilooaua 3nexmponumanun

OO6opyznoBaHUe TOIEKUT 3allIUTe OT Iepe0oeB B M0Jjave IIMEKTPOIHEPTUU 1
Jpyrux C0O0eB, CBS3aHHBIX C OIeKTpudecTBOM. Heobxomumo obecreduts
HaJJIeXKAILYI0 TOAady JIEeKTPONHUTAHUS, COOTBETCTBYIOIIYIO crielu(UKaIiIM
MIPOU3BOAUTENS 000PYIOBaHHUS.

BapuaHTBl  [TOCTIDKEHHS  HENPEPHIBHOCTH  MOJA4d  JJIEKTPONUTAHHSI
BKJTIOYAIOT:

— HaJM4YHde HEeCKOJBKUX HMCTOYHHKOB AJNEKTPOIMHUTAHUs, YTOOBI H30eXaTh
IOCNEeACTBUA TpHd HaApylIeHHH €ero TMoAadyd OT eIMHCTBEHHOIO
WUCTOYHUKA,

— ycrpoiicTBa 6ecriepeboiinoro anekrponuranus (UPS);

— pe3epBHBIN r'eHepaTop.

Uro6sl obecrieuuts Oe30mMacHOe BHIKIIOYEHUE W/HIA  HENPEepPhIBHOE
(GYHKIIMOHUpOBaHHE YCTPOMCTB, C IIOMOMIBIO KOTOPBIX OCYIIECTBIIIETCS
o0paboTka, BKIIOuYass XpaHeHHe, IEPCOHANBHBIX MHAHHBIX, TOIKIIOYEeHUE
o0opynoBaHusa JOIKHO ocymiecTBIATECS 4epe3 UPS. B mensx oOecrmeueHus
HaJiexxHocTd obopynoBanme UPS cremyer peryisipHO NpoBepsATh HA HaTUYHe
aJIeKBaTHON MOIIHOCTH, a TaK)e TeCTHPOBATh B COOTBETCTBUHU C peKOMEHAAITUIMHI
TIPOU3BOUTEIIS.

Kpome Toro, aBapuiiHble BBIKIIIOUATENd JJIEKTPOIMTAHUS PACIIONAraroTCs
OKOJIO 3aITacHBIX BBIXOJIOB IIOMEIEHUH, TJje PacIoioXeHO 000pyAoBaHUE, YTOOBI
YCKOPHUTH OTKIIIOUEHHE JIIEKTPONUTAHUS B CiIydae KPUTHUYECKHX CHUTYaIlllid.
Cnenyer oOecreuuTs pabOTy aBapUHHOTO OCBEIIeHHWs Ha cioy4dad oOTkasa

3JIEKTPOIUTAHUS, TOTPEOIIIEMOr0 OT CETH.
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Be3onacnocmo KabenvHou cemu

CunoBble W TeJICeKOMMYHHKAI[HOHHBIE KaOelbHBIE CETH, MO0 KOTOPHIM
IIepealoTCs JaHHBIE WM OCYINECTBISIOTCS Ipyrue HH(GOPMAIMOHHBIE YCIYIH,
3aIIUINAIOTCS OT IIepexBaTa MH(QOpMaluH MM moBpexaeHusa. C 3ToH LENbio
paccMaTpUBaIOTCs, IT0 BO3MOXHOCTH, CIEAYIOIINEe MEPOTIPUATHS:

a) CHJOBBIE M TEJEeKOMMYHHUKAI[HOHHEIC JIMHUH, CBSI3BIBAIOIINE CpEICTBA
00paboTku HWH(POpMAIMK, TNPOKIAIBIBAIOTCS MMOJ3€MHBIMHA MJIM  00JIajaroT
aJIeKBaTHOM aJIbTEpHATUBHOM 3aITOM;

6) cereBoii Kabelb 3aMUINACTCS OT HEABTOPU30BAHHBIX ITOAKITIOYCHHH UK
MOBPEXICHUS, HalpUMep, MMOCPEACTBOM HCIIOJIB30BaHUs CIENUATBHOTO KOXyXa
u/unyu  BeIOOpAa MapUIPYyTOB MPOKIAAKA Kabeiasd B 00X0J OOIIEIOCTYITHBIX
YYaCTKOB;

B) CHIOBbIle Kabeou OTAENSIOTCS OT KOMMYHHKAIIMOHHEBIX, YTOOBI

HCKIIIOYHUTH ITOMEXH.

Texnuueckoe obcnyscueanue 060pyoosanusn

B opraHmzanuy TpOBOIUTCS HAJIEXallee TEXHUYECKOoe OOCIyXHBaHUE
obopynoBaHus i oOecreyeHHs €ro HempephBHOH pabOoTOCIIOCOOHOCTH U
IIEJIOCTHOCTH. B 3TUX 1eNsIX IPUMEHSIOTCS CIIeIyIoNe MEPOIIPUSTH:

— obopynoBaHue OOCTY>XHUBaeTCs B COOTBETCTBHU C MHCTPYKIUSMHU U
IIEPUOUIHOCTEIO, PEKOMEHYEeMBIMHU IIOCTAaBIIUKOM;

—  TeXHWYecKoe OOCIyXHBaHHE M PEMOHT O0OpYyZOBaHUS HPOBOIATCS
aBTOPHU30BaHHBIM IIEPCOHATIOM;

—  OpraHu3yercs XpaHEHHUE 3amucei 000 BCeX CIydasx MpearnoaraeMbIxX
Wi (aKTUYECKUX HEUCHPAaBHOCTEM M BceX BHIAX MPOQMIAKTUIECKOTO H
BOCCTaHOBHTEIIFHOTO TEXHUYECKOT0 00CITyKUBaHHUS;

— TeXHHYecKoe OOcCiIyXuBaHHe OOOpYIOBaHUSA BBINOJHIETCS IOJ

KOHTPOJIEM;
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—  MPUHUMAIOTCS COOTBETCTBYIOIINE MEphl O€30IacCHOCTH IPU OTIIpaBKe
o0opynoBaHUS Uil TEXHUYECKOro OOCIyXKHBaHHS 3a IpefeNbl OpraHH3allyH.
OO6s13aTeNbHBIM YCIIOBHEM SBISETCS yJajeHHe BCeX IMEePCOHANBHBIX JaHHBIX U
UHOW KOHOQUICHIMATHFHOW WH(pOpMaluu C HOCUTeNleld ITaHHBIX (BCTPOSHHBIE

KECTKUE JUCKHU).

Obecneuenue bezonachocmu 060py008anus, UCNOIb3yemMozo 6He ROMeUujeH Ul

onepamopa

HezaBucumMo OT NmpHHAANEKHOCTA O0OpPYHOBAHUS, €r0 HCIIOIB30BAHUE IS
o0paboTku mHQOpPMAIK BHE IOMEIIEHUS OrepaTopa HOIyCKaeTCs TOJNBKO C
pa3peleHusl pyKoBOACTBa. YpOBeHb WH(OPMALMOHHON 0€30macHOCTH MPH STOM
JOJDKEH OBITh SKBUBAJIEHTEH YPOBHIO 6€30MaCHOCTH B OTHOIIEHHH 000PYIOBaHHS,
HCIIOJIB3YeMOI'0 C aHAJIOTHYHOM IehI0 B ITOMEHICHHSX OIlepaTropa, a TakXke C
y4€TOM PHUCKOB paboThl Ha cropoHe. OO0opyroBaHHe MO 00paboTKe HHPOPMALIHN
BKJIFOYA€T BCE THUIIBI MEPCOHAIBHBIX KOMIBIOTEPOB, SIEKTPOHHBIX 3aITUCHBIX
KHIDKEK, MOOWIBHBIX Tele(oHOB, a Takke Oymary WIH HHBIE MaTepHalbHBIE
LIEHHOCTH, KOTOPBIE UCIONB3YIOTCS A pabOThl HA JJOMY WM TPAHCIIOPTUPYIOTCS
3a Ipenensl pabouyux HOMeHleHHH. B 3TWX ycClOBHAX HEOOXOIUMO MPUMEHSTH
CJIeIyIOIIe MEPOIPUATHS 110 YyIPaBIESHUIO HHPOPMAIIUOHHON O€30I1aCHOCTHIO:

— ofopynoBaHue W HOCUTENH HWHGOpPMAIUU, B3SATHIE U3 IIOMELICHUH
orepaTopa, He ClIeAyeT OCTaBIATh 0e3 MPUCMOTpa B 00IIeAOCTYMHBIX MecTax. [Ipu
MepeMeIIeHN KOMITBIOTEPHl CleyeT IIEpeBO3UTh KaK pPyYHYIO KiIaAb H, IO
BO3MOXHOCTH, He aUIITNPOBATh €€ CONEPKUMOE;

— HeoO0XoAuMO CcOOMOAaTh HWHCTPYKIMHM H3rOTOBUTENEH IO 3almure
000pyAOBaHMS, HAIPUMED, OT BO3AEUCTBUS CIIIBHBIX SJIEKTPOMArHUTHBIX MOJIEH;

— 1pu paboTe AoMa cCiieLyeT MPUMEHSTHh MOAXOASAIINEe MEpONpUATHSA IO
yIpaBieHHI0 WH()OPMAIMOHHON O€30IIaCHOCTBI0 C Y4YE€TOM OLICHKH pPHCKOB,
HaAIlpyMep, HCIOJIb30BaTh 3amupaeMble (Qaill-kaOWHETHI, COON0JaTh IMOIUTUKY

CYHCTOI'0 CTOJIa» U KOHTPOJIIUPOBATh BO3MOXKHOCTE JOCTYIIa K KOMIIBIOTEPaM.
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Be3onacnan ymunulauun ( cnucanue) Unu nO6MOpPHOE UCRO1b306aHUE

obopyoosanusn

Kondunenumansuas wuHbOpManmmuss MOXeT OBITh CKOMIPOMETHpPOBaHA
BCJIEJICTBHE HEOPEXKHOHN yTHIH3AINM (CIIHCAHHUS) HIIH IOBTOPHOT'O HCIIOJIE30BaHUs
obopynoBanus. Hocurenu  naHHBIX, cozAepIKallue KOH(bH,ueHuHaJIBHyfo
HH(OPMAIIHIO, KPOMe CTaHAAPTHBIX GYHKIMH YIaTeHHs MOJUIEKAT (PH3HIECKOMY
pa3pylIeHHIO WX Iepe3aluchiBaHui0 Oe30macHBIM 00pa3oM. Bce KOMITOHEHTBI
o0opynoBaHMs, COAEpIKaIero HOCUTENH NAaHHBIX (BCTPOEHHBIE JKECTKHE TUCKH),
IIPOBEPAIOTCS. Ha TMpPEeAMET YyHNaJeHUs BceX 3allUIIaeMbIX JaHHBIX U

JIUIEH3UOHHOTO IPOrpaMMHOTO O0ecITedeHHS.

7. ObGecneyenue 6e30NaACHOCTH NEPCOHAJBHBIX JAHHBIX NPH 00paGoTKe

0e3 HCHOJIL30BAHHUSA CPCACTB aBTOMAaTH3allHHA

ITepcoHanbHBlE fmaHHBIE IpPH HX O00pabOTKe, oOCyIIecTBIseMOi Oe3
HCIIOJIb30BaHMs CPEJCTB aBTOMAaTH3allMH, 000COOISIOTCS OT HHOH HHGOpMaIiu, B
YaCTHOCTH IIyTeM (HUKCalMM HX Ha OTAEIBHBIX MaTepHATBHBIX HOCHTENSIX
MEPCOHANIBHBIX JaHHBIX.

[Ipu ¢ukcanuu mMepcOHaNBHBIX NAaHHBIX Ha MaTePHAIBHBIX HOCHTENSIX He
IOoITycKaeTcss (uKcalus Ha OIHOM MaTepHaIbHOM HOCHTENE IepPCOHAIBHBIX
JaHHBIX, LeTH 00paboTKH KOTOPHIX 3aBEIOMO HE COBMECTHMEI. {1 00paboTku
pa3NMYHBIX  KaTeropuii  MEpPCOHANBHBIX JaHHBIX, OCYIIecTBIsIeMOH  6e3
HCIIONIB30BaHMs CPEJCTB aBTOMATHU3ALMH, I KaXI0H KaTeropUH MepCOHANbHBIX
JAaHHBIX UCIIONIB3YETCS OTAEIBHBIA MaTepHaAIbHbIN HOCHUTEIb.

JIOKyMEHTHI, UX KOIIHH, COepXKallihe IMepCOHAbHbIE JaHHbIE MOJydaTemneit
MEp COLMANBHOH MOIAEPXKH, COLHAIBHOrO OOCIYXHBaHHS, OpOLIIOPYIOTCS B
OTHENbHBIE JIMYHBIE Jelna TrpaxaadH. B cioydasx, HperycMOTPEeHHBIX

3aKOHOJAaTEJIbCTBOM, IMPEAOCTABIICHUS MEP COIMAILHOM IMOAOCPKKH B LICJIOM Ha
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CEMBI0O HJIM OTHENBHBIX €€ UICHOB II€PCOHANIbHBIE JaHHbBIE WICHOB CEMBH
ITOAIIIMBAIOTCS B JINYHOE JIEJI0 HA CEMBIO.

OOpaboTka TMEepCOHANBHBIX MJAHHBIX 0€3 WCIIONB30BAHHS  CpEACTB
aBTOMATH3alliH, OCYIIECTBIIAETCA TaKAM 00pa3oM, YTOOBI B OTHOIIEHHH KaXKIOU
KaTEerOpHH TEPCOHANBHBIX JAHHBIX MOXHO OBLIO OIpefeNuTh MecTa XpaHCHUS
IIepCOHATIBHBIX JAHHBIX (MaTepHallbHBIX HOCUTEIIEH) H YCTAaHOBHUTH IIEPEUECHB JIMII,
OCYIIECTBIISIONIX 00pPabOTKY MEPCOHATIBHBIX MAHHBIX JUOO MMEIOMMX K HUM
JOCTYIIL.

JlnuHble nena TpaXIaH W/HWIM ceMed XpaHATCS 000COOJIEHHO OT MecCT
XpaHEeHUS MaTepHUAIbHBIX HOCUTENEU ¢ MHOM nHpOpMaIIUeii.

ObGecneunBaeTcs pa3iellbHOe XpaHEHHe MAaTepHANbHBIX HOCHTENEeH C
IEePCOHAIBHBIMA J@aHHBIMH (IMYHBIX JeJ, APYTUX MaTepHAIbHBIX HOCHUTENEH,
colepXKalllix IepcoHANbHBIE JaHHBIE), 00pabOTKa KOTOPBIX OCYIIECTBISETCS B
Pa3UIHBIX [EJIAX.

[Tpu xpaHeHNHU TUYHBIX J€J TPaXIaH W/WIK ceMei COOI0NAI0TCs yCIIOBUA,
o0ecrieynBaroOmupe COXPaHHOCTh IEPCOHANBHBIX MaHHBIX W  HCKIFOYAIOIIHe
HECaHKIIMOHUPOBAHHBIH K HUM gocTyn. CHHCOK JMIl, UMEIOIIUX JOCTYN B
IOMEIICHNU, B KOTOPBIX XpaHATCH JIMYHBIE Jela TpaXmaH HW/HWIH CeMeH,
yTBEPXKJAeTCs IPUKA30M PYKOBOIUTEIS OIlepaTopa.

B xaxmoe nu4YHOE MeN0 IONydaTelis Mep COLMAJbHOM IOANEPXKKHY,
COLMAIBHOTO OOCIY)XHBaHUS NPUOOINAeTCS 3asBIEHHE TpaXIaHWHA WIH €ro
3aKOHHOTO NpEeACTaBUTENS. 3asiBICHUE COAEPXKUT CIIeAYIOIUe CBEICHU: |

— damuaio, HMs, OTYEeCTBO TpaKAaHWMHA (CyOBeKTa NepCOHATBHBIX
JaHHBIX );

— aJpec NpOKUBaHU;

— CEepHI0 U HOMEpP OCHOBHOTO JOKYMEHTA, YIOCTOBEpSIOILEro JIHUYHOCTH
CyObeKTa TEepPCOHANBHBIX JaHHBIX, CBEJEHUA O Jare BBIJAYM YKa3aHHOI'O
JIOKyMEHTA U BHIIABIIEM €0 OpraHe;

— HAHMMCHOBAHHE OIICpaTopa, B aapeC KOTOPOIro COCTABJICHO 3asABJICHUC,
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— Henb 00paboTKK NEepPCOHANBHBIX AaHHBIX (Ha3BaHHWE MEpPHI COIMAIBHOMN
NOJIEP)KKH, BHUJA COLUANBHOrO 00CITyXKUBaHUs);

— CpoK 00pabOTKH TEepCOHANBHBIX HOaHHBIX (CPOK HA3HAYEHHS MEpPHI
COL[MANIEHOW MOJIEPIKKH, YyCTaHOBJICHUS BUAA COLUAIBHOTO 00CTy KHBAHHU).

3asBiieHHe O00S3aTeNPHO  COHNEPXKHUT II0JIe, B KOTOPOM CYOBEKT
NEPCOHAIBHBIX [JAaHHBIX MOXET IMOCTaBUTh OTMETKY O CBOEM COIJIaCHH Ha
00paboTKy IepCOHAIIBHBIX NaHHBIX.

JluuHble nena rpaxIaH, ceMeid, IO KOTOPhIM HCTEKJIH CPOKH 00paboTKU
INEepCOHANBHBIX  JAHHBIX (HMCTEKIIM CPOKH IIPeJOCTaBJIEHUS couﬁanbnoﬁ
OJJIEPXKKH, COLUAIIBHOTO O0CIIY’)KUBaHUS), XPAHATCS OTAEIBHO OT JIMYHBIX AEI C
IEeUCTBYIOMUME CpoKaMu 00pabOTKU NepCOHANBHBIX JaHHBIX.

Cpoxu XpaHeHUs JIUYHBIX JeJ IpaXkaaH, ceMell, 0 KOTOPBIM HCTEKIIA CPOKU
00paboTKH NMEepPCOHANBHBIX JaHHBIX, ONPEAEISIIOTCS B cooTBeTCTBHH C «Ilepeunem
TUTIOBBIX YTIPaBIEHYECKHMX JOKYMEHTOB, OOpa3yloImMXcsi B IeITEIHOCTH
rOCYAAapCTBEHHBIX OPIaHOB, OPraHOB MECTHOI'O CaMOYIIPaBIIEHUS M OpraHU3aIdi,
C yKa3aHHeM CpPOKOB HX XpaHEHHs», YTBEPXKICHHBIM IPHUKa30M MUHHCTEpPCTBA
KynsTypsl PO ot 25.08.2010 Ne558.

[Ipu BemeHWM >XypHaJIOB (peecTpoOB, KHHT), COAEPXKAINX IepCOHANbLHBIE
IaHHble, HEOOXOMUMBIE U1 ydera OOpallleHHil rpak[JaH, perucTpaluil Ipuema
W/WMY BBIJAYM JOKYMEHTOB, WJIM B HMHBIX QHAJOTHMYHBIX IENAX, cOONomaroTes
CITeAYIOIIHE YCIOBHUS:

— HeoOXOAMMOCTh BelIeHHMsI KypHala (peecTpa, KHHra), COCTaB
uHbOpManuy, 3ampammyBaeMoli Yy CyOBEKTOB IEpPCOHAIBHBIX  JaHHBIX,
MpeIyCMOTPEHBl HOPMATHBHEIM IPABOBEIM aKTOM, PETYIHMPYIOIIAM TOPSIOK
IpeOoCTABIIEHHUS MEp COLMAIIbHON MOANEPKKH, COLMATBHOIO 00CITy X KUBAHHUS;

— CIIHCOK COTPYIHHKOB, UMEIOIIUX HOCTYI K MaTepHaIbHBIM HOCHTEISIM U
OTBETCTBEHHBIX 32 BEJICHUE U COXPAaHHOCTh XKypHaJia (peecTpa, KHUTH), yTBEPKICH

IIPUKA30M PYKOBOJUTEIIS OTIEpaTopa;
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— KONHMpOBaHWE cojepxalmieiics B IKypHalax (peecTpax, KHHUrax)

nH(pOpMaLMK He I0ITyCKaeTcs.

8. Obecneuenne 6e30NaCHOCTH EPCOHATbHBIX AAHHBIX IPH 00paboTke B

llH(l)OpMalﬂIOHHle CHCTEMAX NEPCOHAJIBHBIX JAHHBIX

OG6paboTKka TIepCOHANBHBIX JaHHBIX B HH(OPMAIOHHBIX CHUCTEMaXx
IpecTaBiseT co0oit 06paboTKy NMepCOHANBHBIX JaHHBIX, COAepKaIuXcsa B 0a3zax
OaHHBIX, C MCIIOJIb30BaHHEM HH()OPMAIIMOHHBIX TEXHOJOTHH M TEXHHYSCKHX
CpEICTB.

OCHOBHBIMH ~ dJIeMEHTaMi HHQOPMALMOHHBIX ~CHCTEM IEPCOHANBHBIX
JAHHBIX SBISIOTCS:

- IIepCOHAJIbHBIE JaHHBIE, coJepxkammecs B 0a3ax JaHHBIX, Kak
COBOKYIIHOCTh HH(GOpPMAIMH B €€ HOCUTeJIEH, UCTIONb3yeMbIX B HHPOPMAIIMOHHBIX
cuCTeMax IepCOHANBHBIX JaHHbIX;

— WHPOPMAIIMOHHBIE TEXHOJIOTMH, IIpUMEHSEMble IIpH 00paboTke
MepPCOHANBHBIX JaHHBIX;

- TEXHUYECKHE CPEICTBA, OCYIIECTBISIONIE 00paboTKy IepCOHANIBHBIX
JaHHBIX;

- IporpaMMHBIe  CcpeAcTBa (OIEpallMOHHBIE CHUCTEMBI, CHCTEMBI
yIpaBlieHHs 6a3aMy TaHHBIX U T.11.);

- CpeICTBa 3aIUTHl HHPOPMAITUH;

- BCIIOMOTraTelIbHbIE TEXHHUECKHUE CPEICTBA U CHCTEMBI — TEXHHYECKUE
CpeICTBa U CHUCTEMBI, X KOMMYHHUKAIVM, He IpeJHa3HayeHHbIe ISl 00paboTKU
IEPCOHAJBHBIX JaHHBIX, HO pa3MeIleHHble B IIOMEIIEHUAX, B KOTOPBIX
pacmonoxeHsl HHGOPMAIMOHHBIE CHCTEMBI IEPCOHAJIBHBIX  JAaHHBIX, HX
TEXHUYECKHe CpelcTBa (pa3iM4yHOro pojaa TeledoHHBIE CPEelCTBa M CHCTEMBL,
CpelCTBa BBIYMCIUTENIEHON TEXHHMKH, CPEACTBa M CHUCTEMBI Iepefadd JaHHBIX B

CHUCTEME PAanHUOCBA3H, CPEACTBA U CUCTEMBIL OXpaHHOﬁ H HO)KapHOﬁ CHUIHaJIM3alluH,
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CPeIICTBA M CHCTEMBI OIOBEIIEHHS W CHTHAJM3AIMH, KOHTPOJIBbHO-U3MEepUTeNbHAS
amnmapaTypa, CpelcTBa W CHUCTeMBl KOHIMIIMOHHPOBAHHS, CPEACTBA U CHUCTEMBI
MIPOBOJTHOM PAJUOTPAHCIIIIMOHHON CEeTH M NpHUEMa IIPOrpaMM pPaTdoOBEIIaHHs U
TEJEeBUAECHUSA, CPEACTBAa SJIEKTPOHHOW OpPITEXHUKH, CpPEACTBA W CHCTEMBI
AIIEKTPOYACOPHKAIIHH).

ITox TexHMYECKUMH CpEACTBAMHM, IIO3BOJISIIOIIMMU  OCYIIECTBIATH
00paboTKy NepCOHATBHBIX MAaHHBIX, MMOHUMAIOTCS CpPEACTBA BBIUHUCIMTENBHOMN
TEXHHUKH, WH(GOPMAITHOHHO-BBIYHCIUTENFHbIE KOMIUIEKCHI M CETH, CpPeACTBa H
CHCTEMBI Tepefad, nmprueMa u oOpaboTKH MepCOHANBHBIX NaHHBIX (CpeldcTBa U
CHUCTEMBI 3ByKO3aIIUCH, 3ByKOYCHJIEHHUS, 3ByKOBOCIIPOM3BEICHHUS, TEPETOBOPHEIE 1
TeJIEBU3HOHHBIE  yCTpOWCTBA, CpEACTBA  HM3rOTOBJEHHS, THPAKHAPOBAHHUI
JOKYMEHTOB U JIpyTHe TeXHHYecKHe CpeJCTBa 00pabOTKU pedeBoi, rpadHuecKoi,
BUIeO- © OykBeHHO-UH(POBOH HMHPOpMANKK), IPOrPaMMHEIE CPEICTBA
(omepanoHHEBIE CUCTEMBI, CUCTEMBI YIIpaBJIeHHs 0a3aMy JaHHBIX H T.II.), CPEICTBa
3aIUTHl HHPOpPMALMU, IpUMEHsIeMble B HHOOPMAIHOHHBIX CHCTEMAX.

Pabotel 1o obecriedueHrIo 0e30MacCHOCTH MEpPCOHANBHBIX JAHHBIX IMPH HX
o6paboTke B HH(POPMANHMOHHBIX CHCTEMAax SBISIOTCS HEOTHEMJIEMOM YACTBIO
paboT 1Mo co3aHui0 HHPOPMAITHOHHBIX CHCTEM.

Ilpu ob6paboTke IepCOHANBHBIX HAAaHHBIX B HH(POPMAIIOHHOW CHCTEME
obecriequBaeTCs:

a) IpOBeNCHHWE MEpONpUNTHI, HANpaBJIeHHBIX HAa IPeJOTBpAIIeHHe
HECaHKIMOHMPOBAHHOTO JIOCTYIA K MepCOHANBHBIM JTaHHBIM M (HJIH) IIepeIadu ux
nHiiaM, He UMEIOIINM MpaBa JOCTYIa K TaKoi HH(OpMAIIUH;

0) cBoeBpeMeHHOe OOHapyxeHHe ()aKTOB HECAHKIHOHHPOBAHHOT'O JOCTYTIA
K ITEPCOHAILHBIM TaHHBIM;

B)  HENONyIIeHWe  BO3ICHCTBHA  HA  TEXHHYECKHE  CpEACTBa
ABTOMAaTHU3UPOBaHHON 00pabOTKH MEpCOHANBHBIX TaHHBIX, B pe3ybTaTe KOTOPOIro

MOXeT OBITh HapyIIeHO UX (yHKIIMOHHPOBAHHUE;
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I') BO3MOXHOCTh HE3aMeJIUTEIPHOTO BOCCTaHOBIIEHHS IEPCOHAIBHBIX
JAaHHBIX, MOAUPHUITIPOBAHHBIX WIN YHUYTOXEHHBIX BCII€JICTBUE
HECaHKIIMOHUPOBAHHOTO JIOCTYIIa K HUM;

J) TIOCTOSIHHBIM KOHTpOJIb 3a OOecleuYeHHeM YpOBHS 3alllUIIeHHOCTH

MNEPCOHATIBHBIX JaHHbIX.

8.1. Mertoan! i ciocoObl 3aIATHI HHPOPMAHH OT HECAHKIIHOHHPOBAHHOI'O

AOCTyHna

MeTtogamu U criocobamul 3alUTH HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA SBJISIOTCS:

- peanuzaliisi pa3pelIUTeNIbHON CHUCTEMBI JIOIyCKa IIOJIb30BaTele
(o6cmyxuBarorero nepcoHaa) K HMHQPOPMAIIMOHHBIM pecypcam,
MHGOPMAITMOHHOM CHCTeMe W CBS3aHHBIM C €€ HCIOJB30BaHHeM paboTam,
JOKyMeHTaM;

- orpaHWYeHHe JIOCTyIa IoJIb30BaTellell B MOMEIIEHHSs, TIe pa3MeleHbl
TEXHUYECKHE CPEJICTBA, ITO3BOIIIIOLINE OCYIIECTBIATh 00pabOTKy IMepCOHAIBHBIX
JaHHBIX, @ TAK)Xe XPaHATCS HOCUTEIH HHPOPMAIIHH,

~ pasrpaHHYeHHE JIOCTyla TMoJib3oBaTefeil ©  OOCIy)XHBAIOIIEro
nepcoHajla K MH(QOPMaIMOHHBIM pecypcam, IPOorpaMMHBIM CpeJICTBaM 00paboTKH
(mepenaun) 1 3aIUTH UHOOPMAITUH;

~ perucTpauus JeHcTBHHA  IONb30BaTeledd H  OOCITYKHBAIOIIETO
MepcoHalla, KOHTPOJIh  HECAaHKIMOHHUPOBAHHOTO  JOCTyma W  JeWCTBHH
ITOJIb30BaTelNeil, 00CITy)KUBAIOIIEro IepcoHala 1 IIOCTOPOHHUX JIHII,

- ydeT ¥ XpaHeHHe CBheMHBIX HOCHTeled wuHpopMamuum U UX
obpareHHe, UCKIIIOYArOIee XUIeHne, TOIMeHy U YHHYTOXKeHHe,

- pe3epBHpOBaHNe TEXHHYECKHUX CPEJICTB, AyOJHpOBaHHE MacCHBOB U
HOCHTeNIel HHpOopMaIHH;

- UCIOJIb30BaHHe CPEICTB 3allMThl HH()OpPMALMK, MNPOIIEAINX B

YCTaHOBJICHHOM ITOPAJKE ITPOLEAYPY OL€HKHA COOTBETCTBHUA,
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- UCIIOJIb30BaHME 3alUINEHHBIX KaHAIOB CBSI3H;

- pa3MellleHre TEXHUYECKUX CPEACTB, IO3BOJLIIOMIMX OCYIIECTBIIATH
00paboTKy EepCOHANIBHBIX IaHHBIX, B IpeiefiaX OXpaHsIeMOl TEpPUTOPUH;

- opranm3zanusi (QU3NYECKOH 3alUTHl TOMEUIeHHH U COOCTBEHHO
TEXHUYECKUX CPEJICTB, ITO3BOJLIIONIMX OCYIIECTBISATE 00pabOTKy IEepCOHAIBHBIX
JaHHBIX;

- IpeJOTBpallleHie BHEApPeHHs B  HH(POPMALMOHHBIE  CHCTEMBI

BPEIOHOCHBIX IporpaMM (IIporpamMM-BHPYCOB) U MPOTrPAMMHBIX 3aKJIaJI0K.

8.2. Texnuueckne Mepnl obecnedenns HHPOPMANHOHHOM 5€30NaCHOCTH

C yuerom Bcex TpeOoBaHWII M TIPHHIMIIOB obOecreueHus Oe30mMacHOCTH
IE€PCOHANIBHBIX JaHHBIX B UHQOPMAIMOHHBIX CHCTEMAX B COCTAB CHCTEMBI 3aLIUTHI
BKJIFOYAIOTCS CJIEAYIOIIUE CPEACTBA:

- cpeactsa uIeHTU(UKamuu (OMO3HABAaHMWSA) M AyTEHTU(HUKAIIAU
(moxTBepxIeHUs IOJJIMHHOCTH) IIOJb30BaTelled HWHQPOPMAIIMOHHBIX CHCTEM
MTePCOHABHBIX JTAHHBIX;

- cpencTBa pa3rpaHuYCHUS JocTyrna 3aperUCTPUPOBAHHBIX
II0JIb30BaTelNel K pecypcaM HH(POPMAIMOHHBIX CHCTEM IIEPCOHATBHBIX TaHHBIX;

— CpeIcTBa oOecreyeHuss U KOHTPOJISI LIEJIOCTHOCTH MPOTPaMMHBIX U
UH(GOPMAIIOHHBIX PECYPCOB;

- CpPeIACTBa OIEPAaTUBHOTO KOHTPOJS U PErucTpauuud COOBITHM
0€30ITacCHOCTH.

VYcnemHoe npuMEHEHNE TEXHUYECKHX CPEACTB 3aIlUTHl 0OecreurnBaeTcs
OpraHU3allUOHHBIMU  (aIMHMHHCTPAaTHBHBIMM) Me€paMH M  HCIOJIE3yEMBIMH
GU3MYeCKUMH  CPEICTBAaMM  3aIlUTHl, HANpPaBICHHHIMH Ha  BBIINOJHEHUE
CIIEAYIOIIUX TpeOOBaHMIA:

~ obecrieyeHre  (PU3NYECKOM  IEIOCTHOCTH BCEX  KOMIIOHEHTOB

HH()OPMAIIMOHHBIX CHCTEM IIEPCOHATIBHBIX JaHHBIX;
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- KOKIBIA COTPYIHHK — TOJB30BaTellb HH()OPMALMOHHONW CHCTEMBI
IEPCOHANBHBIX JaHHBIX HJIH Tpyla I[OJb30BaTeliell WMeeT YHHUKalbHOE
CHCTEeMHOe WM M MHHHMAIIbHO HEOOXOIMMEIe IUIS BBIIOJHEHUS MM CBOHX
(GYHKIMOHATBHBIX 00s13aHHOCTEH MTOTHOMOYHS IO JJOCTYITY K pecypcaM CHUCTEMEI;

- pa3paboTKa W OTJIaaKa IporpaMM OCYIIECTBISIETCS 3a IMpeieliamMH
HHPOPMAITMOHHON CHCTEMBI TIEPCOHANBHBIX TaHHBIX, HA UCTIBITATEIBHBIX CTEHAAX;

- BCE W3MEHEHHS KOH(DUTYpallMd TEXHUYECKMX U IPOrpaMMHBIX
cpeacTB HHGOPMAIIMOHHBIX CHCTEM IMEPCOHANBHBIX JaHHBIX MIPOU3BOISITCS CTPOrO
YCTAHOBJICHHBIM MOPSIKOM (PETUCTPUPYIOTCS W KOHTPOJIHUPYIOTCS) TOJNBKO Ha
OCHOBaHHH yKa3aHUH YITOJIHOMOYEHHOT'O JINA (CTPYKTYPHOIO MOIpa3ieeHus );

— ceTeBoe obopynoBaHue (KOHIIEHTPaTOPHI, KOMMYTaTOpHI,
MapIipyTHU3aToOpsl M T.[I.) paclojiaraeTcsi B MeCTaX, HEeIOCTYIHBIX yis
ITOCTOPOHHMX (CITEMANTBHBIX TOMEIEHUX, MKadax, ! T.I1.).

- OCYIIIECTBISETCSl HENpPephIBHOE YINpaBleHHe M aIMHHHCTPATHBHAS
oI epKKa (yHKIIMOHUPOBAHUS CPEICTB 3IIUTHL.

OCHOBHBIE MepOIpHUATHs MO TeXHHYeCKOMY obecredeHHIo Oe30I1acHOCTH
MepPCOHANBHBIX aHHBIX, 00OpabaThiBaeMBIX B HH(POPMAIMOHHBIX CHCTEMax

MMEePCOHAJIbHBIX JaHHBIX, IIPEACTABJICHEI 10 CIEAYIONINM HaIlPpaBICHUAM:

Ilo anmusupycnoii 3aujume:
[TpenoTBpalenrie BHeApeHUs] B MH)OPMAIIMOHHBIE CHCTEMBI BPEIOHOCHBIX
nporpamMm (IporpaMm-BUPYCOB) M MPOTPaMMHBIX 3aKJIaJ0K IyTeM: |
- HENPEepPBIBHOTO aHTUBHUPYCHOTI'O MOHUTOPHHT;
- ITPOBeIeHUS eXeHeIeIbHON POBepKH HH(POPMAIMOHHBIX PECYPCOB;
= €XEeIHEBHOT0  aHanM3a COOBITUH  (UKCHPYEMBIX  >KypPHAIOM
perucTpalyy HoICUCTEMBl aHTUBUPYCHOM 3aIlIUTEH]; |
- MOJIEPXKAaHUA B aKTyaJJbHOM COCTOSHHHM 0a3bl  BpEeIOHOCHBIX

mporpamm (IporpaMM-BUPYCOB) U IPOrPaMMHBIX 3aKJIal0K.
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Ilo ynpaenenuio oocmynom:
Nnentndukanus v IpoBepka MOATUHHOCTH MOJb30BaTeNs] OCYLIECTBIISIETCS
IIPH BXOJl¢ B HMH(POPMAIMOHHYIO CHCTEMY II0 ITapOJIl0 YCIOBHO-IIOCTOSHHOI'O

IeUCTBUSA [UTMHON He MeHee IecTH OyKBEHHO-IIM(PPOBBIX CUMBOJIOB.

Ilo pezucmpayuu u yuemy:

Peructpamnms Bxoja (BEIX0/1a) TIOJIB30BaTENs B CUCTEMY (M3 CHCTEMBI), JTHOO
perucTpanys 3arpy3Kd W WHHLOHAAIA3AOHN OIEepPal[iOHHOH CHCTEMBI H ee
IIPOrpaMMHOI0 OCTaHOBa. Perucrpamys BBIXOHa U3 CHCTEMBI WJIM OCTaHOBa He
IPOBOAUTCS B MOMEHTHl allllapaTypHOT'0 OTKIIOYEHUS HHPOPMAIMOHHOM
cucTeMbl. B mapaMerpax perucTpaldy yKa3bIBalOTCA JaTa U BpeMs BXona
(BBIXO#a) MOJB30BaTedsl B CHUCTeMy (M3 CHUCTEMBI) WM 3arpy3kud (OCTaHOBa)
CHUCTEMBI, pe3yJbTaT IONBITKA BXoAa (ycmemHas WIA HeycIelHas),
uneHtudukarop (xkox win GaMWwInsg) TOJAB30BATENs, INPENbIBICHHBIA IIPH

IIOIIBITKE JOCTYIIA.

Ilo obecneuenuro yenocmuocmu:

— obecrieyeHre LETOCTHOCTH IPOTPAaMMHBIX CPEACTB CHCTEMBI 3aIlIUTHI
IIEPCOHANIBHBIX JaHHBIX, 00pabaThiBaeMoil HHGOpMAIUH, a TaKXKe HEU3MEHHOCTh
nmporpaMMHOM cpefbl. IIpm 3TOM HENOCTHOCTH IPOrPaMMHBIX  CPENCTB
IIPOBEpsieTCA IIPH 3arpy3ke CHCTEMBI I10 HATUYHIO UMEH (HIEeHTH(HKATOPOB)
KOMIIOHGHTOB ~ CHCTE€MBI  3alllUThl IEPCOHAIBHBIX [aHHBIX, IEJIOCTHOCTD
IPOrpaMMHOM cpellsl obecrieurBaeTCsl OTCYTCTBHEM B WH(OPMAIIMOHHOM CHCTEME
CPeICTB pa3paboTKU ¥ OTIIAJIKU IIPOrPaMM;

— ¢usnueckas oxpaHa HHPOPMAIIOHHON CHCTeMbl (TEXHUYECKHX CPEACTB
U Hocutened wuH(POpMaIUK), IpeIycMaTpuUBaiollas KOHTPOJIb JOCTyla B
IIOMEIeHUs] UHPOPMALIMOHHON CHCTEMBI IIOCTOPOHHUX JIHI, HAJIMYHME HaIeKHBIX
NPEISITCTBANA I HECaHKIMOHMPOBAaHHOIO TIIPOHUKHOBEHHWA B IIOMEIICHHUS

MH(}OPMAaLIMOHHOM CUCTEMEI M XpaHWIHILE HOCUTeNleH nH(OPMAIIVH;
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— TepUOAWYECKOe  TECTUpOoBaHWE  (PYHKIMI  CHCTEMBI  3alllHTHI
TIEPCOHATBHBIX JAHHBIX NPU W3MEHEHHWH MPOTPaMMHOM Cpensl M I0JIb30BaTeNeH
WHOOPMAIIIOHHOH CHUCTEMBI C TIOMOIIBIO TECT-MPOrpaMM, HMMTHUPYIOIIMX
MTOTIBITKY HECaHKIIMOHUPOBAHHOTO JIOCTYIIA;

— KOHTPOJIb HAIWYWsl CPEICTB BOCCTAHOBIEHHS CHCTEMBI 3alllUTHI
MIEPCOHANBHBIX JAHHBIX, BEJECHHWE JBYX KONWH TPOTrPaMMHBIX KOMIIOHEHTOB
CPEICTB 3alMThl WHQOpMaLUM, IEPHOANYECKOE OOHOBIECHHE U KOHTPOIb

pa60TOCHOCO6HOCTI/I KOITUM CHCTEMBI 3alUTHI IIEPCOHATIBHBIX JaHHBIX.

Ilo 3auqume mesccemesozo 63aumooeiicmeun:

— (uapTpamys Ha CETEBOM YPOBHE IS KaXIOr0 CETEBOr0 IIaKera
He3aBUCUMO (pelleHne O QUIbTpalyy MPUHUMAETCS Ha OCHOBE CETEBBIX aJpecoB
OTIIPAaBUTEIIS U MOJyYaTelsl WK Ha OCHOBE IPYT'HX 3KBHBAJIECHTHHIX aTpHOYyTOB);

— uIeHTH(UKAWMS ¥ ayTeHTU(QUKanWs aJIMUHUCTPATOPa MEXCETEBOIO
9KpaHa IpU €ro JIOKAJIBHBIX 3ampocax Ha JIOCTYI 0 HIeHTHhHUKaATopy (Komy) u
TIAPOJTIO YCIIOBHO-ITOCTOSTHHOTO JIeHCTBHS;

— peructpanys BxoAa (BBIXOHa) aIMHUHHCTpaTOpa MEXCETEBOro 3KpaHa B
cucteMy (U3 CHCTEMBI) JMOO 3arpy3kKd H WHUIHAIU3ALIAA CHCTEMBI U ee
MIPOrpaMMHOI0 OCTaHOBa (perucTpanus BBHIXOJa W3 CHCTEMBl HE TPOBOIWTCS B
MOMEHTHI allapaTypHOro OTKIIOYEHHS MEXCETEBOI0 IKpaHa);

— KOHTPOJIb LIEIOCTHOCTH CBOEH MPOrpaMMHOM B HHPOPMAIIMOHHON YacTH;

— (uIbTpanys TAKETOB CIY)KeOHBIX IPOTOKOJIOB, CIyXallUX  JUIS
JUArHOCTHKH U YTIpaBJIeHUs pabOTOH CeTeBBIX yCTPOHUCTB;

— BOCCTQHOBJIEHHE CBOMCTB MEXCETEBOr0 JKpaHa ITociie cOOeB M OTKa30B
obopynoBaHus;

— perlaMeHTHOE TECTHpPOBaHWE pealu3alliil TpaBWwil  (QUIBTpAINHY,
nporiecca HACHTUQUKAIUN W ayTeHTU(PUKAOUKA aIMUHUCTpATOpa MEXCETEBOIo
dKpaHa, MpoIecca PeruCTpalyy JeHCTBUN aqMIUHHACTPATOPa MEXCETEBOIO 3KpaHa,
mpoIecca KOHTPOJIS 32 IeJIOCTHOCTBIO TIPOTPaMMHON U MH(POPMAIIMOHHON YacTH,

Impoueaypnl BOCCTAHOBJICHU.



50

— ¢uibTpanys ¢ y4eToM BXOJHOTO M BEIXOJHOTO CETEBOT0 MHTEpdeiica Kak
CpelicTBa MPOBEPKH MMOTMHHOCTHU CETEBBIX aAPECOB;

— (uIBTpanys ¢ yIeTOM JIFOOBIX 3HAYAMEIX ITOJIeH CeTeBbIX MIaKeTOB;

— peructpanus ¥ yuer QUIbTpyeMbIX MaKeToB (B apaMeTpsl PerHCTpaIin
BKJIFOYAIOTCS aJIpeC, BpeMsl U pe3ynbTaT QHIBTpaIin);

— perucrpanus 3alycka IIporpaMm U IporeccoB (3aJaHuii, 3a71a4).

Ilo 3awume ungpopmayuu npu nookniouenuu k cemu Hnmepnem:

— LEHTPaJM30BaHHOE YIpaBlIeHHE CHCTEMOH 3aIUTHl IEePCOHAIBHBIX
IDaHHBIX HHGOPMAIIMOHHOMN CUCTEMEI,

— HCIOJIb30BaHUE CPEICTB aHTUBUPYCHOM 3aIlUTHL;

— MEXCETeBO€ DSKpaHHpOBaHHE C LEJbI0  yNpaBlIEHHS JOCTYIIOM,
(GUIBTpaIli CETEeBBIX INIAKETOB W TPAHCIAIUH CETEBBIX aIpecOB IJIS CKPBITHSI
CTPYKTYPBI HH)OPMAITUOHHON CHCTEMBI,

— oOHapyxeHHe BTOPXXEHHH B MHPOPMAIMOHHYIO CHCTEMY, HAPYIIAIOIIHX
WIM CO3JAIOIUX INPEINOChIKA K HapyIIeHHIO yCTaHOBJICHHBIX TPeOOBaHHM IO
obecneueHnIo 6€30MaCHOCTH EPCOHATBHBIX TaHHBIX;

— aHaJM3 3aIMIICHHOCTH HH()OPMAIIMOHHBEIX CHUCTEM, IpeaIoararommi
IPAMEHEHAE  CHENHAIM3UPOBAHHBIX  IPOTPaMMHBIX  CpPeACTB  (CKaHEpOB
0e30macHOCTH);

— 3amuTa UH(pOPMALIUH TIpH ee Iepeaade 1Mo KaHalaM CBS3H;

— HCIIOJIb30BAHUE CUUTHIBATENIEW MJIsA HANEKHOW HACHTHOUKAUUH U
ayTeHTH(UKAIUH IT0JTb30BaTeNeH;

— unpTpanusa BXOAAMUX (MCXOASIINX) CETeBBIX IMAKETOB IO IpaBUIIaM,
3aJJaHHBIM OIepaTopoM (YIIOITHOMOYEHHEIM JIUIIOM );

— MepHOIUYECKHA aHaiu3 0e30MacHOCTH YCTAHOBIEHHBIX MeEXCEeTEBBIX

OKpaHOB Ha OCHOBC HMHUTAIlMU BHCIIHUX aTaK Ha I/IH(bOpMaI_II/IOHHBIe CHUCTCMBI,
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— aKTHBHBIA ayIuT 0€30macHOCTH UH(GOPMAIIOHHONW CHCTEMBI Ha IpeIMeET
OoOHapyXeHUs] B peXHME peaJlbHOrO BpEeMEHH HEeCaHKIMOHHUPOBAaHHOH CeTeBoit
aKTUBHOCTH;

— aHaIW3 MPUHHMaeMOH Mo WHGOPMALMOHHO-TEIEKOMMYHHUKAITHOHHBIM
CeTAM MEXIOYHapOAHOro WHGOPMAMOHHOTO oOMeHa (CeTsM CBS3M 0O0LIero

NOJTb30BaHUsA) HH(QOpPMALIUK, B TOM YHCJIe Ha HAIM4YKe KOMIIBIOTEPHBIX BUPYCOB.

Ilo 3auiume ungpopmayuu npu yoanennom oocmyne u nepeoaue no GHEUIHUM
Kaunanam ceéasu:

3ammura MHQOpMalVU TpH ee Iepefadye [0 BHEIIHUM KaHAlIaM CBS3H C
UCIIONB30BaHUeM Kpunrocpeacts mo ypoBHio KC1 (mpu ycraHoBke Ha pabouue
craniuu), KC2 (mpu opraHu3aldyd 3allUAIIEHHBIX KaHAJIOB CBSI3W MEXOY

B3aMMOJCHUCTBYIOIUMU CETIMH (CETMEHTaMU ceTeil)).

Ilo ynpaenenuio:

— LEHTPaJIM30BaHHOE YIPABICHUE CHCTEMOIl 3allUThl NEPCOHAIBHBIX
NaHHBIX NTHOOPMAIMOHHON CHCTEMEI,

— yIOpaBlieHHe AOCTYIIOM K 3al[UIlaeMbiM HH(GOPMAIMOHHBEIM CHCTEMaM

NEPCOHAJIBHBIX TaHHBIX.

8.3. Ilepeuennb HHPOPMALHOHHBIX CHCTEM

O6paboTka HCi)COH&HBHBIX IOAHHBIX OCYIIECTBISIETCS B  CIeNyIOIIUX
MHQOPMAIMOHHBIX CHCTEMax OpraHoOB COLMAIBHON 3aIllUTBl  HACEJIeHHS
Boponexckoii obnacTu:

— Enunas uHQOpManMOHHAs CHUCTeMa IEPCOHUGUIIMPOBAHHOIO YydYeTa
rpakJjaH B OpraHax COLMAJIBHOM 3alUTHl HaceleHus: Boponexckoi obnacti;

— aBTOMaTHU3UPOBaHHBIC HHOPMALUOHHBIE CHCTEMEI KaIPOBOTO Y'CTa;

- aBToMamsnpOBaHHHe UHPOPMALMOHHBIE CHUCTEMBI OYyXTaiTepcKoro

ydera.
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8.4. Kuaaccudpuxanus nojb3oBareseii HHPOPMALNHOHHBIX CHCTEM

NMECPCOHAJbHBIX JAHHbIX

ITonmp3oBaTeneM MHGOPMAITMOHHON CUCTEMBI SIBIIIETCS JIUIIO, y4acTRYyIOIIee
B (QYHKIMOHHPOBaHUM HHQOPMAIIMOHHOM CHCTEMBI HJIA HCHOJNB3YIOLIEe
pe3ynbTaThl ee (yHKIMOHUpoBaHUA. [lonb3oBaTeneM MHPOPMALMOHHBIX CHCTEM
OpraHoB couHaJIBHOI‘/'I ‘3aI.U,'I/ITBI HaceJieHUs1 BopoHexckoit 06actu sBisiercst 11000
pabOTHHK, MMEIOUMH MOCTyn K HHQOPMAalMOHHOH CHCTeME M ee [~ vpCcaM
(anmmapaTHBIM cpencTBaM, MPOrpaMMHOMY OO€CIEeUYEeHHIO, JAaHHEBIM, CpeJiICTBaM
3alUTH]) B COOTBETCTBHHU C YCTAHOBJICHHBIM ITOPSOKOM, B COOTBETCTBHH C €rO
JNOJDKHOCTHBIMU 00S13aHHOCTSIMH.

ITonb3oBaTennn HMMEIOT pa3iHYHBIE MpaBa MO JOCTYIy K 3aIi’'?°MbIM
“HGOPMAITMOHHEIM pecypcaM, pa3MeIIeHHBIM Ha HOCHTENSX Pa3IMYHOr0 YPOBHA
KOH(UIEHIIHAIHHOCTH.

ITonp30Barenyd WHGOOPMALMOHHBIX CHCTEM IMEPCOHAJBHBIX AAHHBIX JIeTITCA
Ha TpY OCHOBHBIE KaT€TOpPHH:

1) AnMuUHHCTpaTOp WHPOPMAIUOHHOM CHCTeMBl. Pab0OTHHMKM < raHOB
COLIMATLHOM 3alUTHl HaceleHHUsI BopoHexckoi o06nacTH, B JOJKHOCTHBIE
0053aHHOCTH KOTOPBIX BXOIUT HACTpPOHKa, BHEJAPEHHE U COIPORON L
CHUCTeMBI. AMHUHUCTPaTOp HH()OPMALMOHHONH CHCTEMBI O0JajaeT cii~ UM
YpOBHEM JIOCTYyTIA:

— obnamaer mnonHOM HHOpManuell O CHCTEMHOM H IPHUKIAZHOM
IIPOrpaMMHOM OOecriedeHNH NHPOPMALIMOHHOMN CCTEMBI;

— obmagaer monHOM HH(QOpMaLMed O TEXHHYECKUX Cpernc’ v o
KOHQUTYypauuy HHQOPMALIMOHHON CHCTEMBI;

— UMeeT JOCTYH KO BCEM TEXHHMYECKUM cpeactBaM oOpaboTku

UHGOPMAIIUHU U JaHHBIM HH)OPMALMOHHON CHCTEMBI IIEPCOHAIBHBIX IANHEIX;
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— obnmamaer mpaBaMH KOHQUIYpPUpPOBaHMA H  aJAMHUHHCTPATHBHOM
HACTPOMKH TEXHHYECKHUX CPEACTB HH(DPOPMALUOHHON CHCTEMBI IEPCOHAIBHBIX
ITaHHBIX.

2) ApmuHucTpatop Oe3omacHOCTH. PaOOTHHUKH OpPraHOB COIHAIBHOM
3amuTHl HaceleHus Boponexckoil o6nacth, B IOJKHOCTHBIE OOS3aHHOCTH
KOTOPEIX BXOAUT obecrieyeHne OE30MacHOCTH  IEPCOHANBHBIX  JAHHBIX.
AnmuHNCTpaTOp 6€301acHOCTH 00JaaeT CIeAyIOIMAM YPOBHEM JOCTyTIA:

— obOmamaer monHOW WHQOpMaIrmell 00 HCIOMB3YEMBIX TEXHHYECKHUX H
MIPOrPaMMHBIX CpeICTBaX 3alllUThHI HHGOPMAIIUH; '

— UMeeT JOCTyl KO BCEM TEXHHYECKHMM CpeicTBaM o0paboTKu
nHGOpPMAIUU U JaHHBIM HHPOPMAIIMOHHOM CHCTEMBI IIEPCOHANBHBIX JaHHBIX.

3) Ilporpammuct - pazpaboTyuk HHGOPMAIMOHHON cHCTeMBL. PaboTHHKH
JlemapTamMenTa Uil CTOPOHHUX OpraHH3aIfii, KOTOpPBIE 3aHUMAIOTCS pa3pabOTKOMH
IIporpaMMHOro obecrnedeHus. Pa3paboTynk HHGOOPMAIIMOHHON CHCTEMBI 00JIagaeT
CJIeIyFOIIIIM YPOBHEM JIOCTYTIA:

— BiajgeeT uHpopMauped 00 anropuTMax M IporpaMmax o0paboTKH
nH(popManuu B HHGOPMAITMOHHON CUCTEME;

— pacrosaraeT #HGopMaIuei o TomoJIOTud HHPOPMALIMOHHOU CUCTEMBI U
TEXHUYECKUX CpeACTBaxX o0OpaOOTKM © 3allMTHl IEPCOHAIBHBIX JAaHHBIX,
o0pabaTpiBaeMbIX B HH(OPMAIIHOHHO CHCTEME.

4) Tlons3oBarens WHDOpPMAIMOHHOW CHCTeMBl. PaOOTHHKH OpraHoB
COLIMATBHON 3alllUThl HacelleHHS BopoHexXcKkoi oO0JjacTd, ydacTBYIOIIHE B
mpoliecce  3KCIUTyatanud  HHPOpMAUMOHHON  cuctembl.  llomp3oBaTens
HHGOPMAITMOHHOW CHCTEMBI 00JIafaeT CISAYIONIIM YPOBHEM JOCTYTIA:

— obnmamaeTr BceMH HEOOXOIMMBIMH aTpuUOyTamH, oOecIeyuBaOIIMU
IOCTYTI K HEKOTOPOMY IOJAMHOXECTBY IEPCOHAIBHBIX TaHHBIX;

— pacmojaraeT KOH(HUICHIMAIbHBIMA HAHHBIMH, K KOTOPBIM HMEET

JOCTYTI.
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T KaXIoro IOJb30BaTeNss MH(GOPMAIMOHHON CHUCTEMBI IT€PCOHAIBHBIX
JIAHHBIX JOKYMEHTAaJIbHO OIpelesieHbl €ro KaTeropus, IIOJHOMOYHUS 10 JOCTYILy K
3aIIHIIaeMbIM pECYpPCaM.

C oro#l menpro IS KXo HHGOPMAIMOHHON CHUCTEMBI IEePCOHAIBHBIX
JAaHHBIX OCYIIECTBIISIETCS BeJEHHEe pa3pelldTe]bHOM CHCTEMBI JOCTyIa:
dbopMUpOBaHHE W KOPPEKTHPOBKA CIIHCKA IIOJIb30BaTelled WH()OPMALHOHHON

CHUCTEMbI, YCTAHOBJICHUC UX IOJTHOMOYHH 110 AOCTYIIY K 3alllUIIa€MBbIM peCypcaM.

8.5. VYuer un, AONYIMIEHHBIX K NEPCOHAJIbLHBIM AaHHBIM, 00pabaTbiBaeMbIM

B HHPOPMAIHOHHBIX CHCTEMAX

Jlommyck K IepcOHaNbHBIM AaHHBIM, 00pabaThiBaeMbIM B WH(OPMAIIMOHHOMN
CUCTeMe, JIUIaM, JOCTYIl KOTOPHIM K 3alHiaeMoi HHPOpMauu HeOOXOIUM IS
BBITIOJTHEHHS ~ CIYXeOHBIX  (TPYHOBBIX) OOS3aHHOCTEH, MNPOU3BOOUTCI B
COOTBETCTBHH C Pa3pelIuTeI-HON CUCTEMOH HOCTyTIA.

PaspermmresnsHas cucteMa JOCTyma JOJDKHA OBITH COCTaBlIEHA HA KaXIYIO
UHQOPMAIIMOHHYIO CHCTeMy IIepCOHAIBHBIX MAaHHBIX W JOJDKHA COJep)KaTh
mepeyeHb JIMI, MJOIMYIeHHBIX K 00paboTKke IepCOHANBHBIX JaHHBIX B
UHPOPMAIIMOHHOM CHCTEME, C YKa3aHHEeM yPOBHS IIPaB JOCTYIIA.

Benenue paspemuTelbHOM CHCTEMBI JOCTYyIIa BoO3Jlaraercs IIPHUKa3oM
PYKOBOIMTENIS OIlepaTopa Ha JIWI, OTBETCTBEHHBIX 3a o0ecrieueHne 0e30IacHOCTH
HIepCOHAJIBHBIX TaHHBIX.

OcHoBanHueM mnst ofecnedeHHs [OCTylla K IIEPCOHANBHBIM NaHHBIM,
o0pabaThiBaeMbIX B MH(POPMAIMOHHBIX CHCTeMaX, M BKIIOUCHHS PabOTHHKOB B
pa3pelmTeNIbHyI0 CHCTEMY JOCTyNa SBJSIFOTCS  CBeJeHHUs, I10/aBaeMbIX
PYKOBOIMTENAMH CTPYKTYPHBIX IIOJpa3fefieHuil omepaTtopa U JODKHOCTHBIE

HHCTPYKINH (JODKHOCTHBIE perylaMeHThl) paOOTHUKOB.

8.6. Pe3zepBupoBanmne nH(popmanuu
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B mensx obecrnieueHHs BO3MOXXHOCTY He3aMeIJIUTENHHOTO BOCCTAHOBICHUS
MIEPCOHATBHBIX IaHHBIX, MOIUGMDUIMPOBAHHBIX WM YHUYTOXEHHBIX BCIEICTBUE
HECaHKIIMOHUPOBAHHOIO JIOCTylla K HHUM, OCYIIECTBISETCS pe3epBHPOBaHUE
(pe3epBHOE KOMPOBaHUE) IEPCOHANBHBIX JaHHBIX.

Pe3zepBrupoBaHMEe MPOBOAWTCS HA pa3IUYHbIE HOCHUTENM HH(POpPMaLUU C
COOTBETCTBYIOLIM YPOBHEM HAIC)KHOCTH U IOJITOBEYHOCTH.

XpaHeHWe pe3epBHBIX KONMH OCYIIecTBIsSeTcs B HaOeXHBIX ceiidax
(MeTasmmmyeckux ImKadax), B MECTe, TEPPUTOPHAIBHO YAAJEHHOM OT OCHOBHOIO
XpaHWIUIIa UHPOpPMAIUH.

JocTyn K pe3epBHBIM KOIIMSIM CTPOTO periiaMeHTHPYETCS.

IIpaBuia ¥ 00BEMBI pe3epBUPOBAHUSA, a TakXXe MOPSIOK BOCCTAaHOBIICHHUS
paboTociocOOHOCTH  MH(POPMAIMOHHOM  CHUCTEMBI IMEPCOHAIBHBIX  JTAHHBIX
YCTaHABIMBAIOT JOJDKHOCTHBIe Juila JlemaprameHTa, OTBETCTBEHHBIE 3a
obecrieueHrne 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX Ipu 00paboTke B
WH()OPMALIMOHHBIX CUCTEMAX.

KonTtpone Haj mpoleccoM OCYIIECTBIEHUS PE3ePBHOIO KOMMUPOBAHUA
OOBEKTOB 3alIUTHl BO3JAaraeTcsi Ha MJOJDKHOCTHBIX JIMI], OTBETCTBEHHBIX 3a
obecriedeHrie  0€30MACHOCTH IEPCOHATBHBIX MJaHHBIX MNpH 00paboTke B

MH(POPMAIIMOHHBIX CUCTEMAaX.

8.7. Opranm3zanusa NapojbLHOH 3aIHTHI

B mensx oOecredeHus 3alIUThl OT HECAHKIIMOHHPOBAHHOIO NOCTyIa K
MepCOHAIBHBIM HaHHBIM © PpErucTpallid JOEeWCTBUM  MOJb30BaTeled C
MepPCOHAILHBIMU JaHHBIMU B UH(OPMaIIMOHHBIX CUCTEMaX €PCOHAIBHBIX JAHHBIX
OpraHU3yeTCs CUCTEMA NTApOJIbHOM 3aIUTHI.

Jliis obecniedenust 1OCTyma K UHQOPMAITMOHHBIM CHCTEMaM ITEPCOHAIIBHBIX
JAHHBIX BCEM ITOJIb30BaTEIISIM YCTaHABIUBAIOTCS JTNYHBIE TAPOIH. JINYHBIE ITapOIx

AJOCTyIIa K Cpe€AcTBaM HH(I)OpMaIII/IOHHLIX CHCTEM IICPCOHATIPHBIX TaHHBIX NOJDKHBI
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BEIIABAThCS  IOJIG30BATENIIM  JIMLIOM, OTBETCTBEHHBIM 32  obecliedyeHue
0e30MacHOCTH IEPCOHANTBHBIX TaHHBIX.

[TpaBuna popMUpOBaHUS TAPOJIS:

1. Ilapomp He MOXET coAep)KaThb WMs YYETHOM 3alliCH I10JIb30BaTeld
W KaKy[o-JI100 ero 4acTs.
2. Ilapomnp noJDKeH COCTOSTh He MeHee 4eM U3 6 CUMBOJIOB.
3. B mapose JOMKHBI MPUCYTCTBOBATh CUMBOJIBI TPEX KaTErOPHIi:
~ MPOTMHCHBIE OYKBBI aHTJIMHCKOro ajiaBuTa oT A 10 Z;
— CTpOYHBIe OyKBHI aHTJIUHACKOTO ajihaBUTA OT a IO Z;
— mudpst (ot 0 10 9).

OO6s3aTenpHBIM TPeOOBAaHWEM OPTaHU3AIUU ITAPOJIGHON 3allUTHI SBIISETCS
TIOJIHAs TUTAHOBAsi CMEHa IMapoJield B HHPOPMAIMOHHBIX CHCTEMaX MePCOHATBHBIX
IAHHBIX He peXe OJHOro pasa B 3 MecsIa.

JInma, gpomymieHHbBle K 0o0pa0oOTKe  IMepCOHANBHBIX  JAaHHBIX B
HHOOPMAIIMOHHBIX CHCTeMax, 00s3aHBl coOJromaTh TpeOOBaHMS ITapOJIBHON

IIOJIMTHUKH.

9. KOHTPOJII: COCTOSTHHS 00ecnedeHHs1 0€30IaCHOCTH IEePCOHAJIBHBIX

JAaHHBIX

OCHOBHBIMHM LIETISIMH KOHTPOJISI COCTOSHUS oOecIiedeHus 0e30MacHOCTH
IIEPCOHATIBHBIX JaHHBIX SBIISIOTCS:

— YCTaHOBJICHHWE CTEIleHH COOTBETCTBHS NPHHATHIX Mep IO 00ecreyeHuIo
0€30IacHOCTH MEePCOHANBHBIX JTaHHBIX TPeOOBaHMSIM 3aKOHOHATENbHBIX M HHBIX
HOPMAaTHBHBIX aKTOB, HOPM, IIPaBHJI M HHCTPYKIHHA 1O 0OOECIedYeHuro
6e30IacHOCTH TIEPCOHATBHBIX JTaHHEIX;

— BBISIBJICHHE  IIOTEHIHAIBHBIX  KaHAJOB  yYT€YKH  HH(pOpMaIuwy,
HECaHKITHOHHPOBAHHOTO JIOCTyIa K HH(MOPMAIIHH U CIIEIHAIBHBIX BO3IEHCTBHIA Ha
Hee, BBIPabOTKa PeKOMEHAIIHIA 10 UX 3aKPBITHIO.

OCHOBHBIMH 3aJa49aMi KOHTPOJIA sABJISAIOTCA:
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- ouneHka d(G(GEKTUBHOCTH NPOBOJUMEBIX Mep 1Mo oOecreyeHHIo
0€e3011acCHOCTH NePCOHATIBHBIX TaHHBIX;

- aHaJIM3 TNPUYUH BBIBIEHHBIX HApyHIeHWH W HEJOCTaTKOB B
OpraHu3aluy U obeclieyeHHH 0e30IacHOCTH NMEePCOHANBHBIX JaHHBIX, BEIPaOOTKa
peKOMeHIaIHi 10 UX YCTPaHEeHMUIO;

- OIleHKa W aHaJIU3 BO3MOXKHOCTEH 3JIOyMBINUICHHUKA O JOOBIBAaHUIO
MIEPCOHABHBIX JTAaHHBIX, BBHISABICHWE KaHAJIOB YTeUKH HHGOpMAIMH, KaHAJIOB
HECaHKIIMOHUPOBAHHOT'O TOCTYIAa K MHGOPMAILWK U CTIeLIMATIFHBIX BO3IEHCTBUAMA Ha
Hee, BEIpadoTKa peKOMEHJAIUI TT0 3aKPBITHIO 3THX KaHAJIOB.

KoHTponp 3akimtoyaeTcss B IPOBEpKE BHIIIOJHEHUS 3aKOHOJATEIhCTBA
Poccuiickoii @enepaninv 1o BOIIPOCaM 3aIIUTH TEPCOHATBHBIX JaHHBIX, @ TAaK)Ke B
OlleHKe 00OCHOBAaHHOCTHU M 3P(HEKTUBHOCTH ITPUHATHIX MEP 3aAIHUTH.

OddexTuBHON HOpMOIt KOHTPOIIA 32 BEITOJHEHHEM TpeOOBaHUi HacTosIIeH
ITonuTuky sBisIeTCsl IPOBENEHUS CaMOOLEHKH B (opMe BHYTPeHHEW NIpOBepKd
obecriedyeHuss 0€30IIaCHOCTH IIEPCOHANBHBIX [aHHBIX B OpraHax COIHaIbHOMN
3alUThl HacelneHUs BopoHexckoil o0nmacT, MPOBOJUMONW B COOTBETCTBUU C
IUTAHOM MEpONPUATHNA MO obecredyeHrt0 0e30MacHOCTH MePCOHAIBHBIX TaHHEIX,
pa3paboTaHHEIM Komuccueldl J[lemapTameHTa mo oOecrnedeHUI0 0€30MaCHOCTH
IIEPCOHATIFHBIX JaHHBIX.

1. Oprann3aliMiOHHBIA KOHTPOJB COCTOSHUS oOecrieueHuss 0e30MMacHOCTH
IIEPCOHAJIBHBIX JAHHBIX B OpraHaX COLMAIBHOM 3alIUTH HaceleHus BopoHexckon
obiacTy poBOAMTCA B popMe BHYTPEHHHUX ITPOBEPOK obecriedeHus 6e30macHOCTH
MIEPCOHAJIFHBIX JAHHBIX, MPOBOJUMBIX B COOTBETCTBHH C IUIAHOM IPOBEICHUS
BHYTPEHHUX ITpOBepoK. OpraHW3alldOHHBIA KOHTPOIb MPOBOIUTCS COBMECTHO C
COTPYIHHUKAMU CTPYKTYPHBIX THOApA3[elieHhd, OTBETCTBEHHBIMUA 32 BOIIPOCH
obecrieueHus 6€30MaCHOCTH HHPOPMALIUK CBOUX MOApPa3AeIICHUSX.

2. TexHWYeCKU KOHTPOJIb COCTOSHHA oOOecredeHHss 0e30macHOCTH
IIEPCOHAJBHBIX JAHHBIX MPOBOAUTCS B LENAX KOHTPONSA (DYyHKIMOHUPOBAHUA
CUCTEMBI 3aIllATHl NEPCOHAIBHBIX JAaHHBIX, KOHTPOJIS YCTAaHOBJICHHBIX IPaBHI

(monutrk) O6€30mMacHOCTH, KOH(MUIYPAIMOHHBIX HACTPOEK CpelICTB 3allUThI
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uHbOpMalMK, BXOIAIIMX B COCTaB CHUCTEMBI 3allUTHl ITEPCOHAJBHBIX NAaHHBIX.
Opranuzanyss ¥ MPOBEACHHE TEXHUYECKOTO KOHTPOIS COCTOSHUS obecreueHus
0e30MacHOCTH TEePCOHATBHBIX JAHHBIX BO3JIaraeTcs Ha JIWI, OTBETCTBEHHBIX 32
obecrnieueHre 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

Jluma, OTBETCTBEHHBIE 3a oOOecredeHHe Oe30MacHOCTH IMePCOHAIBHEBIX
JAHHBIX, OCYIIECTBISAIOT KOHTPOJb 32 aJIMUHUCTPUPOBaHUEM HH(OpMAaIlMOHHBIX
CHCTeM B YacTH BOIPOCOB oOecmedeHHuss Oe30MacHOCTH WHPOpMalu ¢
B3aMMOJACUCTBYIOT C aMUHICTPATOPaM¥ HH()OPMAIIMOHHBIX CUCTEM.

K TexHudyeckoMy KOHTPOIIO COCTOSIHHS oOOecriedeHHs O0e30MMacHOCTU
IEPCOHAIBHBIX JaHHBIX MOTYT MPUBJIEKATHCS CIIENMATH3NPOBAHHbIE OpTraHW3AIHH,
uMmeromue oQOpMIIEHHBIE B YCTAHOBIIEHHOM TMOpSOKE JIMICH3WH  HA
OCYILIECTBJIICHUE JEsITeNbHOCTA IO TEeXHWYECKON 3ammrTe KOHGUICHIUATHHON
uHGOpMAINK, OKAa3bIBAIOINEe Ha IOTOBOPHOW OCHOBE YCIYrd IO KOHTPOJIO
(aynuty) cocTosHUS obecreueH s 6e30IacHOCTH MePCOHANBHBIX TaHHBIX.

[Tepeuens nuneH3u, HEOOXOAUMEIX MPHUBIEKACMOM CIEHATN3UPOBAHHON
OpraHu3allid, JUIS OKa3aHWs YCIYyr II0 KOHTPOJIO COCTOSHUS OOecIeYeHus
0e30IacHOCTH MEPCOHANBHBIX JAaHHBIX, BKJIIOYasd KOHTPOJb TEXHHUYECKUX CPEICTB
3aIIUTH KOHGUACHINAIBHON HHGOPMAIIMH U KPUITTOCPEICTB:

a) munensus ®OCB Poccuum Ha OCYIIECTBIEHHE JIE€SITEILHOCTH II0

paspabotke, IPOU3BOJCTBY, pacrpocTpaHeHHUIO I POBATBHBIX
(xpunTorpaduueckux) CPEACTB, “H(pOPMALIOHHBIX CUCTEM u
TEJIeKOMMYHHUKAITMOHHBIX ~ CHUCTEM,  3alUINEHHBIX C  KCIOJIb30BaHUEM

U PPOBaNTBHEIX (KPUNTOTPahUUECKIX) CPEACTB, BBHITOJHEHHUIO pabOT, OKa3aHHIO
yciyr B obOmacti mudpoBaHUS WHOOpPMALUU, TEXHUYECKOMY OOCITy>KWBAHUIO
MUGPOBANBHEIX (KpUNTOrpadhUyecKux) CpencTB, UHPOPMAIMOHHBIX CHUCTEM H
TEJEKOMMYHHKAIMOHHBIX ~ CHCTEM,  3allMIIEHHBIX C  HCIIOJB30BAaHUEM
MHQPPOBATBHBIX (KpUITOrpapuuecKux) CpelCcTB (3a MCKIIIOYEHHEM ciIydas, eciid
TEXHUYECKOe OOCTy)KHMBaHUE IHU(PPOBAIBHBIX (KpunTorpapuieckux) CpencTs,
UH(OPMALIMOHHBIX CHCTEM M TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3AIUUINEHHBIX C

UCIIOJIE30BaHUEM ¢ POBaNTbHBIX (kpunrorpaguIecKux) CpEACTB,
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OCYIIECTBISeTCS ISl O0ecIiedeHnsT COOCTBEHHBIX HYXI FOPUANIECKOro JIUIA HITH
UHANBHyaJIbHOTO TIpEANpUHUMATeNs). YKa3aHHas JUIEH3US JOJDKHA, B TOM
YHCIIe COAepXKaTh CIIeAyIoIre BUII paboT (yciyr):

— pa3paboTKa  3alMIIEHHBIX C  HCIOJB30BaHHEM  IIH(POBATBHBIX
(kpunTorpadguiecknx) cpeacTBs HHOOPMAIHOHHEIX CHCTEM;

— pa3paboTka  3aOMIIEHHBIX C  HCIIOJNB30BaHHEM  IMHU(POBATBHBIX
(kpurrTorpaMUeCKUX) CPeICTB TEICKOMMYHHUKAIMOHHBIX CHCTEM;

— MOHTaX, YCTaHOBKa (MHCTAULAMS), Hajlaaka [MAPPOBAIBEHBIX
(xpunTorpaduueckux) CpesicTB;

— MOHT@X, YCTaHOBKa (MHCTAUIAIMA), HajaJKa 3al[MIIEHHBIX C
HCIIOIB30BaHUEM U (QpOBATEHBIX (kxpunTorpapuIecKux ) CpeAcTB
HH(POPMAITHOHHBIX CHCTEM;

— MOHTaX, YCTaHOBKa (MHCTAUIANWA), HaJagKka 3allUIIEHHBIX C
HCIIOIb30BaHHEM i POBaATBHBIX (xpunrorpapuIecKux) CpEeICTB
TEJIEKOMMYHUKAIIHOHHBIX CHCTEM;

— MOHTaX, YCTaHOBKa (MHCTAJUIALHUA), HajaJKa CpPEICTB H3rOTOBJICHHUS
KITIOYEBBIX TOKyMEHTOB;

— PEeMOHT MHU(PPOBATHHBIX (KPHNTOrpaQHIECKHX) CPENICTB;

— PEMOHT, CEepBUCHOE OOCIY>XHBaHHE 3alIMINEHHBIX C HCIIOIb30BAHHEM
MU (QPOBAIBHBIX (KPUNTOrpaQuUecKux) cpeicTB HHPOPMAITHOHHBIX CUCTEM;

— PEMOHT, CEepBHUCHOE OOCIy)XKHBaHHE 3AIUINEHHBIX C HCIOIb30BAHHEM
mUPpPOBANBHEIX  (KpUOTOrpadUIecKuX) CPEeACTB  TEJIeKOMMYHHKAI[HOHHBIX
CHCTEM;

— PEMOHT, CEpBHCHOE OOCIIyXMBAHHE CpPEICTB H3TOTOBJICHHS KIIFOUYEBBIX
IOKYMEHTOB;

— paboTBl 1O OOCITY)XKHUBAaHUIO IMHUGPOBAIBHBIX (KPUOTOrPahUIECKUX)
CPEICTB, IPEeIyCMOTPEHHBIE TEXHUYECKON M SKCIUTyaTallHOHHON NOKyMEHTaluen

Ha 3THU CPEACTBA (3a HCKIMIOYCHUEM ClIy4das, €CJIH YKa3aHHbIC pa60TI>I IpOBOAATCA
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IUsi  obecriedeHWs]  COOCTBEHHBIX  HYXJ  IOPUOUYECKOrO  JHIa  HIX
WHAWBHYJIGHOTO MIPeANPHHIMATES);

— mepegada MU(PPOBATBEHBIX (KPHNTOrpadUIeCKIX ) CPEACTB;

— Tepeada  3allMINEHHBIX C  HCHONB30BaHHEM  IH(POBAIBHBIX
(xpunrorpapuIecKux) CpeacTB HHPOPMAIIOHHBIX CHCTEM;

— mepefaya  3AIUMIICHHBIX C  HCIONB30BaHHEM  IMH(DPOBATBHBIX
(xpunTorpadu4ecKknx) CpeICTB TEICKOMMYHHKAIIHOHHBIX CUCTEM;

— Imepelada CpeJICTB U3rOTOBJIEHUS KIIFOUYEBEIX JOKyMEHTOB;

— IpeocTaBieHHE yCIyT o mudpoBaHuio HHGOpMaLUK, He copepxaleit
CBEIIEHUH, COCTABJLIIOIIMX TIOCYNapCTBEHHYI0 TalHYy, C HCIOJb30BaHUEM
MIKQPOBAIBHBIX (KpUITOrpaHUuecKux) CpeACTB B HHTEpecax MIOPHIUIECKHX H
GU3MYECKHX JINIL, @ TalkoKe HHANBHUIY JTBHBIX IpeIIpHHAMATENEH;

— H3TOTOBJIICHHE M pacHpeleleHre KIIOYeBhIX JOKYMEHTOB H  (HUIN)
UCXOIHOM KIF04YeBOH MH(QOpMaIMy Ui BBIPAOOTKHA KIFOYEBBIX ITOKYMEHTOB C
HCIIOJIB30BAaHMEM  aNMapaTHbIX, MPOrPaMMHBIX H MPOTPaAMMHO-AMITAPATHBIX
CPEICTB, CHUCTeM M KOMILIEKCOB H3TOTOBJICHHS M PpAacIpeleIeHus KIIOUYEBhIX
JIOKyMEHTOB JUIsl A (PPOBANBHBIX (KPHOTOrpa(pUIECKHX) CPEICTB.

0) munensus @CTOK Poccuu Ha JeATEeNbHOCTh IO TEXHUYECKOH 3alluTe
KOHOGHUACHIMAIBHON HHQOpMaIMK. YKa3aHHas JIMIEH3UsS JOJDKHA, B TOM YHCIIE,
coziepXaTh CleAyIomue BUIbl padboT (yciyr):

— KOHTpPOJIb 3aIUIIEHHOCTH KOH(MOUIESHIHAIbHON HMHGOPMAIUHA OT YTEUKU
[0 TEXHWYECKUM KaHallaM B CpPEICTBAX M CHCTeMax HHQpOpMaTHU3AINH,
TEXHUYECKNX CpelicTBaxX (cumcreMax), He oOpabaThBAIOIMX KOHGHACHIHATHHYIO
uHbOpPMAIMIO, HO pa3MEIIeHHHX B IIOMEINEHUAX, Ile oHa oOpabarbiBaeTcs,
MTOMEIICHUSIX CO CPEACTBAMU (CHCTEMaMH ), TOAJICKAIINMH 3aIIIHTE;

— KOHTPOJIp  3alIUIIEHHOCTH KOH(MOHACHUUATFHOH HHPOpPMAMA  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYNa W ee MOAM(HUKAIMUA B CPEeACTBaX U CHCTEMAaxX

UHPOpMaTH3AIH;
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— IMPOEKTHPOBaHHE OOBEKTOB B 3alMIEHHOM HCIOTHEHHUH: CPENCTB U
cucreM UWHQPOpPMATU3AaLUH, TOMEIIEHHWA CO  cpeacTBaMH  (CHCTEMaMHu)
uHbOpMaTHU3AIUH, TTOJIeKAITUMU 3aIIUTE;

— YCTaHOBKA, MOHTaX, UCIBITAHUS, PEMOHT CPEACTB 3aIIUTHl HH(OPMALIUHU:
TEXHHYECKUX CPENICTB 3allUThl HH)OPMALUH; 3alUIIIeHHbIX TEXHUYECKUX CPEACTB
06paboTky MHPOpPMAINY; TEXHUYECKUX CPEeNCTB KOHTPOIS 3((eKTHBHOCTH Mep
3alUTHl  UHQOpPMAIMU; MPOrPaMMHBIX (IIPOrpaMMHO-TEXHHUYECKUX) CpPEelCTB
3amuUTHl KHGOPMAIUH; 3alIUIIEHHBIX IPOrPaMMHBIX (IPOrpaMMHO-TEXHIHYECKHX)
cpeactB 00paboTku WH(OpMAWK; NPOrPaMMHBIX (IIPOrPaMMHO-TEXHUYECKUX)
CpeIICTB KOHTPOJIS 3aIUIIEHHOCTA UHGOPMALINH).

B) nunen3usi @CTOK Poccuu Ha nesTenbHOCTh Mo pa3paboTke u (WIIKN)
IIPOU3BOJICTBY CPEACTB 3allUThl KOHOUIACHITHAIBHOW HWHQOpMAIMU. YKa3zaHHAS
JMLEH3Us AO0JDKHA, B TOM YHCIE, COAEPXKaTh CIEAYIOIIHe BUOBI paboT (yciyr):
pa3paboTka CpelICcTB 3aliThl KOHOUAEHIHATHHOM HH()OpMAIMHM, B TOM YHCIE:
3alIMIIEHHBIX MPOTPAaMMHBIX (IIPOrPaMMHO-TEXHHYECKHX) CpPEACTB 00pabOTKU
uH(pOpMaLIMH.

HenocpencTBeHHBII KOHTpPOJIb 3a BBINOJIHEHHWEM TpeboBaHuil IlonmuTuku
npu 00paboTKe MEepCOHATBHBIX JAHHBIX OCYINECTBIISIOT JIMIA, OTBETCTBEHHBIE 3a
obecnieueHue 0€30IIaCHOCTH IIEPCOHAIBHBIX MJAaHHBIX B OpraHaxX COIMaIbHOMN

3alIUTEI HacelleHus: BopoHexckoit o6macTu.

9.1. IIpaBuaa ocymecTB/IeHHS BHYyTPEHHEr0 KOHTPOJISI COOTBETCTBHSA
00paboTKH HepCOHANbHBIX JAHHBIX TPeOOBAHHAM K 3aIHTE

NEePCOHANBHBIX JAHHBIX

B nemsax OCYHICCTBIICHUA BHYTPCHHEI'0 KOHTPOJISI COOTBETCTBHUA 06pa6OTKH
NNEePCOHAIBHBIX HAaHHBIX YCTaHOBJICHHBIM Tpe60BaHI/I$IM K 3aluTe IMEPCOHAIBHBIX
JaHHBIX B I[enapTaMeHTe H TIIOABCOOMCTBCHHBIX YUYPCKIACHUAX IIPOBOIAATCA

IEepUOAMYECKHE TPOBEPKH YCJIOBHH OOpabOTKM NEpCOHANBHBIX JaHHBIX.
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IIpoBepkH OCYINECTBIISIFOTCS JIMIIAMH, OTBETCTBEHHBIMH 3a oOOecrieueHHe
0€30MMacHOCTH TIEPCOHATIFHBIX NaHHBIX, IT0 TIOPYYCHHIO PYKOBOIHUTEIS OllepaTopa.

ITpoBepKH OCYINECTBISIOTCS Ha MecTe 00paOOTKH MEPCOHANBHBIX JaHHBIX
myTeM ofpoca Ju00, TpH HEOOXOAMMOCTH, IIyTeM OCMOTpa paboumx MecT
pabOTHUKOB, YYACTBYIOIIHX B Mpoliecce 00pabOTKH NMePCOHAIBHBIX TaHHBIX.

KoHTponupyeMbie BOIIPOCH B X011 MPOBEACHHS ITPOBEPOK:

— Hajlu4Hue y pabOTHHKOB J0ITycKa K 00paboTKe MepCOHANBHBIX JaHHBIX;

— HaJIM4YHe COTJIACHH CYObEeKTOB Ha 00pabOoTKy MX MepCOHAIBHBIX TaHHBIX;

— cobmofieHHe Ieneil, cocraBa MW CPOKOB 00pabOTKH IMepCOHATBHBIX
TaHHBIX;

— co0JroieHHe MPaBUII IO 00E3TUIHUBAHUIO TIEPCOHAIBHBIX JAHHBIX;

— coOMolleHHe TpaBWJI JOCTyla B TIOMEINEHHS, B KOTOPBIX BEHETCA
00paboTKa mepcoHaIbHBIX JaHHBIX;

— COOTBETCTBUE IIOJHOMOYUH COTPYOHHKOB pa3pelIMTEIBHON CHCTeMe
noctyna K WHQOPMAalMOHHBIM pecypcaM, TIPOTPaMMHBIM H TEXHHYECKUM
cpencTBaM MH(OPMAMOHHOMN CHCTEMBI IIEPCOHANBHEIX JTaHHBIX;

— CcOOJIoZIcHHe COTPYIHUKAMH TIapOJTbHOM MOJTHTHKH,

— coOIoeHNe COTPYIHUKaMH aHTHBHPYCHOM ITOJTUTHKH,

— cobmrofieHre COTpyAHUKAMH MPaBUI pabOThI CO CHEMHBIMH HOCHTEIISIMU
IIEPCOHABHBIX TaHHBIX;

— coOmOZieHHe TOpsAKa pe3epBUpPOBaHMsS 0a3 JAaHHBIX M XPaHEHHs
pe3epBHBIX KOIUH;

— cobumroieHre mopsIka paboTEl CO CpeCTBAMH 3aIIUThI HH()OPMAIIHH.

I[lo wroram KaXxAoll MOPOBEPKH COCTABISIETCS IPOTOKOJ, KOTOPBIH
yTBEpXKIAeTCs PYKOBOOHUTEJEM OIEepaTopa M XPaHUTCS Yy OTBETCTBEHHOIO 3a
obecrieueHre 6€30MMaCHOCTH MMEPCOHANBHBIX JaHHBIX B TEUEHHE TpeX JIET.

[Ipu BEISBIEHHH B XOJle IPOBEPKH HApyIIECHHH B IMPOTOKOJE yKa3bIBAIOTCS
MEPOIPHUATHS TI0 YCTPAaHSHUIO HapyIIeHUuH U cpokax ucrnonHeHus. O pe3ynpraTax

IPOBEPKH U Mepax, HeOOXOIMMEIX IUIS yCTPAaHEHHs BBIABIECHHBIX HapyIIeHwHH,
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JIUIIO, OTBETCTBCHHOC 3a obecnieuenne 0€30ITaCHOCTH IIEPCOHAIIBHBIX HaHHBIX,

AOKJIaABIBACT PYKOBOAUTEIIIO OIleparopa.

10. PearmpoBanne Ha HHIOHJIEHTbI HApYIIeHHs HHPOPMAIHMOHHOM

Oe3zonmacHocTH H cOom

PearupoBaHue Ha HHIIUECHTH HapyleHuss HHQOPMAIIHOHHOH 0e30I1acCHOCTU
U cOOU HampaBJICHO Ha CBEIEHHE K MUHUMYMY yIlepOa OT MHIIUIAEHTOB, a TaKXe
OCYILIECTBIICHNE MOHUTOPUHTA CIIy4yaeB HHIIUAEHTOB.

NamuneHT — mo0oe HeNpeaBUICHHOE WM HeXeJaTelIbHOoe COOBITHE,
KOTOpOE MOKEeT HapyIlaTh NeATebHOCTh WITH HH(OPMAIIHOHHYIO 0€30MacHOCTb.

K uniugentaM nHGOPMAIHOHHOM 6€30IaCHOCTH OTHOCATCS:

— yTpara yciyr, 000pYyIOBaHMS HJIH YCTPOKCTB;

— CHCTEMHBIe COOU WM Teperpy3KH;

— OIIMOKH II0JIB30BaTENEH;

— HecoOroieHUE TTOJIMTHK UIH PEKOMEH/TallniH;

— HapylleHue pU3NYecKuX 3alIUTHEIX Mep;

— HEKOHTPOJIHMPYEMbIE H3MEHEHUS CUCTEM;

— cbou mporpaMMHOr0o o0ecreyeHusl ¥ 0TKa3bl TEXHUIECKUX CPEICTB;

— HapylleHHe IpaBWi JOCTyIIA.

PearupoBaHre Ha HHIUICHTH HapyIleHus HHQOpMaMOHHON 0€3011acHOCTH
BKJIFOYA€eT B ce0:

— pa30dupaTenbCTBO M COCTaBIEHHWE 3aKIIOYeHHH 1o  QakraM
HECOOIOZeHUsT YCIIOBUM XpaHEHUs HOCHTeNed IepCOHAIbHBIX JaHHBIX,
UCITOJIb30BaHMs CPEACTB 3allUThl HH(POPMAlMUH, KOTOpPBIE MOTYT MPHUBECTH K
HapyIIeHUI0 KOH(QUICHIHUAIBPHOCTH IMEepCOHANBHBIX MNAHHBIX MIH APYyTUM
HapyUIeHUSM, MPUBOIAIINM K CHIDKEHUIO YPOBHS 3aIMUIIEHHOCTH MIEPCOHATBHBIX

JAHHBIX;
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— pa3paboTKy U NpHHATHE Mep [0 NPEJOTBPAILEHHIO BO3MOXHBIX
OIMACHBIX ITOCJIEICTBHH MOJOOHBIX HAPYIIEHUH.

Bce paGoTHHKH HEMEMIEHHO COOOMIalOT O JFOOBIX HAOMIOAAeMbIX WIH
MpennoyaraeMblX HMHIMIEHTaX HapylmieHus WHGOPMAIMOHHON 0e30mMacHOCTH
CBOEMY HEMOCPEACTBEHHOMY pPYKOBOAWTENIO M JHIly, OTBETCTBEHHOMY  3a

HH(pOpMaLIMOHHYIO 6€30IaCHOCTb.

10.1. UndopmupoBanue 06 HHIMAEHTAX HAPYWICHHS HH(POPMAHOHHOHK

0e30macHOCTH

Bce pabOTHHKHI He3aMeJINTEIbHO HH(OPMHPYIOT CBOEro
HEIOCPECTBEHHOTO PYKOBOIAUTENS U JIMIIO, OTBETCTBEHHOE 33 HH()OPMAIHOHHYIO
0e301acHOCTh, 00 HHIUIEHTAaX HapyIIeHUsI HHPOPMAIIHOHHON 0€30MacHOCTH.

PykoBomutens omeparopa B TeUeHHE Tpex pabouyux JHEH WH(POpPMUpPYET O
BBISIBIIEHHOM WM IpeArojaraéMoOM HHIUJEHTe KoMuccuto JlermaprameHTa IO
obecrieueHnIo 0e30MacHOCTH IEepPCOHANBHBIX JaHHBIX. B ciydae BBISABIEHUS
($akTOB pacIpOCTpaHEHUs IMEPCOHANBHBIX NaHHBEIX MJIH YTpaThl MaTepHabHBIX
HOCHUTENEeH MEpPCOHANBHBIX [aHHBIX pPYKOBOAMTENb OIlEpaTopa Ha3Hayaer
KOMHCCHIO T10 IPOBE/ICHHUIO CITyKeOHOT0 pacciel0OBaHMUs.

Komuccus Jlemapramenrta nmo obecriedeHHnt0 0€30MacHOCTH MEePCOHATBHBIX
IOaHHBIX OCYIIECTBISET MOHHUTOPHHI M aHAIM3 WHIUICHTOB B IIEJNIAX BBISBIICHUS
CYIIECTBEHHBIX UHINIEHTOB HapyIIeHUs HHOOPMAIMOHHON 0€3011aCHOCTH, HOBBIX
ySI3BUMOCTEH, NpoBepKH 3(P(HEKTUBHOCTH MOJIUTHKH, UCXOASI U3 XapaKTepa, Yncia
n IOCTIEICTBUH 3aperuCTPHUPOBAHHBIX HHIIMISHTOB HapyIIeHUs WH()OpPMaMOHHOMH

0e30macHOCTH.
10.2. UndopmupoBanue o npodiemMax 6e301aCHOCTH

Bce paboTHUKH, OCyHIecTBISIOMUE OOpabOTKYy MEepCOHANBHBIX MAAaHHBIX,

00s13aHBI o6pa111aTB BHUMAaHHE H COO6H_IaTB HEMOCPEACTBCHHOMY PYKOBOIUTEIIO U



65

JIMIly, OTBETCTBEHHOMY 32 HH(GOpPMAaIMOHHYI0 Oe30macHOCTh, O IOOBIX
3aMEUYeHHBIX WM IpeAroyiaraeMblX HeJocTaTkax M yrpo3ax B obnactu
0€30macHOCTH NEePCOHAIBHBIX JAaHHBIX, B TOM 4YHCJIe€ B HH(OPMaIMOHHBIX
CHUCTeMax IepPCOHANBHBIX MaHHBIX WK cepBUcax. [Ipu 3ToM He momyckaercs
CaMOCTOSITENIFHBI ~ TOUCK  paOOTHMKaMu  omeparopa  ITONTBEPKACHUS
II0JI03pEBaEMOMY HEIOCTaTKy B cHCTeMe O0e30macHOCTH. JTo TpeboBaHUE
TpeabsBIACTCd B HHTEpecax camMUX pPaOOTHUKOB, IOCKOJBKY TECTHPOBAaHUE
cabbIX MECT 3allUTHl MOXET OBITh WHTEepIpPETHPOBAHO KaK HEIPaBOMOYHOE

HUCITOJIB30BAaHHUEC CHCTCMEI.

10.3. HudopmupoBanue 0 c60sIX HIPOrpaMMHOro obecrieueHus

PaboTHuKH, ocymecTBIsIONIHe O00pabOTKY IepCOHANBHBIX JAHHBEIX C
UCIIONB30BaHUEM CPEJICTB BBIYUCIUTENHHOW TEXHHKH, KaKk B HH()OPMAIHOHHBIX
CHUCTEMaXx, TaK ¥ BHe HH(GOPMAIIMOHHBIX CUCTEM, 00SI3aHBI COOIONATh ClIe Iy FOIIHii
HOPSIOK  JeWcTBHM B cioyd4asx c0oeB  HCIONB3yeMOro  IpPOrpaMMHOIO
obecrieueHus:

—  CHUMITOMEBI NpobiieMbl (c0os) U JOObIe COOOIIEHHS, MOSBIIAIONIAECS
Ha 3KpaHe, QUKCUPYIOTCS (pacieuaThlBalOTCs, MEPEMUCEIBAIOTCSA, COXPAHIIOTCS B
3JIEKTPOHHOM BHJIE);

— KoMIploTep  m3omupyeTcs  (OTKIIOYaeTcs  OT  JIOKAIBHOM
BEIYHCIIUTENFHOM CETH omepaTopa), paboTa Ha HeM IPeKpalaeTcs;

— He JIOmycKaeTcs IepeHoC HWHGOPMAalMd C IMOMOIIBI0 BHEUIHHUX
HOCHUTENeH Ha Ipyrie KOMITBIOTEPHI;

— o0 rmpobieMe  HEMEUIEHHO  H3BeHIaeTcs  HeloCpeACTBEHHBIH
PYKOBOJIUTENb, TIpH paboTe B HHOOPMALIMOHHBIX CHCTEMAaX — afMUHUCTpaTop 0a3
JaHHBIX U JILIO, OTBETCTBEHHOE 32 HH()POPMAIMOHHYIO O6€30MacHOCTb.

ITonp3oBarensiM 3ampelaeTcss CaMOCTOSTENBFHO YJAJIATh IIOHO3PUTENIBHOE
mporpaMMHoOe obGecriederre. JIMKBUAAIUs MOCNENCTBUN COOEB OCYIIECTBIAETCS

OGY“ICHHBIM IIepCOHAIOM, 6o o PYKOBOACTBOM H B COOTBETCTBUH C
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yKa3aHHUAMH CIEHHAINCTOB COOTBETCTBYIOIIMX CTPYKTYPHBIX IOJpa3AeieHHH

[emnaprameHra.

10.4. PearnpoBanue Ha (GaKThI pa3rianieHnus NePCOHAIBHBIX JaHHBIX

ITo xaxpoMy ¢akTy pasriameHds NEPCOHATBHBIX MAHHBIX KM YTPaThl
MAaTepHUAIIbHBIX HOCHTENEH IEepPCOHANBHBIX JAaHHBIX PYKOBOJIUTENH OIlepaTopa
He3aMeJJINTENbHO Ha3Ha4YaeT KOMHCCHUIO AJi INPOBEACHHUS NPOBEPKH, B COCTaB
KOTOpOH 00s3aTeIbHO BKIIIOYaeTCs MpeIcTaBuTeNb [lemapraMenTa.

ITo ¢axty yreuku cBefeHH U3 MHOOPMAIMOHHBIX CHCTEM TEPCOHATBHBIX
JaHHBIX B COCTaB KOMHCCHH 00S3aTENbHO NODKEH OBITh BKIIIOYEH IPEACTABUTEIND
Komuccun [lemapramenta 1o obecriedeHHI0O O€30MMacHOCTH IEPCOHAIBHBIX
JaHHBIX.

B Xone nMpoBepKH yCTaHABIMBAIOTCA BCE OOCTOSTENHCTBA IMPOUCIIECTBHS U
BHHOBHBIE B yTpare (pasIiallleHHH) CBEJCHHH, a TaKXKe IMPHYHHBI U YCJIOBHI,
CIOCOOCTBOBAaBIIME  JTOMY,  ONPEAENSIOTCS  Mephl IO  JIOKaTH3al[iH
He)XeNaTeNbHBIX MOCIEACTBHI pasIialleHus KOHQHICHIHATBHOH HH(OPMAIHH.

ITo pe3ynbraTaM IIpOBEPKH PyKOBOAMTENb Olleparopa NMPUHUMAET MEpPHI 110
YCTPAaHEHHIO IIPHYHMH M YCJIOBHH, CIIOCOOCTBYIOIIUX HHIMUACHTY, a TakKXe, B
ClIy4yae BBISBICHUS BHUHOBHBIX JHI, INPHHUMAeT pelleHHe O IPUBICYSHUU

BHHOBHBIX K OTBETCTBCHHOCTH.

11. OTtBercTBeHHOCTDH 32 HapylIeHHe TpeGoBaHNH MHPOPMAMOHHOM

0e30IacHOCTH

IOpugnyeckne U (¢Qu3MYecKHe JMIA, B COOTBETCTBHH CO CBOMMH
IIOJIHOMOYMSMH BJafelolne HHpopMalued o TIpaxaaHaX, IoIydalollue u
HCITONIb3YIOIIHE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBHUHU C 3aKOHOAATEIBCTBOM
Poccuiickoit @enepannu 3a HapylIeHHe peXHUMa 3alIUTHI, 00paboTKH U MopsaaKa

HCTIONIE30BaHUS 9TOM HHPOPMAIIHH.
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OTBeTCTBEHHOCTH 3a obecrieueHrne TpeOOBaHUM MO 3alIUTe IEePCOHAIBHBIX
JAHHBIX ¥ WHOW KOH(HISHIHATHFHOW HH(DOPMAIIUU BO3JIaraeTcs Ha PyKOBOIUTEISA
oreparopa.

ITepcoHasibHasE OTBETCTBEHHOCTH — OIHO W3 TJIaBHBIX TpeOOBaHUHA 110
OpraHM3allud ¥ TpPOBEeNeHHI0 paboTr 1o obecnedeHuro Oe30mMacHOCTH
MIEPCOHAIBHBIX AAHHBIX U 00s3aTenbHOe ycioBUe obecreueHus 3PGEeKTUBHOCTH
3THX padorT.

PaboTHHUKH OpraHoB COLMAIBHOW 3allUTHl HaceJeHHs BopoHeXcKoi
00JIacTH, HMMEIoIUEe JOCTYN K HWH()OPMAIMOHHBIM CHCTEMaM IIE€PCOHATBHBIX
JMAHHBIX W/WIN JTOKyMEHTaM, COJepXKalldM IEPCOHAJbHbIE JaHHBIE JIHOO HHYIO
KOHQUACHIMAIbHYI0O  MHGOpMAIWio, JODKHBI  OBITH  O3HAKOMJIGHBI  C
003aHHOCTSAMHA 1o o0ecIIeueHII0 0e30MacHOCTH uH(DOpMAITIH "
OTBETCTBEHHOCTHIO 3a UX HapYIIIECHHUE.

1. OTBeTCTBEHHOCTHh 3a YTpaTy JIOKYMEHTOB HJIM MAaIlHHOYHUTAEMBIX
HOCHUTENEH C KOHQUACHIHAIbHOH HHpOpManueidl Wid pasrialleHue CBEeICHHI,
CollepXXalllUXCsl B HHX, MEPCOHAIBHO HECeT pPabOTHHK, MOIYCTUBLIMU YTparTy,
pasriiaieHue.

2. OTBETCTBEHHOCTH 3a HECAHKIIMOHUPOBAHHBIN IOCTYII K
IIEPCOHAJIBHBIM JaHHBIM U MHOU KOH(HUAEHITHAIBHOW HHPOPMAIIUH, COBEPIICHUE
HEeperjJaMeHTHPOBAaHHbBIX NEHCTBHI C IEPCOHAIEHBIMHU JTAHHBIMH, TIOBJIEKIIMMH HX
YHUYTOXEHHE, PaclpoCTpaHeHWe, W3MEHEHHe, HEeCeT JIMII0, COBEpIIMBIIEE 3TH
e CTBH.

3. JIuma, BUHOBHBIE B HapyLICHUH HOPM, PErYIHMPYIOIIUX IOJydeHHe,
00paboOTKy ¥ 3alUTy TEepPCOHAIBHBIX JaHHBIX, HECYT IJUCIHUIUITMHAPHYIO,
aIMUHUCTPATUBHYIO, T'PaXKIAaHCKO-TIPABOBYIO MJIM YTOJIOBHYIO OTBETCTBEHHOCTH B

COOTBECTCTBHH C (beﬂepaJIBHBIM 3aKOHOOAaTCIIBCTBOM.
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Hpnaoxenne 1

TunoBasi popma
corjacusi cy0beKkTa Ha 00paboOTKy ero nepcoHANbHBIX JaHHBIX B CBSI3H C
NOoCTyILIeHHEeM Ha paGoTy B

(HaumeHoBaHUe OP2ana COYUANbHOU 3auumvl HaceneHUs)

(pamunus, ums, omuecmeo)

(aopec)

(nacnopm: cepus, Homep, dama 8vl0ayU, Kem bi0aH)

B cootBerctBUE co cTathsiMu 86, 88 TpymoBoro komekca Poccuiickoit
Oeneparuu, crateeit 9 DepepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O
MepCOHAIBHBIX JaHHBIX» A0 COTrJIache

(HaumeHoBaHUe yupesxcoeHUs)
(manee - oneparop), HaXOIALIEMYCSI IO AAPECY: ,
(adpec yupesicoernus)

Ha 00paboTky (BKIOUasi cOOp, CHCTEMAaTH3alHIO, HAKOIUICHHE, XpaHEHHE,
yTouHeHHe (0OHOBJIEHHe, H3MEHEHHe), HCIoib3oBanue, nepeaady (YOHC, [TOP,
®CC wu T.n.), oOe3nuuuBaHHE, OJOKHPOBAaHUE, YHHYTOXKEHHE) MOHX
MIEPCOHATBHBIX JaHHBIX, B COCTaBe:

— damunus, UMs, OTYECTBO;

— YHCJI0, MECSL, TOJ POXKICHHUS,

— MECTO POXICHHS;

— TpaXxIaHCTBO;

— o0OpasoBanue;

— BlIaJicHUE HHOCTPAHHBIMH S3BIKAMM,

— CYIOHUMOCTE;

~ JOILyCK K rOCYapCTBEHHOM TaliHe;

— BBINIOJIHAEMas paboTa ¢ Hayayia TPYIOBOH ESATEeILHOCTH;

~ — Harpajpl ¥ 3HaKH OTIHYHS,
— Onu3kme poACTBeHHUKH (creneHb poxactBa, MO, rox, umcno, mecsn u
MECTO POXIEHHUS, MECTO pabOThI, JOMAIITHHM aapec),

— mnpeOBIBaHHE 3a T'PaHUIIEH;

— OTHOIIIEHHE K BOMHCKON 005S3aHHOCTH, BOMHCKOE 3BaHUE;

— JIOMAIIHHH anpec (aapec perucTpauuu, GakTHIeCKOro MPOKUBAHHUS ),

— HoMep TenedoHa;

— JIOKYMEHT, YIOCTOBEPSIOIIUNA JTUYHOCTH (BUJ HOKYMEHTa, CEpHsi, HOMED,

KEeM U KOr'/ia BBIJIaH);,
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— HaJIW4He 3aTPaHUYHOrO Macnopra (cepus, HoMep, KeM U KOrja BbIaH)
— HOMep  CTpPaxOBOI'O  CBHUJETEIbCTBA  O0S3aTENBHOIO  IEHCHOHHOIO

CTpaxoBaHU;

— WHH.

OO6paboTka MOHMX NEpPCOHANBHBIX IAHHBIX MOXET OCYIIEeCTBIATHCS C
UCIOJb30BaHUEM CpEICTB AaBTOMATH3allMd U 03 HCHOJIh30BaHUS TaKOBBIX
UCKJIIOYUTEHHO B LIENSIX peaIn3aliil TPYJOBBIX OTHOLICHHUH.

Cornacue BcTymaer B CHIIy C MOMEHTA €T0 MOITHUCAHUS.

Onepatop MOXET OCYIIECTBIATH 00pabOTKY MOUX MEPCOHATBHBIX JaHHBIX B
TeUeHHe CpoKa IEeWCTBUS CIyXeOHOro KOHTpakTa (TpyZOBOro JOroBOpa) W B
TedeHue 75 (CeMUIECSTH IIATH) JIET ITOCJIe ero MpeKpalleHus.

51 BmpaBe OTO3BaTh CBOE corjlache Ha oOpabOTKy NMEepCOHANBHBIX JaHHBIX
HIOCPEACTBOM IHCBMEHHOT'O 3asIBIICHUS.

«_» 20 1. (monmuck) pacmu@poBKa MOAIUCH
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IIpunoxenne 3

THIIOBOE OBS3ATEJBCTBO
0 HepasTJalleHuH MIEPCOHANBHBIX JaHHBIX TpaXkJaH

s, ,
(DHO compyonura)
HCIIOJTHSTOIIHA(as1) IOJDKHOCTHBIE O0SI3aHHOCTH

(Haumeno6aHUe OONICHOCMU Y OMOeNa)
00513y10Ch:

1. He pasrnamiath, HE packpblBaTh IYOJIMYHO, a TaKXKE COOMIONATH YCTAHOBICHHBIN
MOPSIOK Tepellayd TPEeThUM JIHIAM CBEICHUI, COCTaBISIONINX IEepPCOHAILHBIC JaHHBIE TpaXkIaH,
KOTOpBIE MHE OyAyT NOBEPEHBI WM CTAaHYT H3BECTHHI B CBSI3H C UCIIOJIHEHHEM CBOUX JIOJDKHOCTHBIX
00sI3aHHOCTEH.

2. BemonHATE OTHOCAIMECS KO MHE TpeOOBaHUS TMOJIOXKEHHUS IO OpraHu3amud |
MPOBEACHHIO paboT MO 00eCredYeHHI0 Oe30MacHOCTH MEePCOHANBHBIX JaHHBIX IPH HX 00paboTKe B
HHPOPMAITUOHHBIX CHCTEMaX NEPCOHANBHBIX AAaHHBIX, IPHUKA30B, PACIIOPSHKCHHM, HHCTPYKIHHA U
JIPyTHX HOPMATHBHBIX aKTOB II0 00ECIICUEeHHUIO O€30MMaCHOCTH IEPCOHANIBHEIX JaHHBIX.

3. B ciiyuae Moero yBOJNBHEHMs, BC€ HOCHTEINH, COJAEpXKAIHE IEPCOHANBHBIC NaHHEIC
TpaXJAaH, KOTOpHIE HAaXOAWJIHCh B MOEM pacIOpSDKEHHH B CBS3H C HCIOJHEHHEM MHOIO
JIOJDKHOCTHBIX 00sI3aHHOCTEH, ImepenaTh HEMOCPEICTBEHHOMY HAUYAIBHHUKY WIH COTPYIHHKY,
OIlpeIeIEeHHOMY HETIOCPEACTBEHHBIM HaYaTbHUKOM.

4. HememieHHO co00IIaTh HEMOCPEACTBEHHOMY HAYalIbHUKY 00 yTpare WM HeIoCTaue
JOKYMEHTOB WM HHBIX HOCHUTENEH, coepXKalliX NEPCOHANBHBIE JAHHBIE TpakJaH, H O APYrHX
(dakxTax, KOTOpPbIE MOTYT MPUBECTH K Pa3TIIALICHUIO MIEPCOHAIBHBIX JaHHBIX TPAXKAaH, a TaKkkKe O
MPUYAHAX U YCIOBUSIX BO3MOXKHOHM YTEUKH MEPCOHATBHBIX JAaHHBIX.

5. Iocre mpekpaleHus mpaBa Ha JOMYCK K KOHPHUICHIUATHHBIM CBECHHAM, B TOM YHCJIE
pacTop)keHHs  ciIyxkeOHOro KOHTpakTa (TPYZOBOTO JOTOBOpa), IPEeKpaTuTh 0OpaboTKy
MEPCOHANBHBIX JAaHHBIX, HE pa3rjaliaTh M He IepeaaBaTh TPETbUM JIMIAM H3BECTHHIC MHE

KOH(HUICHIHATBHBIEC CBEICHUSL.

OO0 OTBETCTBEHHOCTH 3a pas3riallleHHe IePCOHATBFHBIX JAHHBIX IpaXkIaH NpeaynpexacH(a).

(noonucy) (pacuiugpposra noonucu)

«_» 20 r.




